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FOREWORD

1. This Handbook is approved for use by all Departnents and
Agenci es of the Departnent of Defense (DoD)

2. This handbook is for guidance only. This handbook
cannot be cited as a requirenent. |If it is, the contractor does
not have to conply.

3. Thi s handbook provides gui dance for establishing an
effective el ectromagnetic conpatibility (EMC) Program t hroughout
the life cycle of platforns, systens, subsystens and equi pnent.

4. This handbook was prepared in accordance with the
gui del i nes of the Standardi zati on Reform Policy established by
the Secretary of Defense.

5. Beneficial coments (recommendations, additions,
del etions) and any pertinent data which nay be of use in
i nproving this docunment should be addressed to: Comrander, Joint
Spectrum Center, Attn: JSC J52, 120 Wbrthi ngt on Basin, Annapolis,
MD 21402-5604, by using the self-addressed standardi zation
Docunent | nprovenent Proposal (DD Form 1426) appearing at the end
of this docunent or by letter.
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1. SCOPE

1.1 Purpose. This handbook is intended to provide
personnel responsible for the design, devel opnent, and
acqui sition of DoD platfornms, systens, subsystens, equipnent, and
devices with the guidance necessary for achieving the desired
| evel of electromagnetic conmpatibility (EMC). This handbook
descri bes the tasks that should be acconplished to ensure
el ectromagnetic environnental effects (E’) control/EMC neasures
are incorporated into the devel opnent and operati onal procedures
of an itemto achieve the desired |evel of EMC during its life
cycle. This handbook may al so be used by program managers (PMs)
to identify the critical E® issues that need to be addressed when
preparing their required Program Status Reports.

1.2 Applicability. This handbook is consistent with the
policies and procedures of DoD Directives 5000.1, 3222.3 and
4650. 1 and DoD Regul ati on 5000.2-R. Provisions of this handbook
shoul d be used by research, devel opnent and acqui sition (RD&A)
activities, at appropriate tines during the life cycle of any
platform system equipnment or device which emts or which can be
susceptible to el ectromagnetic energy. For exanple, the handbook
is applicable:

a. During acquisition to assure visibility, accounta-
bility, and controllability of the EMC effort, as well
as its integration into the overall program

b. During the design process to assure nanagenent
awar eness and cost effective tailoring of applicable
EMC performance requirenents and interface standards.

Thi s handbook nmay al so be used by contractors as a guide for
establishing and i nplenenting an effective EMC program

1.2.1 Application of handbook. This handbook is for
gui dance only. This handbook cannot be cited as a requirenent.
If it is, the contractor does not have to conply.

1.3 Contents. This handbook descri bes the steps that should
be taken during the life cycle to ensure an equi pnent, subsystem
system or platformis not only conpatible within itself (that
is, self-conpatible) but also has a high probability of continued
operation, within acceptable tol erances, with other equipnent,
systens, and platforns in its intended El ectronmagnetic
Envi ronnent s ( EMES).
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1.3.1 Oganization. Section 2 provides a list of
appl i cabl e docunents and Section 3 defines the terns that are
used in this handbook. Section 4 describes, in general ternmns,
the tasks that should be acconplished to ensure the desired |evel
of EMC performance is achieved. The remaining Sections and
Appendi ces describe in greater detail aspects of the various
tasks and i ncl ude:

a. Spect rum Managenent .

b. Est abl i shing an E> Worki ng-Level |ntegrated Product
Team (W PT) .

C. Speci fyi ng EMC Performance Requirenents.

d. Tai |l oring.

e. Use of Commercial and Non-Devel opnental Itens (NDIs).
f. | npl enent ation of the Joint E®Control Strategy (JECS)
g. EMC Veri fication.

h. E® Anal ysis and predictions.

i EMC Trai ni ng.
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2. APPLI CABLE DOCUMENTS

2.1 Ceneral. The docunents |isted below are only a portion
of those referenced herein. These docunents are the nost
relevant to fully understand the information provided by this
handbook.

2.2 @vernnent docunents

2.2.1 Specifications, standards, and handbooks. The
foll ow ng specifications, standards, and handbooks form a part of
this docunent to the extent specified herein. Unless otherw se
specified, the issues of these docunents are those listed in the
| atest 1issue of the Departnent of Defense |Index of Specifications
and Standards (DoDl SS) and suppl enent thereto.

STANDARDS
M LI TARY

M L- STD- 449 - Test Method Standard: Radio
Frequency Spectrum Characteristics,
Measur enent of .

M L- STD- 461 - Interface Standard: Requirenents
for the Control of Electromagnetic
I nterference Em ssions and
Susceptibility.

M L- STD- 462 - Test Method Standard: Measurenent
of El ectromagnetic Interference
Characteristics.

M L- STD- 464 - Interface Standard for Systens
El ect romagneti ¢ Envi ronnent a
Ef fects.

M L- STD- 469 - Interface Standard: Radar
Engi neeri ng Design Requirenents,
El ectromagnetic Conpatibility.

M L- STD- 961 - Def ense Specifications.
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HANDBOCK

M LI TARY

SD-2 - Buyi ng NDI - Nondevel opnental |tem Program

(Unl ess ot herw se i ndicated,

4D, Phi |l adel phia, PA 19111-5094).

copi es
specifications, standards, and handbooks
St andar di zati on Docunent Order Desk, 700

of federal and mlitary
are available fromthe
Robbi ns Avenue, Buil di ng

2.2.2 Oher governnent docunents and publications. The

foll ow ng ot her Governnment docunents and publications forma part
of this docunent to the extent specified herein.

PUBLI CATI ONS
DEPARTMENT OF DEFENSE ( DoD)

DoD Directive 3222.3

DoD Directive 4650.1

DoD Directive 5000.1

DoD Regul ati on 5000. 2-R

DoD Manual 5000. 37-M

JCS Pub. No. 1-02

USD( A&T) Menor andum

Departnent of Defense
El ectromagnetic
Conpatibility Program
(EMCP) .

Managenent and Use of the
Radi o Frequency Spectrum

Def ense Acqui sition.

Mandat ory Procedures for
Maj or Defense Acquisition
Prograns and Maj or

Aut ormrat ed | nformati on
Syst ens.

DoD Non- devel opnent a
Itenms Acqui sition Manual

Depart ment of Defense
Dictionary of Mlitary
and Associ ated Terns.

Requi renents for Conpliance
with Reform Legislation for
i nformati on Technology (IT)
Acqui sitions (Including
Nat i onal Security Systens),
May 1, 1997.
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Navy
NAVSEA OP- 3565/ NAVAI R - Techni cal Manual , El ectro-
16- 1- 529/ SPAWAR 0967 magneti ¢ Radi ati on Hazards
LP- 624- 6010 (Volumes | & 11).
NTI A - Manual of Regul ations and Procedures for

Federal Radi o Frequency Managenent.

(Copi es of DoD Directives, Instructions and Manual s are
avai l abl e from the Standardi zati on Docunent Order Desk, 700
Robbi ns Avenue, Buil ding 4D, Phil adel phia, PA 19111-5094. Copy of
NTI A Manual is available fromthe US Governnment Printing Ofice,
Superintendent of Docunents, P.QO Box 371954, Pittsburgh, PA
15250- 7954) .

2.3 Non-governnent publications. The follow ng docunents
forma part of this docunent to the extent specified herein.
Unl ess otherw se specified, the issues of the docunents which are
DoD adopted are those listed in the |atest issue of the DODI SS,
suppl enent t hereto.

AVERI CAN NATI ONAL STANDARDS (ANS) | NSTI TUTE

ANS C63. 14 - Standard Dictionary for
Technol ogi es of El ectronmagnetic
Conpatibility (EMO),
El ectromagnetic Pul se (EMP), and
El ectrostatic Di scharge (ESD).

ANS/ | EEE - | EEE St andard Safety Levels with

C95. 1- 1991 Respect to Human Exposure to Radio
Frequency El ectromagnetic Fi el ds
(3 KHz - 300 GHz).

(Non- Gover nnent standards are general ly avail able for
reference fromlibraries. They are also distributed anong non-
gover nment standards bodi es and usi ng Federal agenci es.
Application for copies should be addressed to the | EEE Service
Center, 445 Hoes Lane, P. O Box 1331, Piscataway, NJ 08855-
1311).

2.4 Oder of precedence. In the event of a conflict between
the text of this docunent and the references cited herein, the
text of this docunent takes precedence. Nothing in this
docunent, however, supersedes applicable |aws and regul ati ons
unl ess a specific exenption has been obtai ned.

2.5 EMC bibliography. Lists of additional EMJ E® docunents
are presented in Appendi x A
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3. DEFIN TI ONS

3.1 General. The terns used in this handbook are defined
in ANS C63.14 and JCS Pub. No. 1-02. 1In addition, the foll ow ng
definitions are applicable for the purpose of this handbook.

3.1.1 Acquisition category | (ACAT |) prograns. ACAT I
prograns are Mj or Defense Acquisition Prograns (NMDAP) that w |
require an eventual expenditure of nore than $355 MIlion (fiscal
year (FY) 1996 constant dollars) for research, devel opnent, test,
and evaluation or nore than $2.135 Billion (FY 1996 constant
dol lars) for procurenent, or those designated by the Under
Secretary of Defense (Acquisition and Technol ogy (USD(A&T)) to be
ACAT | .

3.1.2 Acquisition category Il (ACAT Il1) programs. ACAT I
prograns are acquisition prograns that do not neet the criteria
for an ACAT | program but do neet the criteria for a mjor
system A major systemis defined as a program esti mted by the
DoD Conponent Head to require an eventual expenditure of nore
than $75 MIlion in FY 1980 constant dollars (approxi mately $140
MIlion in FY 1996 constant dollars) for research, devel opnent,
test, and evaluation or for procurenent of nore than $300 MI1lion
in FY 1980 constant dollars (approximtely $645 MIlion in FY
1996 constant dollars), or those designated by the DoD Conponent
Head to be ACAT I1I.

3.1.3 Acquisition cateqgory |11 (ACAT 111) prograns. ACAT
I1l prograns are those acquisition prograns that do not neet the
criteria for an ACAT | or an ACAT I

3.1.4 Acquisition program A directed, funded effort that
I's designed to provide a new or inproved material capability in
response to a validated need.

3.1.5 Intra-systemvs. inter-systemEM problens. EM
I nteractions between elenents of a systemare terned intra-system
whereas EMinteractions between systens are ternmed inter-system
Thi s concept may be extended to platforns by considering EM
I nteracti ons between equi pnent and systens on a platform as
i ntra-platformwhereas interactions between the platformand its
EME or other platforns are considered inter-platform

3.1.6 Joint E® control strategy (JECS). JECS is a problem
avoi dance neasure that supplenents the policies of DoD Directive
3222.3. JECS is based on the recognition that el ectromagnet-
ically interfering and suscepti bl e equi pnent designs should be
el imnated or avoi ded during devel opnent and in acquisition.
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JECS net hod uses a positive control methodol ogy called gating in
conjunction with established "exit criteria” to nonitor the
pl anni ng and application of E* control neasures.

3.1.7 Mlestones. They are mjor decision points that
separate the phases of an acquisition program

3.1.8 Mlestone decision authority (MDA). The i ndividual
designated in accordance with established criteria to approve
entry of an acquisition programinto the next phase.

3.1.9 Performance. Those operational and support
characteristics of the systemthat allowit to effectively and
efficiently performits assigned m ssion over tinme. The support
characteristics of the systeminclude both supportability aspects
of the design and the support el enents necessary for system
oper ati on.

3.1.10 System operational performance. A set of m ninal
acceptabl e paraneters tailored to the platformand reflecting top
| evel capabilities such as range, probability of kill (P),
pl atform survivability, operational availability, etc.

3.1.11 Spectrum managenent. The process of maxim zing the
efficient use of the el ectromagnetic spectrumthrough
operational, engineering, and adm nistrative procedures to all ow
el ectronic systens to performtheir functions in their intended
envi ronnent w t hout causing or receiving unacceptable |evels of
I nterference.

3.2 Acronyns and abbreviations. A d ossary of acronyns and
abbrevi ations used in this handbook is presented in Appendi x B.
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4. PROGRAM TASKS

4.1 Ceneral. Program managers (PMs) are expected to
manage assigned prograns in a manner consistent with the policies
and principles articulated in DoD Directive 5000.1. PM should
ensure, to the maxi mum extent possible, that their prograns are
in conpliance with the EMC and spectrum nmanagenent policies and
procedures addressed in Paragraph 4.4.7 of DoD Regul ation
5000. 2-R, DoD Directives 3222.3 and 4650.1, and O fice of
Managenent and Budget (OVB) Circul ar A-11.

4.1.1 Programstatus. PMs shoul d provi de assessnents of
program status and risk to higher authorities including the
designated M | estone Decision Authority (MDA) in accordance with
the policies and procedures issued by the Ofice of the Secretary
of Defense (OSD). MDAs address programrequirenents that are
derived fromboth statutory and regul atory sources. Requirenents
addressed at each major M| estone incl ude:

a. Pre-M Il estone 0. Responsibility for ensuring
conpliance with requirenents prior to MDA M| estone 0O
approval belongs to the appropriate user or functional
proponent in coordination with the Joint Requirenents
Oversi ght Council (JROC) process, the conponent, or the
Principal Staff Assistant (PSA).

b. M| estones O through Ill. The EMC and Spectrum
managenment requirenents derived from Paragraph 4.4.7 of
DoD Regul ati on 5000.2-R, DoD Directives 3222.3 and
4650. 1, and OVB circular A-11 are appropriate for MDA
review at each major mlestone. The PM shoul d provide
the MDA an assessnent of conpliance with these
requi renents through the Defense Acquisition Board
(DAB) process.

C. Post-Mlestone Il1l. Mlestone Il Acquisition Decision
Menor anda (ADM shoul d i ncl ude post -depl oynent
performance eval uati on and ot her performance neasures
gui dance, as appropriate. The ADM should be clear as
to who wll performthis post-deploynent eval uation,
the user or functional proponent.

4.1.2 Qui dance. This Section provides general guidance
for establishing a workable and effective EMC programto ensure
an end-itemw || operate in its intended EMES w t hout causing or
suf fering unaccept abl e ni ssion performance degradation due to E.
This Section can al so be used as a guide by PMs to identify the
critical E® issues that should be addressed when preparing



M L- HDBK- 237B

Program Status Reports. Mre detailed information and gui dance
are provided in the renmai ning Sections and Appendices of this
handbook.

4.2 Tasks. Tasks that should be acconplished, if B
probl ens are to be avoi ded, include:

a. Budgeting for E® control.
b. Spect rum managenent .
C. Devel opnent of EMC Program Procedures.

d. Est abl i shing a E2 W PT/ EMC Advi sory Board

e. Devel opment of applicable EMC perfornmance requirenents.
f. Usi ng commercial itens or NDIs.

g. | npl ementing the Joint E®control strategy.

h. Preparing EM control procedures.

i EMC verification.

] . Conducting E® anal ysis and predictions.

K. Det erm ni ng saf e-di stances for HERP and HERF

l. Certification of ordnance.

m EMC Trai ni ng.
The extent to which these tasks are applied to a program depends
on the costs, schedules, goals, and risks associated with not
addressing a particul ar aspect of E® control. The proper appli-
cation of managenent controls, EMC performance requirenents, and

E® control features should contribute to the acconplishnent of a
successful program

4.3 Budgeting for E® control. Adequate resources should be
allocated early in an EMC program W thout adequate resources
EM i nconpatibilities or vulnerabilities my not be discovered
until the later stages of testing or during operational
depl oynment which may result in potentially severe program cost
and schedul e inpacts. Sufficient resources should be requested
and all ocated to support all of the applicable tasks listed in
4. 2.
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4.3.1 Cost as an independent variable (CAlV). Fiscal
constraints is a reality in DoD procurenents and should be
addressed during the acquisition process. Cost should be viewed
as an independent variable. Program managers should establish
aggressive but realistic objectives for their prograns. Trade-
of f studies should be conducted early in a program when the
majority of costs are determ ned, to achieve a bal anced set of
goal s, based on guidance fromthe MDA, Cost objectives should be
establ i shed that bal ances m ssion requirenents with projected
resour ces.

4.4 Spectrum nahagenent.

4.4.1 Ceneral. Spectrum nanagenent is the process of
maxi m zing the efficient use of the el ectromagnetic spectrum
t hrough operational, engineering, and adm nistrative procedures
to allow electronic systens to performtheir functions in their
i ntended EMES wi t hout causing, nor suffering from unacceptable
|l evels of EM. Section 5 discusses spectrum managenent in nore
detail and Appendi x C presents a di scussion on EMEs.

4.4.2 DoD spectrum policy. An approved frequency all oca-
tion nmust be obtained prior to the expenditure of funds for the
devel opnent or procurenent of an el ectronic equi pnent or system

4.4.3 Frequency allocations. The program manager should
initiate a request for a frequency allocation on DD Form 1494 as
early as possible in Phase 0. Al electronic equipnent, sub-
systens, and systens designed to either emt or respond to EM
energy require a frequency allocation. The data provided on DD
Form 1494 is reviewed for conformance to international, nationa
and DoD criteria. As the item progresses through devel opnent and
eventually into procurenent, requests for frequency allocations
need to be updated. An approved frequency all ocation, however,
does not provide authorization to operate an itemon specific
frequencies within the tuning range of the item A frequency
assi gnnment needs to be obtained prior to operating the item The
program manager shoul d be responsible for submtting all requests
for frequency allocations in accordance with the procedures
delineated in the various service regulations. Failure to conply

with the international, national and DoD EMC criteria wll, in
all likelihood, result in denial of the frequency allocation
request.

4.4.4 Frequency assignnments. An approved frequency
assignnent is a discrete frequency or set of frequencies on which
an el ectroni c device, equipnent or systemis authorized to
operate within its allocated frequency band for a particular
application at the |ocation(s) designated and within the

10
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constraints of the authorizing assignnment. Follow ng the
approval of a frequency allocation, mlitary departnments may
assi gn approved frequencies to contractors with valid contracts
for contractor test and eval uation operations at either a
mlitary installation or a contractor's facility under control
of the installation Conmander or a mlitary departnent
representative, respectively. Requests for mlitary departnent
frequency support should be through appropriate channels. |If
nei ther situation applies, the contractor should request
frequency support fromthe Federal Communi cations Comm ssion
(FCC) by filing an FCC Formto obtain a station |icense.

Coordi nati on between contractors and cogni zant procuring
activities is recommended before action is taken.

4.5 EMC program procedures ( EMCPP)

4.5.1 Ceneral. The EMCPP should establish the sumtotal of
direction and efforts required to achieve EMC in an end-item
The EMCPP shoul d be prepared for each programthat is either

designated as, or neets the criteria for, ACATs | or Il when the
end-item may affect, or be affected by, its operational EMEs.
The EMCPP may al so be established for ACAT Il equi pnent,

subsystens, and systens when specified by the individual Services
and are so designated on a case-by-case basis.

4.5.2 Purpose of EMCPP. Managenment and engi neeri ng
personnel should establish an EMC program as early as possible in
the acquisition process to achieve the greatest EMC engi neering
benefits. The EMCPP shoul d accurately define the tasks and
m | estones that should be acconplished to achieve the desired
| evel of EMC performance. The EMC effort should be tailored to
the specific acquisition of an end-item based on its perfornance
requi renents, EMEs within which it is intended to operate,
quantity of the end-itemto be procured, and the budget avail able
to meet the E® control/EMC performance goals of the program The
EMCPP is intended to ensure there is:

a. Efficient integration of engineering, testing, manage-
ment, and quality assurance tasks to achi eve the
required | evel of EMC

b. Cont i nuous traceability of E® control/EMC performance
requi renents and design alternatives throughout the
program This should permt the sources and inpact of
desi gn changes along with any EMC deficiencies, and the
i npact of any contractual requirenents, to be pronptly
determ ned, accurately identified, and properly
communi cat ed.

11
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4.5.3 Preparation of EMCPP. The EMCPP shoul d be prepared
I n accordance with the requirenments of Data |Item Description
(DID) DI -EMCS-81528. The EMCPP should be prepared and
I npl emented at the earliest possible tine so the greatest benefit
can be derived fromthe effort. The EMCPP shoul d be presented in

an interactive docunent and shoul d be updated periodically in
order to remain applicable with an items E® control/EMC
performance requi renents as the program progresses from concept
to production and, eventually, to operational support. The EMCPP
shoul d enphasi ze the policy, philosophy, and managenent of the
EMC programthat is to be inplenented and the anal ysis techni ques
and general design guidance that is to be enpl oyed.

4.5.4 EMCPP eval uation quide. An EMCPP Eval uation Guide is
presented in Appendi x G Paragraph G 3.7.

4.6 Working-level |PT/EMC advisory board (E> W PT/ EMCAB)

4.6.1 General. A E® WPT/EMCAB is established by the
program rmanager to nonitor the EMC program associated with his
project, to provide assistance in expediting solutions for B
probl ens, and to establish high-level channels of coordination. A
E> WPT/EMCAB Charter is usually included as part of the EMCPP
docunment. The E® WPT/EMCAB functions as a major resource for
reviews, advice and technical consultations on all aspects of the
program invol ving E® considerations. Section 6 discusses the
menbership, responsibilities and Charter of a E W PT/ EMCAB.

4.7 Applicable E® control/EMC performance requirenents.

4.7.1 General. The conplexity of E® problens requires the
EMC performance requirenents in procurenment specifications of an
itemto be tailored specifically to the m ssion needs, including
the end-item s intended operational EMEs. This is normally
acconpl i shed through the application and tailoring of general E
specifications and perfornmance standards. Conpliance with
untail ored general E® specifications and standards can result, in
sonme cases, in unnecessarily costly design-to requirenents, and
in other cases, requirenents that are inadequate for a particular
operational EME

4.7.2 Application and tailoring. E® control/EMC
per formance requirenments should be tailored to the specific needs
of the m ssion and shoul d be considered in conjunction with
programrisks and costs when related to performance trade-offs.
The application and tailoring of general E® specifications and
st andards shoul d be based on adequate anal ysis and test data, and
should be initiated in Phase 0O or Phase | and updated, as

12
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required, during the acquisition process. Tailoring of E®
control /EMC performance requirenents should be reflected in the
preparation of solicitation docunents. Tailoring nmay take the
form of deleting, adding, or nodifying general requirenments from
E® specifications and standards. The depth of detail, |evel of
effort required, and the data expected should be defined when
tailoring therequirements. Subsequent tailoring of E°

control /EMC performance requirenents nmay be requested or
recommended by a contractor but shoul d be subject to Governnent
approval during contract negotiations. The agreenent reached on
the engineering effort, including the E® control/EMC performance
requi renents that should be achieved with the end-item is
reflected in the resultant contract. Section 8 provides nore
details on tailoring.

4.7.3 Solicitations. Identification or, when necessary,
preparation of the applicable specification(s) is a key part of
the acquisition process. DoD policies and gui delines enphasize
that requirenments in the solicitation for both commodity
(equi prment/systeniplatforn) and data (test plans/findings)
products are to be stated in terns of performance or "what the
product nust do" rather than "howto" produce the product.

4.7.3.1 Request for proposal (RFP). The program nmanager
shoul d define the baseline of an end-item The baseline should
i nclude the E® control/EMC performance requirements that nust be
met to achieve the desired | evel of performance. The baseline
with these requirenments should then be included in an RFP or
invitation for bid (IFB). This baseline should include al
anticipated uses and installations of the end-item The RFP or
| FB shoul d specify the tailored E® control/EMC performance
requi renents which the end-itemw !l be required to neet.
Subsequent to the publishing of an RFP or | FB, the bidder shoul d
determ ne the adequacy of the baseline requirenents. |If the
baseline is not considered feasible, the bidder may propose
alternate requirenents. The m ssion objectives, operational
EMEsS, m ni mum acceptabl e functional requirenents, and desired
operational performance as stipulated in the RFP or |IFB should be
exam ned for consistency and attainability.

4.7.3.2 Solicitation docunents. Specifications, statenents
of work (SOW and contract data requirenents lists (CDRLs) are
requi renments docunents used in solicitations. A contractor can
not unilaterally change any of the requirenents identified in
t hese docunents after a contract is awarded to him since these
requirenments formthe basis for the award. Section 7, Specifying
EMC Performance Requirenents, provides details concerning the
preparation and use of specifications, SOM and CDRLs.

13
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4.8 Commercial itens and non-devel opnental itens (NDIS).

4.8.1 Ceneral. For sone acquisition prograns, the
procurenent of comrercial itenms and NDIs is a cost-effective
approach to neeting the m ssion needs established in the M ssion
Need Statenment (MNS). Comrercial itenms and NDI's shoul d neet the
basi ¢ operational requirenents specified in the Operational
Requi rements Docunent (ORD) and be capabl e of functioning
conpatibly in their intended operational EMEs. When applicabl e,
comercial itens and NDIs are an attractive alternative to
expensi ve and tinme-consum ng devel opnent prograns.

4.8.2 Conpliance. A comercial items or NDI's degree of
conpliance with E® specifications and standards shoul d be
ascertained to ensure it will operate in the intended EMES
wi t hout causing nor suffering unacceptable m ssion perfornmance
degradation due to E.. The fact that a commercial item or NDI
may al ready be accepted in the commercial marketpl ace does not
ensure that the E® control/EMC perfornmance requirenents are
sufficiently nmet. The level of risk associated with enploying a
commercial itemor NDI in the intended operational EMEs should be
determned. Verification of a cormercial items or NDI's
per formance capability shoul d be acconplished through both
techni cal and operational evaluations. A commercial itemor ND
usual ly requires sone operational testing. Additional information
is provided in Section 9, Commercial and NDIs.

4.9 Joint E® control strategy (JECS)

4.9.1 Ceneral. JECS is a problemavoi dance neasure that
provi des, for the disciplines of E5, a mechanismfor nonitoring
an acquisition programto ensure appropriate E® control
considerations are addressed. By the use of JECS, joint forces
shoul d be able to attain maxi mum effective performance from
war fare systens that depend upon or which are susceptible to EM
energy. JECS is adaptable to all acquisition prograns.

4.9.2 Beneficiaries of JECS. Beneficiaries of the JECS
extend beyond the operating environnents of the evaluator and
program manager. The JECS engi neering process can serve as a
reference on the E® information that should be avail able for each
acquisition. The program manager nay al so use the JECS engi neer -
ing process as a guide and it should be of significant val ue
when:

a. Prepari ng EMC Program Procedures.

b. Approvi ng vendor deliverables involving pertinent E
consi derations and/or issues.

C. Refini ng and assessing program E® control efforts.
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4.9.3 Engineering process (EP). Basic aspects of the JECS
operation are covered in Section 10. Appendix G contains details
on the JECS EP that may be used by evaluators to facilitate their
work in applying the JECS on a day-to-day basis.

4.10 EM control procedures (EMCP)/E® integration and
anal ysis report (E3l AR .

4.10.1 GCeneral. The EM CP/ E3l AR shoul d be prepared by a
contractor, submtted for review, and approved by the program
manager and E°> WPT/EMCAB. The EM CP shoul d be prepared for
equi pnent and subsystem acqui sitions in accordance wth the
requi renents of DI D DI - EMCS-80199. The E3I AR shoul d be prepared
for systemacquisitions in accordance with the requirenents of
DI D DI - EMCS- 81540. The EM CP/ E3I AR shoul d becone the techni cal
policy docunent of engineering projects and should provide nuch
nore detailed information than the EMCPP. The EM CP/ E3I AR shoul d
identify how all E® control/EMC performance requirenents will be
i npl emrented, providing a detail ed conprehensive account of al
the E® control neasures and design techniques that will be
enpl oyed during the acquisition programto ensure the end-item
meets all contractual E® control/ EMC performance requirenents.
The EM CP/ E3I AR shoul d describe in detail what the contractor's
effort will be for controlling E, beginning with program
initiation, through final design and production, and throughout
the operational life of the end-item being procured. The
EM CP/ E3I AR shoul d reveal the extent of a contractor's E
awar eness and hi s understanding of E® control neasures.

4.10.2 EM CP/E3I AR evaluation guide. An EM CP/ E3l AR
Eval uation Guide is presented in Appendi x G Paragraph G 3. 12.

4.11 EMC verification.

4.11.1 Ceneral. The objective of EMC verificationis to
obtain a reasonabl e degree of confidence that an end-item and
its integral conmponents will function in a specified manner when
in their intended operational EMES. A neasurenent program al ong
with E® anal yses provides the data needed to determine an itenis
conpliance with the contractual E® control/EMC perfornmance
requi renents. Critical test points should be specified for
circuits suspected of having | ow susceptibility margi ns and these
circuits should be categorized by degree of mssion criticality.
Measurenments shoul d be nmade in accordance with applicable
st andards and approved E® test procedures. Test data obtai ned
fromvarious nmeasurenents should formthe basis for acceptance or
rejection of an item and any actions required to correct
operational deficiencies or mal functions. Unless otherw se
specified by the procuring activity, the contractor should be
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responsi ble for conducting all of the tests needed to denonstrate
an end-item's conpliance with the contractual E® control/EMC
performance requi renents. The Governnent has the right to

W tness these tests. Additional information on EMC verification
is presented in Section 11 and an Evaluation Guide for test and
eval uation (T&E) reports is presented in Appendi x G Paragraph

G 3.11

4.11.2 Test and evaluation master plan (TEMP). The TEMP
defines the T&E that should be required for an acquisition
program and is the nost fundanental of the program docunents.
Information on TEMPs is presented in Appendix H, T&E
Consi derations for EMC

4.11.3 E: test/verification procedures. E® test/
verification procedures should describe the neasurenent
procedures that will be enployed to denonstrate an itenis
conpliance with its contractual E® control/EMC requirenents.
Testing should be mandatory if an itemis to be qualified to a
specification or standard. Until the itemis actually tested,
whet her of devel opnental, commercial or NDI origin, there is no
assurance that an item possesses the desired EMC qualities.
Testing should not be started until after the test procedures
have been approved by the procuring activity.

4.11.3.1 Content. Mlitary standards such as 449, 461,
462, 464 and 469, and the DI Ds associated wth them delineate
content requirenments for E® test/verification procedures.
Specific details regarding inter-systemand intra-systemtesting,
i ncl udi ng em ssion and susceptibility testing of itens provided
by a subcontractor, should be considered and addressed by the
prime contractor in his test procedures. In general, E® test/
verification procedures should provide:

a. Measur enent obj ecti ves.

b. Test configurations.

C. Test points.

d. Det ai | ed neasurenent procedures.
e. Formats for recording test data.

4.11.3.2 Test procedures. Specific test techniques should
be based on the procedures presented in the E® standards and
specifications that are referenced in the contract. The test
procedures should be described in sufficient detail to enable the
procuring activity to duplicate the proposed testing at a | ater
dat e.
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4.11.3.3 Evaluation guide. A E® test/verification
procedures Evaluation GQuide is presented in Appendi x G Paragraph
G 3. 13.

4.11.4 E® test/verification reports. E test/verification
reports are the nost inportant source of E® control information
that is readily available. An E® test/verification report should
provi de the data and information needed to evaluate an itenms
conpliance wwth its contractual EMC performance requirenents.
When test results are properly docunented and clearly expl ai ned,
the information provided should form concl usi ve evi dence of the
project's success or failure. The test results of a package of
properly selected tests, perforned in accordance with M L-STD- 462
and M L- STD- 464 (when applicable), should provide an EM basel i ne
profile of the end-item

4.11.4.1 Content. E® standards and DI Ds DI - EMCS- 80200 and
DI - EMCS- 81542 specifies the content requirenents for E® test/
verification reports. Om ssions of apparently mnor facts can
nullify the useful ness of the entire report.

4.11.4.2 Evaluation guide. An E® test/verification report
Eval uation CGuide is presented in Appendix G Paragraph G 3. 14.

4.11.5 Retrofit and new design. Program managers shoul d be
provi ded proof through analysis and testing that changes, as the
result of retrofit procedures or a new design, have no adverse
I npact on the el ectronagnetic characteristics (performance) of
the itembeing retrofitted or redesigned. Depending on the
appl i cabl e E® standards and the significance of the change(s),
the itemmay have to repeat qualification testing.

4.12 E® anal yses and predictions.

4.12.1 GCeneral. E® analyses and predictions is one of the
nost vital elements of an EMC program E® anal yses shoul d be
conducted to predict potential E® problens and to eval uate the
effectiveness of different techniques, procedures, and design
changes that can be inplenented to prevent or mnimze B
problens. It is far less costly to analyze, predict, and control
potential E® problens at the outset of a programrather than be
overtaken by themlate in the acquisition process. Solutions are
usual |y extensive, time-consuming, and costly for E® problens
that are discovered late in the acquisition process.
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4.12.2 E® analysis. An effective E® analysis should
consi der the follow ng:

a. The end-item s intended operational EMEs.

b. Desi gn concepts.

C. M ssion requirenents.

d. El ectromagnetic characteristics of interfacing and co-
| ocat ed equi pnent, subsystens and systens.

e. Signal flow, power distribution, and installation

procedures associated with the end-item
f. El ectromagnetic characteristics of the end-item
g. Desired level (s) of EMC to be achi eved.

Foll ow ng a contract award, the contractor may be required to
perform ot her anal yses, such as predicting the performance of an
end-itemin its intended operational EMEs, by utilizing nodeling
techni ques or simulations. Sone of the testing that is usually
required in EMC prograns may be precluded when sufficient data is
derived from E® anal yses, nodeling, and sinulation efforts.
However, in order to have a contractor perform E® anal yses,
nmodel i ng or sinmulation tasks, the requirenent(s) should be
established in the SON |If docunentation of the results is
desired, the requirement for a report should be included on the
CDRL. Additional information is presented in Section 12, E

Anal yses and Predictions, and in Appendix |, E® Mvdels and

Si mul ati ons.

4.13 Hazards of electronmagnetic radiation to personnel

( HERP) .

4.13.1 CGeneral. HERP is concerned with the danger of
produci ng harnful biological effects in humans from exposure to
radi o frequency el ectromagnetic fields. The effect is caused by
t he human body becom ng an unintentional receive antenna and
absorbi ng el ectromagnetic energy. The primary concern is that
absorption of the energy causes warm ng of body tissue and
internal organs. Heat fromRF field interactions adds to the

nmet abolic heat | oad of the human. |f the body's heat gain
exceeds its ability torid itself of excess heat, the body
tenperature rises. |If significant RF power is absorbed an

increase in body tenperature can be expected and this could have
a conpeting effect on the netabolic process with potentially
del eterious effects.
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4.13.2 Safety precautions. Personnel should not be exposed
to el ectromagnetic | evels higher than the maxi num perm ssible
exposure (MPE) levels specified in Tables 3 and 4 of M L-STD 464.
M L- STD- 464 al so provi des additional requirenents for pul sed
fields 0.1 to 300,000 MHZ. ANSI/IEEE C95.1-1991 defines
personnel hazards criteria and provi des gui dance on interpreting
and applying the criteria. DoD 6055.11 inplenents the criteria
for mlitary operations. Radar and el ectroni c counterneasures
(ECM systens usually present the greatest potential for
personnel hazards due to high transmtter output powers and
antenna characteristics and possi bl e exposure of servicing
personnel. Personnel assigned to repair, maintenance, and test
facilities have a higher potential for being overexposed because
of the variety of tasks, the proximty to radiating elenents, and
the pressures for rapid mai ntenance response.

4.13.2.1 Safe distances. An RF hazard evaluation is
performed by determ ning safe distances for personnel from RF
emtters. Safe distances can be determ ned from cal cul ati ons
based on RF emitter characteristics or through neasurenents.
Once a distance has been determ ned, an inspection is required of
the areas where personnel have access together with the antenna's
pointing characteristics. |f personnel have access to hazardous
areas, appropriate neasures nmust be taken such as placing warning
signs and docunenting the hazards/restrictions in service
publications, guidance manual s, operating manuals, etc.

4.14 Hazards of electronagnetic radiation to fuel (HERF).

4.14.1 GCeneral. HERF deals with the possibility of
accidentally igniting fuel vapors by RF induced arcs during fuel
handl i ng operations in proximty to high-powered radi o and radar
transmtting antennas. RF energy can induce currents into any
nmetal object. The hazard arises fromthe fueling device or other
nmet al obj ects becom ng unintentional receive antennas in the
proximty of fueling vapors. This causes a current and charge to
be produced on the fueling device or netal object. The anount of
current, and thus the strength of a spark across a gap between
two conductors, depends on both the field intensity of the RF
energy and how wel |l the conductors can act as receiving antennas.

4.14.2 Safety precautions. The existence and extent of a
fuel hazard are determ ned by conparing the actual RF power
density to established safety criteria. TO 31Z-10-4 (Arny FM 11-
490- 30) and OP 3565 provide procedures for establishing safe
operating distances fromRF emtters. The induced current
depends mainly on the conductor length in relation to the
wavel ength of the RF energy and the orientation in the radiated
field. Since its not feasible to predict nor control these
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factors the hazard criteria should be based on the assunption
that an ideal antenna could be inadvertently created with the
requi red spark gap. Any area in the system where fuel vapors nay
be present needs to be evaluated. The volatility and flash point
of particular fuels influence whether there is a hazard under
varyi ng environnmental conditions. Restrictions on the use of
sone RF emtters nmay be necessary to ensure safety under certain
operations such as refueling. Any required safety procedures
shoul d be carefully docunented in technical orders or other
appropriate publications.

4.14.2.1 Low power transceivers. There is a special case
when a fuel or weapon RF hazard can exi st even though the RF
| evel s may be within the safe limts. This special case is for
both hand-held (1-5 watts) and nobile (5-50 watts) transceivers.
The antennas on these equi pnent can generate hazardous situations
when they are allowed to accidentally touch the system ordnance,
or support equi pnent. To avoid this hazard, transceivers shoul d
not be operated any closer than 10 feet from ordnance, fuel
vents, etc.

4.15 Hazards of el ectromagnetic radiation to ordnance

( HERO) .

4.15.1 GCeneral. Acquisitions involving ordnance are of
particul ar concern due to the potential safety hazard. HERO
arises fromthe functional characteristics of electrically
initiated ordnance. O-dnance electrically initiated devices
(EIDs) can be unintentionally initiated due to exposure to
el ectromagnetic energy. |In general, ordnance is nore susceptible
to el ectromagnetic environnents during assenbly, disassenbly,
handl i ng, | oadi ng and unl oadi ng.

4.15.2 Safety precautions. HERO can be controlled by either
limting the field intensity that the ordnance and its EIDs w |
be exposed to or by hardening the ordnance and its EIDs to the
el ectromagnetic radiations they will encounter. The primary
nmeans of controlling HERO i ncl ude:

a. Mai nt ai ni ng adequat e separation di stances between the
radi ati ng sources and the ordnance and its EID.

b. G oundi ng, bondi ng and shi el ding of the ordnance and
its EID.

cC. | npl enenting operational restrictions.
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4.15.3 Certification. HERO certification establishes
(docunents) the maxi mum | evels of electromagnetic radiation that
the ordnance and its ElIDs can be exposed to without risking a
potential safety hazard. HERO certification is extrenely
i nportant, especially for ordnance intended for use during Joint
Operations. Using ordnance not certified for use during Joint
QOperations creates potential safety hazards for personnel and
equi pnent. Oftentines, operational restrictions that |essen the
effectiveness of other mlitary systens need to be inposed
because of the presence of HERO uncertified ordnance during
mlitary operations.

4.15.4 HERO considerations. Appendix D, HERO Consi der -
ations, presents information on the HERO certification process
and the precaution(s) that can be inplenented to reduce the risk
of a potential safety hazard.

4.16 EMC training.

4.16.1 GCeneral. Al personnel involved in the acquisition
process shoul d have an awareness of E° and the adverse effects
that may result from EMC deficiencies. A well-inplenented EMC

trai ni ng program can be beneficial in preventing potential E
probl enms from occurring during the design, devel opnent,
production, procurenent, test, operational use, and mai ntenance
of mlitary electrical and el ectronic equi pnent, subsystens, and
systens. Section 13 provides nore details on EMC training.

4.16.2 Requirenments. EM identification techniques and the
adverse effects of EM should be known, understood, and
accurately comunicated in order to avoid operational performance
degradation fromE:. Al personnel, especially operational and
mai nt enance personnel, should be required to have sone know edge
of the em ssion characteristics and susceptibility nmechani sns for
different types of equi pnent and systens. Technical publications
shoul d address the actions that are required by operational and
mai nt enance personnel to ensure E® control/EMC design features
are not conprom sed. Training publications should describe how
E® probl ens can manifest thenselves in an itemand the potentia
adverse inpact this can have on an itenml s performance. These
publ i cations can be used for training personnel involved with the
operation or mai ntenance of the equipnent. Planned mai nt enance
procedures should be revised and nodi fied, as needed, to include
gui delines for identifying and preventing E® probl ens.
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5. SPECTRUM MANAGEMENT

5.1 General. As nore and nore systens use the avail able
spectrum the operational performance of equi pnent and systens
that were once only limted by background environnmental noises
have becone increasingly affected by interference from ot her
equi pnent and systemsignals. Several recent real-world
conti ngency operations involving the depl oynent of Joint Service
Task Forces have served to highlight the spectrum nanagenent
probl enms and the difficulties experienced anong the Services in
achieving interference-free communi cations. The availability of
adequate spectrum support is a firmprerequisite to the
successful operation of an itemin its intended EMES. Spectrum
rel ated aspects should be given appropriate and tinely
consideration, in conjunction with other major influences, in the
pl anni ng, devel opnent, procurenent and operational phases of
el ectroni c equi pnent and systens, if they are to effectively
performtheir intended functions w thout causing disruption to,
or being disrupted by, other electronic equipnent and systens.

5.2 Spectrumpolicy. Electromagnetic spectrum managenent
policy and decisions precipitate fromthe International Tele-
comuni cations Union (1 TU), through the National Tel ecommuni -
cations and Information Adm nistration (NTIA) of the Departnent
of Commerce and the DoD, to Service departnents and subordi nate
commands. The organi zation that serves the Adm nistrator of NTIA
in the area of frequency nmanagenent is the Interdepartnent Radio
Advisory Committee (I RAC). Program nanagers nust accept the
constraints i nposed by these organi zations since they are
unal terable. Spectrum managenent and EMC policies wthin DoD are
the responsibility of the Assistant Secretary of Defense (ASD)
for Comruni cations, Command, Control and Intelligence. The ASD
(Cl) coordinates the DoDinterface with the IRAC and is
responsi ble for nonitoring and reviewi ng policies, plans,
prograns, and budgets for tel ecomrunications within the DoD. The
predom nant requirenent inposed by DoD spectrum nmanagenent
policies is that prior to the expenditure of funds for the
devel opnent or procurenent of any el ectronic equi pnent or system
an approved frequency allocation nust be obtai ned.

5.2.1 National policy. The requirenent for a frequency
allocation is derived fromthe Ofice of Managenent and Budget
(OwB) circular No A-11 which states: "Estimates for the
devel opment or procurenent of major conmuni cations-el ectronics
systens (including all systens enploying space satellite
techniques) will be submtted only after certification by the
Nat i onal Tel econmuni cations and | nformati on Adm nistration,
Departnent of Comrerce, that the radio frequency required for
such systens is avail abl e".
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5.2.2 DoD policy. DoD Directive 4650.1 establishes DoD
policy for managenent and use of the radio frequency spectrum
Under "Procedures"” it states: "Al|l DoD conponents shall: Obtain
radi o frequency spectrum gui dance for conmuni cations-el ectronics
systens fromthe MIlitary Communi cati ons El ectronic Board ( MCEB)
as early as possible during the concept, exploration and
denonstration, and validation stages of system acquisition. MCEB
gui dance nust be obtai ned before assum ng contractual obligations
for the full-scal e devel opnent, production, or procurenent of
those systens. Radio frequency spectrum support requirenents
shall be sent through the MCEB, for coordination with host
nati ons where this equipnent is intended to be deployed, as early
in the acquisition as practical. Host-nation coordination nust be
initiated before contracting for a systenis full-scale
devel opnent ".

5.3 Spectral characteristics. Spectral characteristic data,
or spectrumsignatures, are quite often needed both for existing
Items and for devel opnental and planned itens that are designed
to either emt or respond to EM energy. The transmtter em ssion
spectra should be known as well as the inmmunity (susceptibility)
of receivers to the various frequencies, powers, and nodul ati ons
that may occur in their intended operational environnents. This
type of data is required when conducting in-depth E® anal yses to

a. Predict the performance of an itemin its intended
oper ati onal EME.

b. Predict the effect of a particular itemon the EME of
ot her equi pnent or systens.

C. Establish the characteristics required of newitens for
conpati bl e operation in present and future EMES.

d. Confirmthe objectives of the DoD EMC program are
achi eved.

5.3.1 Measurenents. Spectral characteristic nmeasurenents
are usually perfornmed when the itemis in:

a. Its final configuration or at a time as agreed upon
bet ween the contractor and procuring activity.

b. The configuration it wll have in production, even
though it may not have been officially accepted.

It is essential the spectral characteristic data be represen-

tative of the electromagnetic em ssion and inmunity
(susceptibility) characteristics that will occur in production
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equi pnent, subsystens, and systens. |In sone cases it may be
desirable to performpartial spectral characteristic nmeasurenents
on an itembefore it reaches production status to support the
frequency allocation process or the determ nation of other EM
characteristics of an item M L-STD 449, Measurenent of Radio
Frequency Spectrum Characteristics, provides the neasurenent
techni ques that should be used when maki ng spectral
characteristics neasurenents. |In order to have a contractor
perform spectral characteristic neasurenents the requirenent
shoul d be established in the SON |f docunmentation of the
results is desired, the requirenents for a report and/or the data
shoul d be included on the CDRL. When avail abl e, equi pnent
spectral characteristic data should be provided to the Joint
Spectrum Center (JSC) for storage and use by all DoD agenci es.
This data can assi st personnel in the areas of:

a. Spect rum pl anni ng.

b. Em ssion and susceptibility characteristics eval uation.
C. Depl oynent and site anal ysis.

d. Consul tation services.

5.4 Frequency managenent considerations. Electronic
equi pnent, systens and platfornms should be capabl e of operating
in the vicinity of other equipnment, systens and platforns w thout
causing or responding to undesirable el ectromagnetic energy while
at the sane tine achieving their specified perfornance
requi renents. Equi pnment el ectromagnetic em ssions and i munity
(susceptibilities) to EMenergy are two (2) primary factors that
shoul d be addressed to achieve the required system EMC. \Wen
equi pnent em ssions and immunities are within the limts
est abl i shed by applicable E standards, the conposite system and
its associ ated subsystens and equi prrent should not only be
conpatible wth thensel ves but they should al so have a high
probability of continuing to operate within acceptable tol erances
anong ot her systens, subsystens and equi pnent. The procurenent
contract should explicitly delineate the applicable EMC
performance requi renents. Frequency nmanagenent consi derations
shoul d be applied early in the conceptual phase of an itenis
devel opnent, and periodically reviewed throughout the design.
Conpatibility is achieved, in part, through the application of
frequency managenent procedures. Frequency nmanagenent involves a
nunber of actions including the efforts required to obtain
approved frequency allocations and frequency assignnents. Unl ess
there are frequencies available within the appropriate frequency
band (avail abl e spectrum in which an item can operate, there is
no point in developing the item
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5.5 Spectrumcertification. Spectrumcertification denotes
the supportability of an electronic system or equipnent for
operation in a designated frequency band of the EM spectrum The
DoD spectrum certification process involves the submttal and
approval of an application for a frequency allocation.

5.5.1 Frequency allocation. An approved frequency
al l ocation provides the authorization to utilize a defined
frequency band(s) or frequencies for the accommodation of a
specific electronic function. Wthout an approved frequency
all ocation the program nmanager does not have the authority to
obtain el ectronic equi pnent, either through devel opnent or the
purchase of off-the-shelf equipnent. Frequency allocations,
however, do not provide the authorization to operate electronic
equi pnent on specific frequencies within the tuning range of the
equi pnent. A frequency assignnent nust be obtained prior to
operating the equi pnent. The procedures to be used for obtaining
frequency allocations are delineated in the various service
regul ations.

5.5.1.1 DD form1494. An application for a frequency
allocation is prepared on DD Form 1494. An item should have four
(4) frequency allocation stages during its life tinme, as it
transitions fromone acquisition phase to another. Each
frequency allocation has a distinct J/F-12 nunber. The J/F-12
nunber i s assigned when a frequency allocation application is
initially approved. The purpose of a frequency allocation
application in general is to:

a. Ensure there is conpliance with the frequency
all ocation policies and tables which provides order in
the use of the spectrum

b. Ensure there is spectrum available to support the item
inits intended operational environnents.

C. Elicit guidance fromthe MCEB pertaining to the
devel opnent of an item so as to achi eve acceptable EMC
inthe items intended operational EMEs.

5.5.1.2 Processing tine. The time required to process a
DD Form 1494 is dependent upon the quality of the data in the
subm ssi on and the possible environnental inpact of the item
Al'l too often frequency allocation requests are del ayed due to
i nconpl ete or erroneous information. |nconplete and inaccurate
applications results in increase manpower demands and i ncreases
the processing tine. The nom nal processing tine required for a
frequency allocation application is from3 to 9 nonths. The
program rmanager is responsi ble for the accuracy of the applica-
tions and submtting themas early as practical.
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5.5.1.3 Responsibility. The program manager shoul d
understand that the responsibility to obtain an approved
frequency allocation for his systemresides with him No
contractor or testing agency can take this responsibility. They
may support the program nmanager in acquiring neasured data for
describing the item but the program manager has the responsi-
bility for submtting the frequency allocation application. It
shoul d be noted that |ocal frequency coordinators have denied
frequency assignnents because a frequency all ocati on was never
obtained for a particular item

5.5.2 Frequency allocation data. For each itemrequiring a
frequency allocation, appropriate data should be provided by the
procuring activity through their frequency managenent offices.
When specific contracts exist, contractors should be requested to
provide the appropriate data to the procuring activity. The
subm ssion of a DD Form 1494, Application for Frequency
Al l ocation, is normally required when any of the foll ow ng
conditions exist:

a. Sufficient information becones avail able on the
i ntended use and feasible frequency limts of a
proposed system or equipnent to warrant consideration
of a specific allocation.

b. A system or equi pnent is being considered for
devel opnent .

C. Procurenment of a comercial itemor ND for mlitary
use i s being considered.

5.5.2.1 Anended DD Form 1494. An anmended DD Form 1494
shoul d be submtted to correct or update a previous application
when:

a. Experinental |eads to devel opnent, or devel opnent | eads
to production for operational use.

b. A new mlitary scenario is planned for a previously
approved system or equi pnent.

C. The needs exist to alter any of the conditions of an
exi sting frequency allocation regardi ng equi pnent
characteristics, nonenclature or operational
envi ronment al condi ti ons.
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5.5.3 J-12 process. DoD has incorporated into the
acquisition process a systemof reviews called the frequency
all ocation or J-12 process. The MCEB, through the Joint
Frequency Panel (FP), reviews the characteristics of electronic
equi pnent, subsystens, and systens bei ng purchased or devel oped
by the DoD when they are designed to either emt or respond to EM
energy. The purpose of the J-12 process is to ensure that DoD
equi pnent, subsystens, and systens are designed to conformto
applicabl e E® standards, international and national tables of
frequency allocations and other frequency gui dance.
Characteristics of an itemare reviewed at each stage of
procurenent to determ ne conpliance and to provi de gui dance to
t he devel oper. The J-12 review process consists of four (4)
st ages which corresponds to the phases of an items |ife cycle.
A frequency allocation is required for each phase of an itenis
devel opnent and is requested by submtting DD Form 1494. It is
expected that each application for a frequency allocation wll
buil d upon its predecessor(s), containing nore conplete and nore
accurate technical characteristics with the final stage
(operational phase) being based entirely on neasured data. A by-
product of the J-12 process is to provide JSC s equi prment
characteristics file (ECF) wwth the technical characteristics
fromeach reviewed item

5.5.3.1 J-12 working group. Wthin the MCEB, the J-12
Wrking Goup (W5 of the Joint FP is responsible for the review
of all DoD frequency allocation applications. The J-12 W5 is
conposed of a representative fromeach service. The JSC provides
techni cal support to the J-12 process in accordance with DoD
Directive 3222. 3.

5.5.4 Requirenents for a frequency allocation. The
requi renents that should be satisfied before receiving an
approved frequency allocation for each stage of devel opnent are:

a. Stage 1 (Conceptual) correlates with acquisition Phase
O Concept Exploration. A frequency allocation for
Stage 1 should be requested (DD Form 1494) and approved
prior to the releasing of funds for studies or
assenbl i ng "proof-of-concept” test beds. The system
pur pose, the planned frequency range, and planned power
shoul d be provided along with any ot her planned or
estimated details concerning the itemthat are
avai |l abl e.

b. Stage 2 (Experinental) correlates with acquisition
Phase |: Program Definition and R sk Reduction. An
approved frequency allocation for Stage 2 is required
prior to the releasing of funds for building a
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radi ati ng test nodel or obtaining an approved frequency
assignnment for experinental usage. Estimated and

cal cul ated data can be used for nearly all of the

bl ocks on DD Form 1494 when requesting a frequency
allocation for Stage 2.

Stage 3 (Devel opnent) correlates with acquisition Phase
I1: Engineering and Manufacturing Devel opnent. A
Stage 3 frequency allocation should be approved prior
to contracting for engi neering devel opnent nodel s.

Most of the blocks on DD Form 1494 shoul d be conpl et ed
w th nmeasured data when requesting a frequency
allocation for Stage 3. Calculated data should be used
for the bl ocks where neasured data is not avail abl e.

Stage 4 (Operational) correlates with acquisition Phase
[11: Production, Fielding/Deploynent, and Operational
Support. Prior to contracting for production units an
approved frequency allocation for Stage 4 is nandatory.
Al'l of the bl ocks on DD Form 1494 requiring technical
characteristics should be conpleted with neasured dat a.
Cal cul ated data is generally unacceptabl e when
requesting a frequency allocation for Stage 4.

5.5.5 Note-to-holder. A Note-To-Holder is a provision
provided for within the "J-12 Procedures"” that permts sone
changes to be nmade to existing frequency allocations. The types
of nodifications for which a Note-To-Hol der may be used incl ude:

a.

Addi ng nonencl ature(s) of equi pnment which has
essentially the sanme technical and operating
characteristics to those equipnment with a frequency
all ocation that has been previously approved by the
MCEB.

The cancellation or reinstatenent of a frequency
al I ocati on.

Addi ng comments that have been provided by the NTIA or
Host Nati on.

Maki ng m nor changes to an approved frequency
al I ocati on.

5.5.6 Frequency assignnent. An approved frequency

assi gnnent

Is a discrete frequency or set of frequencies on which

an el ectronic device, equipnent or systemis authorized to
operate within its allocated frequency band for a particul ar
application at the |ocation(s) designated and within the
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constraints of the authorizing assignnment. The frequency
assignnment subconm ttee (FAS) of the IRAC is responsible for
approving routine frequency assignnents and handling rel ated
problens referred to it by the IRAC. Since the usable frequency
spectrumis limted, conpetition for frequency assignnents
necessi tates coordi nation of requirenents with users both in the
United States and all other applicable countries. The earlier

t he subm ssion of a request, the sooner the coordination can be
conpl eted and a frequency assi gnnent can be nade avail abl e for
use. The procedures to be used for obtaining frequency
assignnents are delineated in the various service regul ations.
An approved frequency assignnment should be obtained before a
contractor operates an el ectronic device, equipnent or systemin
his plant. A contractor should be nade responsi ble for providing
the informati on needed for requesting a frequency assi gnnent.

5.6 Frequency plans. A frequency plan lists all of the
frequencies that are assigned to an operational force to satisfy
its frequency requirenents for comunication circuits, radars,
weapon systens, and El ectronic Warfare/ Signal Intelligence
(EW SI A NT) systens. A frequency plan is essential if the
effects of nutual EM between el ectroni c equi pnent, subsystens,
and systens in an operational environnment is to be m nim zed.
Basic factors that should be considered, and the m ni num
i nformati on needed, during the process of devel oping a frequency
pl an i ncl udes:

a. Siting and path engi neeri ng.

(1) Force |laydown, geonetry, and |ocations.

(2) Physical characteristics of the area such as
terrain and climte.

(3) Frequency/distance trade-offs.

(4) Channel spacings.

b. Equi pment characteri stics.

(1) Power.

(2) Tuning range.

(3) Type of nodul ati on.

(4) Antenna patterns and take off angl es.

C. M ssi on requirenents.
(1) Conmuni cati ons.
(2) Radars.

(3) Wapons.
(4) EWSIG NT.
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El ectromagneti c wave propagati on.

(1)
(2)
(3)

Skywave.
G oundwave.
Line of Sight (LOS).

Rul es and Regul ati ons.

(1)
(2)
(3)
(4)

Ar ea

(1)

(2)

DoD.

I nternational and national allocation tables.
Frequency channel i ng pl ans.

Gover nment and non-governnent frequency

assi gnnents.

wide emtters and receivers.

All el ectronic equi pnent, subsystens, and systens
required for normal platform (ships, aircraft, or
shore sites) operations, plus those directly
supporting the m ssion.

| n-band and out of band em ssions from al

sources, including those not participating in the
oper at i ons.
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6. E° WORKI NG LEVEL | NTEGRATED PRODUCT TEAM

6.1 Ceneral. The Secretary of Defense has directed DoD to
performas many acquisition functions as possible, including
oversight and review, using Integrated Product Teans (I|PTs).
| PTs are intended to pronote teamwrk by enpowering its nenbers,
to the maxi num extent possible, to nake commtnents for the
organi zation or functional area they represent. There are three
(3) types of IPTs: Program | PTs, Overarching |IPTs (O PTs) and
Wor ki ng- Level | PTs (W PTs).

6.1.1 Program|PTs. Program | PTs focus on program
execution and may include representatives fromboth the
Governnent, and after contract award, industry.

6.1.2 QA PTs. OPTs focus on strategi c gui dance, program
assessnents, and the resolution of issues.

6.1.3 WPTs. WPTs focus on particular topics such as
cost/performance, test, or E® issues. WPTs are established by
the PM and neet, as required to help the PM devel op program
obj ectives, review program docunentation, and resol ve program
i ssues. WPTs responsibilities and activities should include:

a. Assisting the PMin devel opi ng strategi c and program
pl anni ng, as requested by the PM

b. Assisting in the establishnment of the |IPT plan of
action and m | est ones.

C. Proposi ng tailored docunent and m | estone requirenents.

d. Revi ew ng and providing inputs to docunents.

e. Coordinating WPT activities with the O PT nenbers.

f. Assum ng responsi bility for obtaining concurrences from
principles on issues as well as with applicable
docunents or portions of docunents.

6.1.3.1 E® issues. E°® issues is one of the areas that

shoul d be addressed by a WPT. Due to the conplex nature of E,
t he program manager may choose to establish a WPT dedi cat ed

solely to E® issues. Such an E> WPT functions nmuch |ike an EMC
Advi sory Board (EMCAB) and hence supersedes an EMCAB
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6.1.4 E WPT/EMCAB. A E® WPT/EMCAB is an advi sory body
establi shed by the Program Manager to assist himin assuring that
the platform system or equi pnent under devel opnent w il be
el ectromagnetically conpatible with its intended operational
EMEs. A E* WPT/EMCAB nonitors the EMC program associated with a
project, provides assistance with fornulating and inpl enenting
solutions for E® problens, and establishes high-level channels
of coordination. The E2 WPT/EMCAB functions as a naj or resource
for reviews, advice and technical consultations on all aspects of
the program i nvol ving E¥/ EMC consi der ati ons.

6.2 Applicability. A E® WPT/EMCAB shoul d be established
to ensure that the resulting platform system or equiprment wl|
operate conpatibly in its intended operational EMEs. A E® WPT/
EMCAB shoul d be established for each programthat is either
designated as, or neets the criteria for, ACATs | or |l when the
end-itemmay affect, or be affected by its intended operational
EMEs. E® WPTs/ EMCABs may al so be established for ACAT I
equi pnent, subsystens, and systens when specified by the
i ndi vidual Services and are so designated on a case-by-case
basis. A E> WPT/EMCAB shoul d be organi zed early in a program so
that it can contribute to the trade-off studies of alternate
concepts and to assess the inpact of design, budgetary and
schedul i ng decisions related to E® considerations.

6.3 E® WPT/EMCAB nenbers. The E® W PT/ EMCAB shoul d be
adm ni stered by a chairman operating under the authority of the
Program Manager. Menbers of a E* WPT/EMCAB shoul d i nclude the
prime contractor, invited subcontractors, and Governnment Project
O fices and their contractors that are involved in the program
Menber shi p shoul d be conposed of representatives fromthe various
E® rel ated disciplines as deenmed appropriate for a particul ar
acqui sition. The nunber of E* WPT/EMCAB nenbers shoul d be
dependent upon the conplexity of the program Prinme contractors
and maj or subcontractors should be required, by their contracts,
to be menbers of the E2 WPT/EMCAB, to participate in E
W PT/ EMCAB activities, and to respond to E2 WPT/ EMCAB requests
for information on E® issues.

6.4 Responsibilities. Responsibilities of a E2 WPT/ EMCAB
shoul d be defined in a Charter. The E® WPT/EMCAB Charter is
usual Iy included as part of the EMCPP docunent, but can exist as
a separate docunent depending on the program nmanager's
preference. The responsibilities of a E WPT/ EMCAB shoul d
i ncl ude:

a. Assisting with the preparation of EMCPP.
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b. Reviewi ng all aspects of the EMC program docunentation
i ncl udi ng:

(1) B control procedures.

(2) E®integration and analysis reports.

(3) B test/verification procedures.

(4) B test/verification reports.

(5) B prediction and analysis nethods and the
results.

(6) Proposed resolutions of E® problens.

(7) Tailoring of E® specification and standard
requirenents.

(8) Design documents with E* control/EMC performance
criteria.

C. Assisting in the identification and resol ution of
potential operational E® problens during the
acqui sition process.

d. Revi ewi ng predicted and reported E® problens to
determ ne their applicability as potential problens for
the programis specific end-item

6.5 Charter.

6.5.1 Purpose. The charter should delineate the
responsi bilities, objectives, nenbership, and operations of the
E> WPT/EMCAB. The charter should provide gui dance for the B
W PT/EMCAB to ensure that all pertinent E® control considerations
are being inplenented during a programand to establish
confidence that the platform system or equipnment being
devel oped can be expected to operate in its intended EMES w t hout
degradation due to effects fromel ectromagnetic energy and
W t hout causi ng degradation to other platfornms, systens, or
equi pnent in the sane environnent.

6.5.2 Scope. The charter should present its purpose and
scope, including the general requirenents applicable to the
formati on and operation of the E2 WPT/EMCAB. The equi pnent,
system or platformto be coordinated by the E2 WPT/ EMCAB shoul d
be briefly described, including its subunits and functions,

i ntended uses, installations, and operations. The charter should
also identify the E® disciplines that shoul d be addressed during
t he program

6.5.3 Responsibilities. The charter should describe the
responsibilities and role of the E2E WPT/EMCAB and its nenbers
Rel ati onship of the E> WPT/EMCAB, and how the E® W PT/ EMCAB
recommendat i ons should be handled, with regards to the overal
programand its related contractual obligations should be clearly
del i neat ed.
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6.5.4 bjectives. The charter should define the objectives
of the E2 WPT/EMCAB. Al of the individual types of activities
to be perfornmed by the E2 WPT/ EMCAB shoul d al so be listed. Wen
there is nore than one (1) E* WPT/EMCAB invol ved in an overal
program such as E®* WPTs/ EMCABs for individual subsystens and
one (1) for the platform the relationship between the E2 WPTs/
EMCABs shoul d be clearly delineated.

6.5.5 Oganization. The charter should identify which
organi zations, activities, and contractors need to be represented
on the E2 WPT/EMCAB. Specific categories of representatives,
such as Chairman, Vice-Chairman, Secretary/Manager, and Menbers,
shoul d be defined and each of their individual responsibilities
and functions should be delineat ed.

6.5.5.1 Menbership categories. The charter should identify
the types of nmenbers on the E2 WPT/EMCAB. Typical categories of
menber shi p are Permanent Menbers, including adm nistrative,
techni cal specialists, and first |evel contractor nenbers, and
consul ting nmenbers who are technical support individuals that
attend only when requested. The charter should specifically
identify the E2> WPT/EMCAB nenbers by title or by organization if
it's appropriate and not confusing.

6.5.6 Activities. The charter should describe in detai
the E2 WPT/EMCAB activities and required schedul es and
m | estones that should be fornmul ated for these activities once
the E2 WPT/EMCAB is established. As a mininmmthe follow ng
shoul d be addressed under activities:

a. E* W PT/ EMCAB neetings and their schedul es

b. EMC pr ogram procedures.

C. Spectrumcertification

d. EME assessnents.

e. Specification revi ews.

f. Revi ews of E® control neasures and verification

pr ocedur es.

g. Revi ews of technical reports such as E® control
procedures, E°® test/verification procedures and E°
test/verification reports.

h. Revi ews of all contractor and subcontractor efforts and
products with regards to E® considerations.
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i Revi ews of precautions being taken to preclude safety
hazards due to E.

6.5.7 Docunentation. The charter should delineate all of
t he docunentation requirenents to be provided by the E2 WPT/
EMCAB. A description of the contents expected for each type of
docunent ati on should al so be provided. Typical E* W PT/ EMCAB
docunent ati on incl udes:

a. Agendas, both permanent and specialized agenda itens.
b. M nutes of all neetings.
C. Action itens, including their assignnents, status,

rel ated decisions, and actions necessary to cl ose.

6.5.7.1 E> WPT/EMCAB activities. A E* WPT/EMCAB shoul d
docunment all decisions concerning E® which may | ater have an
i npact; identify essential EMC features or qualities such as
speci al conponents and required specialized installation
techni ques; and identify as appropriate, any E® deficiencies and
the risks associated with them The E* WPT/ EMCAB docunent at i on
shoul d address, as a m ni num each of the foll ow ng:

a An integrated operational profile of the intended EMEs.

b. EMC Program tasks acconplished and the m | estones that
have been achi eved.

C. | dentification of documents used such as handbooks,
st andards, specifications, etc.

d. Desi gn net hodol ogy, requirenents, and techni ques used
to achi eve and mai ntain EMC

e. Anal ysi s and neasurenent techni ques used to define and
verify EMC

f. Docunents provided to confirmverify EMC

6.5.7.2 FEinal report. The final report should be conpiled
progressively during a E2 WPT/EMCAB' s existence, with interim
reports issued annually. The final report shoul d include
summaries of all E® test results, deviation and waiver
recomendati ons, and any exceptions taken to achieve EMC. The
final report should also include an overall index, technical and
executive sumaries, and a list of docunents which addresses the
mai nt enance of an itenl s EMC
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7. SPECI FYI NG EMC PERFORMANCE REQUI REMENTS

7.1 General. E® control/EMC performance requirements are
intended to pronote EMC and thus mnimze EM. EM has been
known to disable entire platforns (i.e., conbat ships, helicop-
ters, etc.), adversely affect conmunications and weapon systens,
and has been responsible for failed mssions and | oss of life.
Wth enphasis being placed on joint/conbined operations in which
the EMEs are virtually unknown, E® control/EMC performance
requi renents should be specified and tailored to acconmopdate al
of the possible EMEs that an item may encounter during its life-
cycle. Appendix E, EMC Performance Consi derations, addresses
sonme of the techniques that may be used for achieving the desired
| evel of EMC.

7.2 Contractual docunents. Specifications, statenents of
work (SOW and contract data requirenents |ists (CDRLs) are
requi rements docunents used in solicitations which then becone
part of the contract that is awarded. It is essential that the
requirenments are clearly articulated during the preparation of
t hese docunents. Wthout specific attention to clarity during
t he devel opnent of these docunents, it becones very difficult to
eval uate proposal s agai nst a common standard, and to enforce a
contractor's performance after the contract has been awarded.
Needs of the user should be clearly defined as part of the
requi renments definition. The success of a procurenent action
relies on the contractual docunents (especially the specifica-
tion) being a true and accurate statenent of the user's
requirenments.

7.3 Specifications. Preparing an equi pnent specification
is a key part of the acquisition process. DoD policies and
gui delines for the preparation of specifications enphasize that
requi renents should be stated in terns of performance or "what -
i s-necessary"” rather than telling a contractor "howto" performa
task. Contracting to a performance specification allows a
contractor to becone nore efficient in his operations, to
i ncor porate product enhancenents, and to reduce both direct and
indirect costs associated with his effort. A perfornance
specification should define the functional requirenents of the
item the environnent(s) in which it nust operate, and its
interface and interchange characteristics. A perfornmance
specification should state the requirenents in terns of required
results along with criteria for verifying conpliance, but w thout
stating the nethods for achieving the required results. Perform
ance specifications give a contractor the flexibility and freedom
in his design process to incorporate innovative approaches
w t hout being constrained by the specifications or contractual
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i ssues. A properly constructed performance specification should
assure the Governnent of a quality product at reduced cost, and
greatly reduce Governnent oversight and contract adm nistration.

7.3.1 Applicable EMC docunents. M L-STDs such as 461 and
462 and M L-HDBK 237, as a mninmm should be referenced in an
equi pnent specification. These standards and handbook al ong with
M L- STD- 464, as a m ninum should be referenced in a system
specification. Appendix A "EMC Bibliography", should be revi ewed
for other possible docunents that would be appropriate to
reference in a specific acquisition.

7.3.2 Specification E} EMC paragraphs. E® control/EMC
requi renents should be identified in the specification. The
following two (2) paragraphs are exanples of how to address E®
control /EMC performance requirenments in a specification:

a. EM Control - The equi pnent shall be self-conpatible
and operate conpatibly in its intended operational
el ectromagnetic environnment. As a mninmumthe
equi pnent shall conformto the perfornmance requirenents
of M L-STD 461 when tested in accordance with the test
met hodol ogy of M L- STD- 462.

b. EM Tests - The equi pnent shall be tested in accordance
with the applicable test procedures of M L-STD 462.

7.3.3 Specification evaluation guide. An Evaluation CGuide
for specifications is presented in Appendix G Paragraph G 3.8.
Paragraph G 3.8.3 lists a nunber of E® control considerations
t hat shoul d be addressed, when applicable, in an equi pnent
speci fication.

7.4 SOW Specifications are the only docunents permtted
to state the qualitative and quantitative design and perfornmance
requi renents for an item A SOWestablishes all the other work
that is to be acconplished on the contract and describes this
work in tasks that should be acconplished if the necessary
del i verabl e docunents and data are to becone avail able. The
contractor should be tasked in the SONto performthe non-
specification work that |leads to the creation of data itself and
ot her types of required deliverables. These deliverables wll
only be available if the work to prepare or obtain themis
specified (tasked) in the SOW

7.4.1 Applicable EMC docunents. M L-STDs 461, 462 and 464
(when applicable) and M L-HDBK 237, as a m nimum should be
desi gnated as "Applicabl e Docunents” in the SON Appendi x A,
"EMC Bi bl i ography”, should be reviewed for other possible
appl i cabl e docunents.
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7.4.2 SOWE’ EMC paragraphs. E® tasks that should be
identified in the SOVNinclude the establishnent of contractor
control procedures, test procedures and test reports. The
following three (3) paragraphs are exanples of how to address E
efforts in a SOWN

a. If a EE WPT/EMCAB is an appropriate neasure for the
project, is the role of the contractor defined?

b. Does the E® program provide for an EM CP in accordance
with ML-STD-461? A E31AR in accordance with M L-STD
4647

C. For radar devel opnent projects, does the E® program

provi de for an EMCCP in accordance with M L-STD- 4697

d. For aircraft systems projects, does the E® program
provi de for an EMCCP/ E3l AR i n accordance with M L-STD
461/ M L- STD- 4647

e. | f any standard tests are to be perfornmed with
commercial or NDI conponents of partially devel oped
subsyst ens, does the E® program provide for:

(1) An EM TP/ E3VP and EM TR/ E3VR i n accordance with
M L- STD- 462/ M L- STD- 464?

(2) An EMCTP and EMCTR for radar projects in
accordance wth M L-STD 4697

(3) An EMCTP/ E3VP and EMCTR/ E3VR for a aircraft system
in accordance with ML-STD 461 and M L- STD-464?

f. | f specific types of analyses or predictions need to be
performed, does the E® programidentify then?

g. Does paranetric nmeasurenents provide the data needed
for the preparation of a frequency allocation
application?

7.4.3 SOWNevaluation quide. An Evaluation Guide for SON
Is presented in Appendix G Paragraph G 3.9. Paragraph G 3.9.3
lists a nunber of E® control considerations that should be
addressed, when applicable, in a SON

7.5 CDRL. The CDRL is the only proper vehicle for
descri bing and ordering non-hardware deliverables that result
fromwork tasked in the SON The SOWN should direct the
per f ormance of any non-hardware-associ ated work necessary to
create the data used in a deliverable item if the information is
not a by-product of tests and verifications fromthe requirenents
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of the specification. CDRLs are displayed on DD Form 1423 or an
automated version of this Form DD Form 1423 provi des a format
that can be used to tailor the details of the data bei ng ordered
to the needs of the project. A Data Item Description (Dl D)
utilizing DD Form 1664 is used to define each itemon the CDRL.
Each DI D establishes a standard requirenent for a data product.
CDRL entries other than DIDs can be tailored on DD Form 1423 as
well as the DI Ds thenselves. Wen applicable, data itens should
be tailored to buy only what is actually needed for a project
while at the sane tinme requiring essential efforts be perforned
and critical data be delivered.

7.5.1 Applicable DIDs. DI Ds are used for ordering various
data products associated with hardware devel opnent. The nost
frequently ordered EMC docunents are associated with M L-STD 461
Interface Standard: Requirenents for the Control of Electro-
magnetic Interference Em ssions and Susceptibility. These DI Ds
are:

a. EM Control Procedures
DID No. Dl -EMCS-80199

b. EM Test Procedures
DID No. Dl -EMCS-80201

C. EM Test Report
DD No. Dl -EMCS-80200

7.5.1.1 System DI Ds. Three (3) DIDs associated with the
recently approved Interface Standard for Systens E® Requirenents
(M L-STD 464) should be ordered when applicable. These DI Ds are:

a. E® Integration and Anal ysis Report (E3lAR)
D D No. DI-EMCS-81540

b. E® Verification Procedures (E3VP)
D D No. DI-EMCS-81541

C. E® Verification Report (E3VR)
DI D No. DI -EMCS-81542

7.5.1.2 Additional DIDs. Part 11 of Appendix A EMC
Bi bl i ography, should also be reviewed for other possible
appl i cabl e EMC docunents that may be ordered.

7.5.2 CDRL evaluation guide. An Evaluation Guide for CDRLs
Is presented in Appendix G Paragraph G 3.10. Paragraph G 3.10.3
lists some of the E*control considerations that should be
addressed, when applicable, on a CORL. EMC Program Procedures,
EM Control Procedures, EM Test Procedures and EM Test Reports
are discussed in Section 4 and in Appendix G
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8. TAI LORI NG

8.1 GCeneral. An itemshould be designed to be conpatible
with itself, other systens, and the external EME to ensure the
requi red performance is achieved and to prevent costly redesigns
after the fact for the resolution of E® problens. A basic step
in every engineering effort, is to define the end product that
w |l satisfy the operational requirenent(s). The design
requirenents for an item becone nore precise as nore detailed
data beconmes available. Sufficient data on the EM character-
istics of the EME as well as the proposed item are needed in
order to devel op specifications which are tailored to the
operational requirenents that provide cost-effective EMC
performance. This data can provide inval uabl e gui dance to a
program manager, especially early in the conceptual phase of an
item s devel opnent, for determning the feasibility of neeting
various EMC performance requirenents and for presenting
alternative neans with which to achieve the desired results.
Conducting feasibility and trade-off studies early in an itenis
devel opnent will save a considerable anobunt of effort and costs
from bei ng expended | ater.

8.2 Tailoring. Tailoring is the process by which the
requi renents of a docunent are adapted to the characteristics or
operational requirenents of an item under devel opnent. Since
each system subsystem and equi pnent has its own requirenents and
characteristics, general EMC performance requirenents nmay not be
adequate. Quite often the design requirenents for itens that
operate in critical EMEs need to be nmade nore stringent.
Tai loring invol ves nmaki ng nodifications, deletions, and/or
additions to a basic docunent. Tailoring the requirenents of a
docunent should either inprove the performance of the item under
devel opnent or reduce the items devel opnent or life-cycle costs
W t hout conprom sing the item s operational capabilities.
Tailoring the requirenments of a docunent does not constitute a
wai ver or deviation fromthe requirenents of the docunent. DoD
HDBK- 248, Cuide for Application and Tailoring of Requirenments for
Def ense Material Acquisitions, and DoD HDBK SD-2, Buying NDI -
Nondevel opnental Item Program should be referred to for guidance
on tailoring.

8.3 Tailoring process. Tailoring is an inportant step in
the preparation of statenents of work, data requirenents, and the
requi renents docunent. First there should be an orderly process
of reviewing all of the avail able specifications and standards
and selecting those that are considered pertinent to the
particular item Then the individual requirenents fromthe
sections, paragraphs and sentences of the sel ected standards,
specifications, or related docunents are evaluated to determ ne
the extent to which they are suitable for an item's acquisition.
As required, individual requirenments should be tailored to ensure
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t hat each achi eves an optiml bal ance between the itens's
operational needs and acquisition costs. After tailoring the
specifications, standards and rel ated docunents they should be
contractually invoked either wholly, or in part, at the
appropriate point in the item s acquisition cycle.

a. Statenments of work typically contain references to
st andards whi ch descri be requirenents for processes,
procedures, practices and nethods. Contract Data
Requi rements are established through referenced data
item descriptions. The requirenents docunent nmay
contain references to other specifications which
establish additional requirenents for the item It is
t hese referenced docunents that should be tailored to
the circunstances of each item being acquired.

b. The specific requirenents for an items acquisition is
the responsibility of the program nanager. He should
tailor the performance and design criteria to neet the
applications and operating conditions for which the
itemis intended to be used. When tailoring specific
requi renents they should al ways be kept within the
range of acceptable limts for the itenmls intended use.

C. Uni que requi renments should be carefully addressed so
that tailoring does not drive up the perfornmance
criteria and costs unnecessarily for all of the units
of an item when the unique requirenents apply to only a
very small fraction of the total nunber of units being
acquired. Separate and | ess expensive sol utions such
as the nodification of individual units or the
devel opnent of field kits/add-ons should be considered
to satisfy a unique application involving only a few

units.

d. Certain itens may be operated only during particul ar
phases of a mssion. |If it can be denonstrated that a
group of equi pnent or subsystens will never be operated

concurrently with the item the requirenent for intra-
system conpatibility can be tailored for that
condi tion.

e. EME conditions under which an itemis to be fully
operational should be tailored to the specific
application and use of the item should be based on the
speci fied EME conditions. ML-STD 461,462 and 464 are
tri-serviced coordi nated docunents whi ch standardi ze
the EMC performance and test requirenments. These
requi renents shoul d be used as a baseline.
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8.3.1 Operational EME. The operational environnment
includes the entire EME in which an itemis to be placed. To
acquire the EM characteristics for each system subsystem and
equi pnent that the EME is conprised of is often prohibitively
expensi ve and the quantity of data in many cases woul d al so be
t oo conprehensive for routine processing. A nore practical
nmethod is to acquire the EM characteristics of only those
systens, subsystens, and equi pnent that may either interfere with
an item s performance or conversely be interfered with fromthe
item and thus potentially effect the intended operations.

8.3.2 PlatformEME. The platformEME is conprised of al
the EM characteristics fromthe conponents of all the systens,
subsystens and equi pnent within the platform Defining the
pl atform EME accurately is dependent upon obtaining detailed data
on the EM characteristics of each conponent. An initial gross
anal ysis of the EM characteristics should indicate whether a nore
detailed analysis is required. M L-HDBK-235, Electronmagnetic
(Radi at ed) Environnment Consi derations for Design and Procurenent
of Electrical and El ectroni c Equi pnment, Subsystens and Systens,
may be used to obtain general information on the EM
characteristics for some of the EMEs.

8.3.3 Defining EMC operational performance requirenents.
The EMC operational performance requirenents should be defined as
early as possible in the conceptual phase of an items
devel opnent. The Program Manager shoul d gat her as mnuch
I nformati on as possible on the EM characteristics of the item and
the EMEs that the itemis intended to operate in. Based on this
I nformation the specific requirenents of an item can be defi ned.
As nore precise data becones avail able the specific requirenents
shoul d be updated. This information can nornally be obtained
fromthe users, engineers and systens devel opers. The follow ng
Is a checklist of questions which may be used, with nodifications
as necessary, to conpile the kinds of information needed for
defining the EMC operational perfornmance requirenents and EMES:

(1) Wiat is the itemintended to do?

(2) Is the itemtactical ? nobile? transportabl e? fixed
pl ant? strategic? target-dependent?

(3) Does the itemstand alone, or is it part of a |larger
syst enf

(4) What are the signal inputs and outputs, and their range
of frequency and power ?

(5) What are the frequency constraints and requirenents?

(6) What are the basic power requiremnments?

(7) Wat are the frequency range requirenents?

(8 What is the sensitivity requirenent for receiving
equi pnent ?

42



(9)
(10)
(11)

(12)
(13)
(14)

(15)
(16)

(17)
(18)
(19)
(20)

(21)
(22)
(23)

(24)

(25)
(26)

(27)
(28)
(29)
(30)
(31)

(32)
(33)
(34)
(35)
(36)
(37)

(38)
(39)
(40)

(41)
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Wiere will the item be used?

What will the platformEME be?

Is the itemrequired to operate continuously or
intermttently?

Are there any |l ocation, size, or weight restrictions?
Wen is the itemto be operative?

How will the item be naintai ned, operated, and
supported?

To what extent is the item manned during operation?
What are the classification aspects of the item and
its application?

WIIl classified information be accessible in a clear-
text format any point?

s the itemcritical to sone mlitary operation; and if
so; what ?

Are there critical sequences of operations involving
this iten?

To what extent will malfunctions affect m ssion success
or personnel safety?

What is the transm ssion nmedi unf

How is the item matched and coupl ed to the nedi unf

| f antennas are involved, what special characteristics
shoul d be consi dered?

s the itemactive or passive (that is, does it
transmt, receive, or both)?

| s signal processing equi pnent required?

Wth what equi pnent does the iteminterface directly or
indirectly?

What type of nodulation will be used?

What waveforms are invol ved?

What are the frequency and spectrum requirenents?

What are the required sensitivity and resol ution.

What are the m ninumthreshold responses for both
anplitude and duration?

What are the accuracy requirenments?

Is this an anal og or digital operation?

Are there any special renote control requirenments?

In what type of facility is the itemto be installed?
What ot her equi prment will be in the sanme installation?
Are there any inherent, definable problens expected as
a result of grounding systens being used?

Are there space-avail able problens to be anticipated?
Are there any special co-site problens anticipated?
VWhat are the inherent shielding characteristics of the
installation?

WIlIl the item be exposed to eneny el ectronic counter-
nmeasures (ECM ?

43



M L- HDBK- 237B
9. COMMERCI AL AND NDI s

9.1 GCeneral. Commercial and non-devel opnental itens (NDISs)
are itens al ready devel oped that may be capable of fulfilling
operational requirenents either "as is" or with sone
nodi fi cation(s).

9.1.1 Commercial item A commercial itemis any item
customarily used for nongovernnent purposes and has:

a. Been sold, |eased, or licensed to the general public.

b. Been offered for sale, lease, or license to the general
public.

C. Evol ved t hrough advances in technol ogy or perfornance
and is not yet available in the commercial marketpl ace,
but will be intine to satisfy the delivery require-

ments of a Governnent solicitation.
9.1.2 NDI. AND is any item

a. Previ ously devel oped and bei ng used excl usively for
governnment al purposes by a Federal Agency, a State or
| ocal governnment, or a foreign governnent with which
the United States has a nmutual defense cooperation
agr eement .

b. Described in a., above, which requires only m nor
nodi fication(s) to neet the requirenents of the
procuring agency.

C. Currently being produced but does not neet the
requi renents of a. or b., above, solely because the
itemis not yet in use.

9.2 Policy. DoD policy is that all material requirenents
shoul d be satisfied to the maxi num extent practicable through the
use of commercial itenms and NDIs when such products wll neet the
user's needs and are cost-effective over the entire life cycle.

9.2.1 Procedures. Acquisition procedures for conmerci al
itens and NDIs are neither new nor significantly different from
est abl i shed acquisition procedures. The objective of the
acqui sition process, obtaining best value in neeting an items
requi renents, should still be achieved with commercial itens and
NDIs. The acquisition process should ensure that operational and
| ogi stical requirenents are net before systens and equi pnment are
sel ected, acquired, and depl oyed.
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9.2.2 Acquisition process. Market research and anal ysis
shoul d be conducted to determne the availability and suitability
of existing commercial itenms and NDIs prior to the commencenent
of a devel opnent effort, during the devel opnent effort, and prior
to the preparation of any product description. The PM shoul d
define the requirenents in terns that enable and encourage
offerors to supply comrerci al and non-devel opnental itens and
provide offerors of commercial itens and NDIs an opportunity to
conpete in any procurenent to fill such requirenents. Comerci al
and NDI acquisitions require flexibility, innovation, and
practical trade-offs between performance, supportability, cost
and schedule. The acquisition process should be tailored to the
uni que circunstances of an acquisition in order to provide the
greatest benefit to the Governnent in terns of overall cost,
product quality, tineliness of delivery, and supportability.
Sinplifying the contracting process and elimnating practices
whi ch inhibit the acquisition of commercial and non-devel opnent al
I tens shoul d be inplenented to encourage greater use of these
I tens.

9.2.3 perational requirenents. Comercial itens and NDI's
shoul d nmeet the basic operational requirenents and function in
their intended operational EMEs. Commercial itens, NDIs and
devel opnental acquisition prograns all should address | ogistics
support, test and evaluation, reliability and maintainability,
el ectromagnetic conpatibility, and safety issues.

9.3 Electromagnetic conpatibility (EMC). The degree of
conpliance with EMC performance specifications and interface
standards should be ascertained to ensure a comrercial or non-
devel opnental itemls performance is not degraded in its intended
m ssion EMEs. Commercial itens and NDIs should al so be el ectro-
magnetically conpatible with existing operational equipnment and
systens. The fact that a commercial itemor NDI is already
accepted in the comerci al marketpl ace or another Service
operational EME does not ensure the EMC perfornmance requirenents
w Il be achieved in a new operational EME

9.3.1 EMC in design. EMC is an inportant design
consideration during a devel opnent program Since the basic
product of a commercial itemor NDI is already designed it is
essential that the intended EME(s) and required EMC perfornance
characteristics of each candidate item be assessed. Modifi-
cations required to correct E® problens in an operational
commercial itemor NDI can be tinme consum ng and very costly.

E® probl ens can present a potentially hazardous situation
resulting in loss of Iife, damage to hardware, or degradati on of
m ssi on performance capability.
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9.3.2 EMC performance requirenents. Quantitative EMC
performance requirenments should be established for electrical and
el ectronic commercial itens and NDIs. Prior to Mlestone I, a
t hrough anal ysi s shoul d be acconplished and EMC perfor mance
paraneters identified for conparison with what is available in
the marketplace. Criteria for evaluating the EMC perfornmance of
commercial itens and NDIs should be the sane as in devel opnent
progr ams.

9.3.3 Commercial specifications/standards. One of DoD s
goals, with respect to equi pnent acquisitions, is to have greater
reliance on commercial products/processes. To achieve this goal
DoD i s enphasi zing the use of commercial specifications/standards
inlieu of mlitary ones. However, not all comrercial and NDI
equi pnent will function properly in mlitary EMES. Sone
commercial E® specifications/standards are inadequate for
mlitary platforns (i.e. do not stipulate susceptibility/immunity
performance requi renents, do not address the concern of conmon-
node EM, etc.). A conparison between mlitary and comrercia
EMC performance requirenents is a first step in determning if:

a. Use of commercial or NDI equipnent is practical.
b. More testing is required.

C. Equi pnrent nust be har dened.

9.3.3.1 Conparisons. Itens successfully tested to

comercial EMC requirenents nmay neet a portion of the mlitary
EMC performance requirenents. Being able to nmake conpari sons
between mlitary and comrerci al specifications/standards can save
an appreci able anount of effort and noney when qualifying
comercial itens and NDIs for mlitary applications. |In order to
make useful conparisons the mnimal EMC performance requirenents
essential for mssion effectiveness should first be established
by tailoring ML-STD 461 and M L-STD- 464 (when applicable) to the
specific application. These EMC performance requirenents shoul d
then be conpared to the EMC requirenents of the specifications/
standards that were used to develop the comrercial item or NDI
that is being considered for procurenent. Wen a commercial EMC
requi renent is equivalent to or nore stringent than a M L-STD
461/ 464 tailored requirenent it can be assuned the conmerci al
itemor NDI satisfies the mlitary EMC performance requirenent.

If there is no equivalent comrercial EMC requirenent, testing in
accordance wth M L-STD- 462 can be conducted to denonstrate

whet her the commercial or NDI's EMC performance is in conpliance
with the established performance requirenent(s) of ML-STD

461/ 464.
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9.3.3.2 Gvilian standards. DoD Regul ati on 5000. 2-R states
comercial itens being procured will be based on nongover nnent
standards and commercial itemdescriptions to the maxi num extent
practicable. Thus the application of civilian EMC performance
requirements in mlitary procurenents has becone part of the
acquisition process. A guide on the Use of Civilian EMC
Standards by MIlitary Agencies is provided in Appendix F of this
handbook. Conparison charts are included in Appendi x F which
del i neates whether it is possible to conpare M L-STDs-461/462
with the FCC requirenments for digital devices, European Union
(EU) requirenents for information technol ogy equi pnment, and the
Radi o Techni cal Conm ssion for Aeronautics (RTCA) environnent al
conditions and test procedures for airborne equi pnent. Conpari -
sons were nade on the basis of (1) performance requirenents
(limts), (2) test nethod(s) to be used for verifying conpliance
with the requirenents(s) and (3) the applicable frequency ranges.
Depending on the tailoring of ML-STDs-461/462 for the specific
application being considered, it mght be necessary to perform an
EMC assessnent and/or conduct testing to denonstrate a conmerci al
or NDI's level of EMC while operating in its intended operational
EMEs.

9.3.4 EMC data. Various approaches can be taken to gather
valid data for an EMC assessnent of a commercial item or NDI
One approach is to request and review any EMC anal yses or
measurenents that the manufacturer has perfornmed during the
desi gn and devel opnent of an item The EMC perfornmance require-
ments stated in the Operational Requirenent docunent should be
used as a baseline for the EMC assessnents. Wen quantitative
data is not available, it may be possible to assess relative EMC
val ues. This approach as well as others should be used to obtain
enough EMC data upon which to support a comrercial or ND
deci sion. Testing should be required when there is insufficient
data available to resolve the EMC i ssues associated with a
commercial or NDI acquisition

9.3.5 Aternatives. Several alternatives exist when EMC
assessnents or the testing of comercial itens or NDIs
denonstrates that avail abl e equi pnent or systens cannot neet the
EMC performance requirenents. These alternatives include:

a. Shielding or isolation of the item
b. Frequency nmanagenent .
C. Filtering.

d. Bl anki ng.
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e. Modi fying a coomercial itemor NDI to neet the EMC
per for mance requirenents.

f. Reassessing the existing mssion profiles to determ ne
if the coomercial or NDI's denonstrated EMC performnce
i's acceptabl e.

g. Abandoni ng the commercial and NDI acquisition strategy
when EMC is an extrenely critical design
characteristic, or when the EMC paraneters of avail able
commercial itens and NDIs are far inferior to the
requi renents

9.4 Test and evaluation. T&E is a major control nechanism
of the acquisition process. Prograns typically nove from one
acqui sition phase to the next or are funded increnentally based
on the resolution of critical operational issues and the
achi evenent of established thresholds which are verified through
T&E. CGeneral guidance for commercial and NDI acquisitions is
that testing should be imted when existing data fromthe
contractor or other sources is sufficient. The goal is to
mnimze testing requirenents for commercial itens and NDI's, when
ever possible, by using existing historical data and market pl ace
acceptance of the item It is inportant that devel opnent and
operational test proponents becone involved early in a commerci al
or NDI acquisition in order to actively participate in the
verification of existing test data and the planning for any
additional tests that nmay be required. Testing should focus on
those areas where data is inconclusive or where performnce
assessnents agai nst uni que operational requirenents should be
conduct ed.

9.4.1 Verification. Verification of a COIS or NDI's
performance in its intended EVMES shoul d be required through both
techni cal and operational eval uations, as appropriate. The
ci rcunstances unique to a comrercial or NDI acquisition dictates
the level of testing required, if any, and should be delineated
in the TEMP. Commercial and NDI acquisitions involving mnor or
no nodifications, that will operate in the sane EMEs for which
they were designed, should result in having nore reliance placed
on the existing test data and the past history of the item
Conversely, comrercial itens and NDIs requiring sone
nodi fication, or those that will be operated in EMEs for which
they were not originally designed, should require additional
testing in order to verify the performance, operational
ef fectiveness, safety and suitability of the item
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9.4.1.1 T&E strategy. Per DoD Regul ati on 5000.2-R, Part 3,
Paragraph 3.4.1, sufficient testing nust be conducted on
commerci al and non-devel opnental itens to ensure performance,
operational effectiveness, and operational suitability for the
mlitary application. The test program should be tailored to
recogni ze commercial testing and experience.

9.4.1.2 Developnent test and evaluation. This testing is
conducted on a nodified commercial itemor NDI to verify the
attai nment of technical performance objectives and should be
pl anned and reported by the devel opi ng agency acqui sition
manager. Devel opnent testing should not be reduced unless the
acqui sition nmanager or the test proponents identify specific
exi sting commercial or other test data that neets the needs of
t he devel opnent program Ri sks associated wth hardware/software
nodi fi cations and integration of conponents should be carefully
consi dered when determ ni ng devel opnent testing.

9.4.1.3 Qualification testing. Qualification testing is
used to verify the design and the manufacturing process and
provi des a baseline for subsequent acceptance tests. Follow on
eval uations may need to be perforned on those itens that
denonstrated margi nal EMC perfornmance characteristics during
qualification tests.

9.4.1.4 Qperational test and evaluation. This testing is
used to assess a systens operational effectiveness and opera-
tional suitability, identify the need (if any) for nodifications
and provides information on the tactics. Comercial itens and
NDIs usually require operational testing. However, if the
cogni zant devel opi ng agency can denonstrate that existing data
I ndi cates the comercial itemor ND neets both operational and
suitability requirenents, operational testing nmay be waived.
This determ nation should be included in the decision mlestone
revi ew docunent ati on and shoul d be approved by the MDA

49



M L- HDBK- 237B
10. JO NT E® CONTROL STRATEGY

10.1 General. The Joint E® Control Strategy (JECS) is a
pr obl em avoi dance neasure in direct support of the Electro-
magneti c Conpatibility Program (EMCP) requirenent and Policy of
DoDD 3222.3. JECS inplenents direction that systens and
equi pnment shoul d be devel oped to be el ectromagnetically conpatible
with the el ectromagnetic environnment (EME)

10.1.1 JECS formulation. In recognition that a
majority of E® problens arising in the field can be shown to have
been avoi dabl e during devel opnment or in acquisition, JECS has
been fornmul ated for inplenentation at the MIlitary Departnent
(MLDEP) level. JECS was fornulated in such a way as to:

a. Ensure that no additional work | oad was placed upon
Program Managers (PMs).

b. Use only existing resources.

C. Be adaptable to new organi zati ons or changes in policy
and procedures.

10.1.2 Oher uses. Although devel oped for engineering
offices (ENO), PMs and E> WPTs may al so use the JECS process as
a guide. The PMshould find the JECS process of val ue when
preparing his EMC Program Procedures, approving contract E
del i verabl es, docunenting E® control/design issues, and in
refining and assessing his programs E® control efforts.

10. 2 JECS goal. The JECS goal is to elimnate the
degradation of joint operational capabilities due to EM and
ot her el ectromagnetic effects, hazardous or destructive, that are
present or latent in acquired equi pment and systens. By the use
of JECS, joint forces should be able to attain maxi numeffective
performance fromwarfare systens that depend upon or which are
susceptible to EM energy.

10. 3 JECS purpose. JECS was created to be inpl enented
within and by a MLDEP. The purpose of JECS is to establish, for
the disciplines of E}, a mechanismto nonitor acquisition
prograns in order to ensure appropriate E® control considerations
are addressed. E® status information is a by-product avail abl e
to Acquisition Executives (AE) and desi gnated subordi nate
officials, as is technical expertise to the program offices.
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10.4 JECS scope. The scope of JECS is broad. JECS covers
the acquisition of electronmagnetically conpatible platfornmns,
systens, subsystens and equi pnent whet her intended for enpl oynent
on |l and, on or under the sea, in the air, or in space. JECS is
adaptable to all acquisition prograns.

10.5 JECS concept. JECS is based on the recognition that
el ectromagnetically interfering and suscepti bl e equi pnment designs
shoul d be elimnated or avoided during devel opnent and in
acquisition. A majority of E® problens, including degradation by
EM, radiation hazards to personnel, ordnance, and volatile
li quids, EM pul se effects, and other E® manifestations in joint
force operations, wll not mature to inpact operating force
systens performance if E® control deficiencies are elininated at
the onset. The JECS effort should be initiated at the earliest
recognition of a requirement for an item and broadened during the
DoD Research, Devel opnent and Acquisition (RD&A) process. Wen
the itemis deployed, the JECS effort should be reduced to a | ow
monitoring level. The itemshould remain as a continuing B
concern, however, throughout its life cycle in all supporting
platforns. Extended interest in E® concerns is necessary to
ensure preservation of the features providi ng EMC

10.5.1 JECS nethod. The JECS nethod was fornulated with
the intent to accomobdate and to adapt to the needs of the
M LDEPs and ot her DoD Conponents and their program offices. JECS
functions within the acquisition process, supporting and in
consonance with policies and procedures of DoDD 5000.1, and DoD
Regul ation 5000.2-R Spectrum managenent policies of DoDD 4650. 1
are al so supported.

a. The JECS net hod uses exit criteria in conjunction with
a positive control nethodology called gating in its own
i nternal operation to nonitor the planning and
application of E® control nmeasures. Exit criteria
serve as gates that, when successfully passed or
exited, denonstrates that the programis on track to
achieve the required | evel of EMC performance and
shoul d be considered for continuation into the next
acquisition phase. Exit criteria follows the principle
explained in Part 3 of DoD Regul ati on 5000.2-R  JECS
is intended to be a parallel activity to the M1 estone-
Phase cycl e of Defense acquisitions.

b. The JECS concept is inplenented by nonitoring the
acquisition process. Wthin a command or activity
perform ng acquisition functions for a MLDEP, a
desi gnated ENO selects a small group of engi neers as
JECS eval uators. These eval uators can use the JECS
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process to performan oversight role for EMC and ot her
E® concerns, and to offer supporting technica
expertise. Each energing requirenent and subsequent
program shoul d becone the object of a quasi-continuous
eval uation by the ENO The ENO should nonitor the
extent, along with evaluating the suitability and
adequacy, of the E® control effort that has been

i ncorporated. The gating process is carried on
internally within the ENO only.

The ENO shoul d nonitor prograns and advise PMs directly
on the results of program E® control eval uati ons.
Preferred E® control neasures shoul d be recomended
when the efforts of a project appear inadequate. The
ENO has no authority over any PM but should have the
right to liaison with each PM and program office
directly on their level, and the right to have access
to and to obtain copies of any program project
docunents. The desired rel ationship between the ENO
and a program office should be one of nutual support,
rat her than adversarial. Based on an eval uation of
proj ect docunents and their tineliness, the ENO shoul d
provide the PMits reviews citing recomendations for
addi tions and changes preferred in current and pl anned
project E® control neasures. These reviews and
recommendat i ons shoul d not be binding upon the PM they
reflect an opinion on a technical area or on

engi neeri ng managenent deci sions affecting the area.
The only obligation on the PM should be that he gives
t he recommendati ons due consideration. |In this manner
JECS adheres to the direction of DoDD 5000.1 and DoD
Regul ati on 5000. 2- R

To facilitate eval uations, JECS establishes one or nore
obj ectives for acconplishnent not |ater than the
termnating mlestone for each specific phase of

devel opnent. In addition to their routine use as
standards for evaluations perforned by the ENO the
creation of these objectives responds to the direction
in Part 3 of DoD Regul ation 5000.2-R to prepare exit
criteria for each mlestone review. Since the exit
criteria required are candidate materials for phase
obj ectives during the next phase, the appropriate JECS
obj ectives are those for the forthcom ng acquisition
phase following the current mlestone. Used for exit
criteria, an objective nmay be tailored and refined as
appropriate to the circunmstances of the program
Internally, the next mlestone is referred to as the
gate. Wen there are multiple JECS objectives for a
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particular m | estone, each separate objective is said
to have its own subgate. The satisfaction of al
subgates is necessary to open the gate. Ten (10)

obj ecti ves have been established to facilitate JECS
eval uations. These objectives are broad and relate to
the principle concerns of E® control for the phases in
whi ch they are presented. The objectives for the
period prior to M|l estone 0 and each of the four (4)
RD&A phases are:

(1) PRE-CYCLE PERIOD - Determ nation of M ssion
Need( DMN) bj ecti ve:

Est abl i shed fundanental gui dance for

bil ateral EMC between the desired platform
system or equipnent item and the intended
EME.

(2) PHASE O - Concept Exploration (CE) Objectives:

(a) Subgate CE-1 bjective. Establish, in the
approved requirenent, that the specified
operational performance |level of the item
will be fully achieved in its intended EME.

(b) Subgate CE-2 Objective. Ensure that program
and preproject planning addresses the B
control organi zation and provi des arrange-
ments for early EME assessnent, anal yses, and
testing during devel opnent or acquisition.

(c) Subgate CE-3 bjective. Ensure that
significant risks of EM or EMradi ation
hazards characteristic of or inherent in each
sol ution presented were adequately addressed
during the decision process.

(3) PHASE | - Program Definition and R sk Reduction
(PD&RR) (bj ecti ves:

(a) Subgate PD&RR-1 (hjective. Establish E
control and testing requirenments for
engi neering devel opnent.

(b) Subgate PD&RR-2 (Objective. Determ ne that
known or projected EM or EMradiation
probl ens of the project itemare judged
resol vabl e in engi neering devel opnent.
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(4) PHASE Il - Engineering and Manufacturing
Devel opnent (EMD) Obj ecti ves:

(a) Subgate EMD-1 (bjective. Ensure that the
devel opnment al nodel achieves full operational
performance levels in the intended EME
W t hout generating EM problens or
unr esol vabl e EM Hazar ds.

(b) Subgate EMD-2 (bjective. Ensure that the E®
control requirenents established for the
production nodel will preserve the EM
per f ormance denonstrated by the approved
devel opnent nodel

(5 PHASE |1l - Production Fielding/Deploynent, and
Qper ati onal Support (PF&OPS) bj ecti ves:

Subgate PF&OPS-1 (bj ective. Ensure through
testing that the production nodel neets al
E® control requirenents established for it.

Subgat e PF&OPS-2 (bj ective. Ensure that
docunent ati on supporting redevel opnent or
upgradi ng of an itemincorporates the B
control requirenments needed to correct any
exi sting E® problems of the current item

The phases of the JECS process and the DoD RD&A process
as set forth in DoD Regul ati on 5000. 2-R are concurrent
and bear the sanme nanmes. Also, the sanme m | estones
used in the Defense Acquisition process are used by the
JECS. One additional JECS m | estone, Production

Accept ance Tests and Eval uation (PAT&E), is added to
recogni ze when the | ast stage of Phase 111, Operational
Support (OPS), starts. The distinction of a JECS
mlestone is only necessary where the RD&A cycl e has
none, and for a JECS DWN period before M| estone 0.
During an eval uati on and each subsequent reval uation
after receipt of new information, the adequacy of B
control neasures and the status of the project for the
next anticipated gate should be reexam ned. The degree
to which gate objective(s) (exit criteria) have been
achi eved shoul d agai n be assessed. Consequently, as
each maj or decision point is approached, the
interactive nature of the JECS process affords an

eval uator a current and on-going appreciation of the
project E® control efforts. So informed, the ENO

eval uator can effectively present the nerits of
permtting the project to proceed fromthe standpoint
of E® control considerations.
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f. Appendi x G addresses the Defense Acquisition life cycle
in greater depth. The major project concerns occurring
in each of the five (5) phases are described as
background for the JECS process. The JECS goal and the
m | est ones/ gates and objectives for each phase are
displayed in FIGJRE G1. FIGQJRE G 1 is presented on a
fol d-out page at the end of Appendix G so it may be
fol ded out for reference.

10.5.2 lssues for decision. The structure of the JECS, in
particular the choice of gate points, is fornmulated so that the
JECS process conpl enents the deci sion-nmaeki ng process for the
review and approval of mlitary systemrequirenents, the RD&A
process that nmay follow, and the acquisition regardl ess of
source. A characteristic nmechani smof decision foruns is their
use of prepared issues to state fundanental problens and to focus
t he di scussi on when assessing itens on an agenda. As a proposed
requi renment or an on-going project nears the tinme for its
mlestone review, it is placed on an agenda, and a call for
I ssues relating to it is made by the secretariat of the decision
forum Generally, these foruns work to a decision by weighing
and bal ancing the considerations for a requirenent or project as
stated in the issues. Because schedules are tight, issues
reachi ng the agenda are those of significance and which are truly
critical. Presentations should be carefully scaled to
essentials. Consequently, it is inportant that the E issues be
wel | considered, fully supportable, and clearly expressed. The
i ssue(s) should establish in concise statenents that there are
critical and unacceptable threats of E® degradation to an itemns
performance if the requirenment or project proceeds w thout
redirection of its current path.

10.5.2.1 Formulation of issues. The ten (10) objectives
are established prior to the Mlestones and the four (4) RD&A
phases. The objectives are broad and relate to the principle
concerns of E® control for the phases in which they are
presented. In addition, a correspondingly broad prinmary issue
statenent is provided for each objective. The primary issues are
presented in Appendix G together with one or nore corollary
issues. Corollary issues are issues derived fromthe primary
issues in terns nore specific to the program situation being
addressed. They are issues intended to be suitable for
addressing serious E® control deficiencies at a programreview
level. Corollary issues presented in Appendix G are for sone of
the nore inportant variations and aspects of the primary | evel
issues. Corollary issues should be witten to narrow the focus
of E® control scrutiny to actual, nore detailed considerations.
The corollary issues presented are not expected to be directly
applicable to any actual situations, except by coincidence. They
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serve to illustrate the tailoring of primary issues to nore
specific levels of concern for a nunber of common problens. It
is unlikely that these corollary issues will directly cover the

specifics of a real problemw thout sone tailoring for the actual
facts. On the other hand, a programwell founded, with no

evi dence of E® problens or deficiencies may be reasonably
characterized by affirmation of one of the broad prinmary issues.

a. An ENO eval uator, while enploying the JECS process,
shoul d build and refine the evaluation of a project
over a period of tinme. He should receive information
concerning the project fromrel evant project
docunentation. The information from each docunent
shoul d be assessed to determ ne how well it supports
t he achi evenent of the JECS objective(s) for the
current acquisition phase. An initial evaluation
should be of Iimted scope because of the Iimted base
of information. The JECS nethod requires a project be
reeval uated each tinme new i nformati on becones
avai l able. The evaluator, while evaluating a new or
revi sed docunent, should assess the rel evance of new or
changed data to previous information. He can then
nmodi fy the appropriate general gate issue set forth by
JECS into nore detailed issue statenents which
characterize the specific problemat hand. An issue
should be witten to afford an effective bal ance
bet ween generality and detail. Mre inportantly, an
i ssue should always illumnate the contribution that
resolving a problem nakes to the satisfaction of the
program requiremnments.

b. As a project nears the mlestone ahead and the end of a
phase, the information expected fromall sources should
have been accunul ated and integrated. In a properly

pl anned and supported project, the residual E® concerns
shoul d have di ssipated through a nunber of resol utions
so that the general gate issues (exit criteria) wll
gradually suffice with little refinenent. Ideally, at
the mlestone all basic issues should be fully

resol ved; all objectives should be conpletely achieved.

10.5.2.2 Raising an issue. Programinpacts of significant
E® control deficiencies not resolved through direct |iaison
shoul d be rai sed as issues acconpanied by risk assessnents to
programor milestone reviews. This places an E® issue for
consideration and decision at a |level of authority comrensurate
with the risk. Issue preparation should be an iterative task. An
on- goi ng JECS process should readily provide a current status on
itens being covered. Consequently, when issues are required for
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an approaching programreview, or if an inquiry for program
status in the area of E® is to be answered, the ENO can sel ect
fromthe previously devel oped i ssues and the anticipated E
control program status. Because existing issues on an item may
vary widely in their substance and inportance, the ENO shoul d

sel ect the issues of greater significance and nerit, refining and
of ten consolidating as appropriate.

10.5.3 Key docunents. For the purposes of JECS, it is not
inportant that information is supplied by any particular
docunent, only that it becones available on a tinely basis in a
suitable form During JECS formul ati on, however, a survey of
avai |l abl e docunents and information requirenents identified a
m ni mum set of docunent types applicable to and avail able for
nost prograns. This set is listed in the first colum of TABLE
1, the Key Docunents List. These docunents are responsive in
time and scope to JECS needs, are nornmally avail able, and
consequently are designated as Key Docunents (KDs). The Key
Docunents |ist should be considered a floor, representing the
m ni mum practical group of docunents which can supply the
i nformation needed to effectively nonitor the E control
considerations of a program Odinarily, the availability of
t hese KDs shoul d adequately support JECS eval uati on needs. The
use of other avail abl e docunents is encouraged, to augnent the
range and depth of information available on a particular program
The term Addi ti onal Docunment (ADDOC), checked at the bottom of
each phase colum, is a remnder of this. The list is
intentionally limted for a nunber of reasons, including
redundancy of information, limted availability of docunents, and
dilution of a finite capability resident in an ENOto nonitor a
program

10.5.3.1 Key docunents list. The first colum of TABLE 1
lists the nanes of Key Docunents. The second through the sixth
colum are phase colums. These colums identify the RD&A phase
to which a particular KD type applies. Those key docunents
listed in colum 1 which show a check in nore than one phase are
considered as a famly of distinct docunents, a simlar type of
Iterative docunent, of differing versions. At the top of TABLE 1
the nanes of the DoD acquisition phases are abbreviated (on the
fold-out, FIGURE G 1, the full nanme for each of these phrases are
shown). The DoD M| estones are shown by Roman Nuneral on the
phase boundari es bel ow the phase abbreviations. The "P" after
Ml estone Il represents the JECS Gate at the Production
Accept ance Tests and Eval uation (PAT&E) m | estone. All of the
ot her JECS gates occur with corresponding DoD m | estone. There
are 45 KDs in TABLE 1 consisting of 15 types of docunents.
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TABLE 1. Key Docunents Li st

Acqui si tion Phases
oo ow | ce | "X | Ewo | Praces
(KD)
JECS M | est ones
0 | I lr  pe

M ssion Need Statenent (MS)* X i
System Threat Assessnent Report (STAR)* X X X i X
Qper ati onal Requirenments Docunent (ORD)* X X X i X
EMC/ EME/ EM  Control Procedures/E3 X X X i
Integrated and Anal ysis Report (E3lIAR) :
EMJ EME/ EM Test Procedures (TP)/E3 X x |
Verifiction Procedures (E3VP) i
EMZ EME/ EM  Test Report (TR)/E3 X X i
Verifiction Report (E3VR) i
Test & Evaluation (T&E) Report X X X i
Eng. Ch. Proposal, Deviations & Wi ver X X i
EMC Program Procedures (EMCPP)* X X X i
I ntegrated Program Sunmmary (I PS)* X X X i X
Test & Evaluation Master Plan (TEMP)* X X X i X
Application for Equip. Freq. Allocation x x x x i
(DD Form 1494) i
Speci fication (SPEC )# X X X i
Statement of Work (SOW # X X X i
Contract Data Rgnts. List (CRDL)# X X X i
Addi ti onal Docunents (ADDCCS) X X X X x 1ox

@- Project mlestone for Production Acceptance Test & Eval uation
* - For next mlestone # - For use in next phase
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10.5.3.2 Docunent evaluation. The JECS eval uation of a
docunent is performed to obtain information on the progress of
a project and to evaluate, froman E® standpoint, the chances for
proj ect success in attaining the degree of E® control needed.
The ENO eval uator should be interested in the anobunt and accuracy
of the information present in a docunment bearing on E® control
i ssues rather than the editorial formand quality. |In the latter
part of Appendix G there are 15 eval uation guides for the 15
types of Kds.

10.5.4 Gate closure and issue resolution. The JECS gate
shoul d remain closed for the forthcom ng mlestone when it
becones apparent fromthe information avail able that the
program s direction ignores the JECS recommendati ons (objectives)
and does not support the favorable resolution of E issues deened
critical to the item Mreover, a closed gate alerts the ENO
that resolution of the issue(s) nmay be necessary at a higher
| evel commensurate with the degree of risk to be accepted in
failing to correct the perceived E® control deficiencies. The
ENO eval uator assigned to the problem should refine the current
(corollary) issue statenent for use at the next programrevi ew.
He shoul d prepare a supporting risk assessnent and shoul d
assenbl e docunentation verifying the contentions of the ENOw th
respect to the B> status of the item The ENO should then
proceed to provide support as required for the m | estone at hand.
For programs other than Acquisition Category (ACAT) |, the
i ndi vi dual M LDEPs i npl ementi ng JECS shoul d i ssue supporting
instructions in accordance wi th DoD Regul ati on 5000. 2-R.

10.5.5 The JECS concept summarized. The overall structure
of the JECS, wth its goal and objectives, is summarized in
FIGURE G 1. The JECS process requires the ENO nmai ntain an open-
ended assessnent of each project. An assessnent shoul d be based
on the information in aggregate derived fromthe JECS eval uati on
of KD sources. So infornmed, an ENO evaluator can naintain a
current appreciation of a programis status in fulfilling the JECS
primary issue(s) and attaining the correspondi ng JECS
obj ective(s) for the current ending phase. Wen E problenms do
surface, nore specific issues should be derived as central
corollaries to the primary issue(s), and should be refined to
hi ghlight pertinent details. The ultimte nmeasure to resolve
unfulfilled issues is taken when these issues are raised to a
programrevi ew f orum

10.6 JECS technical application. In a manner simlar to
that used by Defense Acquisition in tailoring acquisition
strategies to neet the realities of devel opnent, the parall el
tailoring of JECS is often appropriate. Tailoring is easily
acconplished, and is addressed in the foll ow ng paragraphs.
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10.6.1 JECS and the acquisition process. The RD&A cycle is
conprised of three separate and distinct activities: Research
I nto new technol ogi es; devel opnent of new hardware; and the
acquisition of hardware itens regardl ess of source
(devel opnental, commercial or NDIs). This is nore than a sinple
three-fold distinction, however, as sources include: Service-
devel oped hardware; mlitary itens of other U S. Services;
foreign mlitary itens; ruggedi zed and special application
hardware for space, civil aviation, or other high-stress fields;
of f-the-shelf commercial itens; and the conbination of itens
I nvol ving mnor nodifications, the integration of devel oped and
non-devel oped units or higher level itens, or the assenbly of
| oner | evel conbinations. It should be recognized that:

a. In the long view, the JECS process is applied on three
|l evels: to requirenents, to the degree of devel opnent
effort that occurs, and to the acquisitions if they are
pur sued.

b. The JECS process should be applied to all sources of
mlitary material for which there are B
consi derations, whether for devel oped itens, conmerci al
itens or NDIs. Non-devel opnent is neither an issue nor
is it an exenption.

C. The RD&A review framework and m | estones provide the
ti me-ordered structure to which JECS gates and
obj ectives are matched. The structure of JECS al so
supports the search, analysis, evaluation, and
sel ection process for commercial and NDI sources.

10.6.2 Developnent in the full RD&A cycle. FIGURE G 1, the
JECS chart, presents the RD&A phases and Defense Acquisition
m | estones, as well as depicting JECS gates and objecti ves.
Vari ous changes have been nade fromtine to tine in the RD&A
cycl e over several decades of use. A process of the JECS type,
provi di ng oversight and nonitoring capability, can be easily
adapted or readapted to work under a larger systemof simlar
functional nethodol ogy. Major system and subsystem projects for
platforns and the nore inportant non-platformmlitary subsystens
are of such conplexity and magnitude that a full and unabri dged
devel opnent is usually essential. Miintained wholly in
consonance with DoDD 5000.1 and DoD Regul ati on 5000. 2-R, the JECS
process supports a continuing effort to nonitor such prograns,
using the full range of KDs from TABLE 1.

10.6.3 JECS with varied acquisition strategies. Wen the
scope or conplexity of a requirenent is of a | esser magnitude,
the full RD&A cycle is often unnecessary. For |ower |evel
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projects of sinplicity and reduced scope, the state of the art is
not ordinarily pressed, and technol ogical risks are | ow or non-
existent. The value of programresources involved is
consequently low as well. A common devel opnent procedure is to
proceed with an approved requirenment without a formal M| estone
. Under the conditions described above, the necessity for Phase
|, PD&RR, may al so be nil, there being no need to denonstrate a
concept or ability to utilize a new technology or to validate a
choice selected fromnultiple options. The waiver of a formal

Ml estone Il may al so be a reasonable project sinplification,
initiating the project in Phase |Il, EVMD at the onset. It is not
necessary to devel op a conpl ex conversion procedure to use JECS
in a non-standard, reduced-phase situation. The adaption
required is as follows:

a. Retain all JECS coverage corresponding to the portion
of the RD&A phase structure which is to be required of
t he program

b. Al so retain any JECS coverage which supports RD&A
actions out of the del eted phase(s) and ot her
structures that, despite waivers, should be
acconplished to initiate the project. (The KDs marked
in TABLE 1 as prepared for the next phase are usually
of this type).

10.6.4 Tailoring and stream ining. The establishment and
| ong-termuse of a formal RD&A cycle for which tinme-regul ated
procedures and events are carefully structured (i.e., a
st andardi zed acqui sition strategy), has a conservative effect
whi ch resists adaption, abridgenent, or variation. These
I nfl uences have resulted in | ong devel opnental efforts of greater
cost, wi thout commensurate benefits. Contenporary enphasis has
now pl aced great pressure on efforts to alleviate these probl ens
W t hout exacerbating others further.

a. Tailoring is the unbrella termfor an extensive array
of neasures offering potentially suitable adaption,
nodi fi cations, and innovations to RD&A procedures.
These neasures may be suitable for use with a
requi renment to secure the best possible cost-benefit
trade-off in achieving an operationally suitable and
effective product item The performance specifications
defined in a requi renents docunent are frequently
sensitive and powerful cost drivers, and should be
anal yzed carefully to avoid overstatenent. O her
measures include variations in conpetitive devel opnment
to mnimze the cost of ownership.
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b. Streamlining is a procedurally oriented set of neasures
intended to mnimze the burden of oversight on the
RD&A process by a well-intentioned but (perhaps)
excessive | ayer of organizational structure.

Stream ining manifests itself by limting program
reviews and del egati ng program approval to | ower

|l evels. The inpact on the JECS process is to reduce
the nunber of potential forunms in which JECS i ssues may
be raised. The practical effect, however, is to reduce
t he nunber of foruns which may demand support from JECS
to a nore nmanageabl e | evel

10.6.4.1 Tailoring with comercial and NDIs. JECS should
be thought of nore as an acquisition-oriented systemrather than
as one centering on devel opnent, and that the source of the item
devel opnmental, comrercial or NDI, is not a JECS issue. JECS does
not need to be nodified to accombdate commercial or NDI
utilization as a tailoring neasure.

a. There are no wai vers of JECS objectives. They continue
to apply to phases not waived. Any KDs from wai ved
phases that should still be prepared for the project

al so becone the start up docunents for JECS

b. The JECS DMN, CE, and PF&OPS obj ectives/issues renain
applicable to commercial and NDI acquisitions; PD&RR
may be wai ved except for project docunents that nust be
prepared for the project start-up and initial contract.
In EMD, while the bul k of devel opnent activity nmay be
avoi dable, testing is not legitimtely waived unless
the commercial itemor ND has been adequately
docunmented for qualification to acceptabl e standards.

O herw se, substitute source-sel ection tests,

exani nati ons and denonstrations are necessary. |n sone
manner, a comercial itemor NDI conponent should prove
that it neets the specifications of the requirenent.

E® control requirenents are inplicitly part of the
operating performance requirenents; to waive them woul d
be to waive the performance requirenents thensel ves.
Testing alone verifies clains of capability and
qualification. Of-the-shelf mlitary (ND) hardware
shoul d not receive special exenption and should al so
show certification of qualification or should be
qualifi ed.

C. The degree of accommmodation for JECS during Phase |
(EMD) depends on the character of the commercial or
NDI's own devel opnent. An engi neering adaption is
actually a m nor devel opnent. Integration and adaptive
uses may or may not require actual nodification, but
the degree of conpliance should still be denonstrated.
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d. Fundanental |y, testing to verify conpliance with a
standard and testing to qualify to the requirenents of
that standard are essentially the same thing. Tests of
M L- STD- 462 or sone ot her Governnent-approved tests
shoul d be perforned. Acceptance at |evels bel ow full
qualification (to requirenents) is a decision
appropriately reached before a programrevi ew forum
The risks to be accepted by the use, or proposed use,
of unqualified equi pnent should be clearly delineated
before the project review forum

10.6.5 Reprocurenents. The need to procure quantities of
an item the last contract for which has term nated or which by
regul ati on cannot be extended and increased in scope, results in
the necessity to initiate a preprocurenent program JECS nmay be
easily adapted to this situation, with the acquisition
essentially opening in Phase Il11. Sonme additional work normally
performed in an earlier phase of the RD&A cycle should first be
brought up to date. DD Form 1494 fromthe original procurenent
may still apply, but this should be checked. The Specification,
Statenment of Work (SOW, and Contract Data Requirenents List
(CDRL) all should be required to start up the project.

Addi ti onal considerations which may i npact an ot herw se straight-
forward reprocurenent are discussed in the succeedi ng paragraphs.

10.6.5.1 Requalification for reprocurenent. |If a repro-
curenment contract award is nade to a new vendor, the new
production |ine should qualify the product by testing, in order
to verify conpliance with the specifications. A fornmer supplier
of the item whose production |ine has been shut down for only a
short period nmay, however, be reasonably granted a waiver on the
need for requalification by the procuring activity. To ensure
that the quality assurance for E® control requirements has not
deteriorated, the duration of the shut-down should not be nore
than three to six nonths, if a waiver of requalification is to be
gr ant ed.

10.6.5.2 Reprocurenent to new standards. Occasionally, the
standard to which an itemis originally qualified will undergo a
revision that increases the stringency of sone requirenents.
Subsequently, at reprocurenent, the itemshould be tested to the
new hi gher requirenents. However, should the itemfail to
qualify to the new requirenent(s), the procuring activity may
accept the itemprovided it neets the original requirenents.
Itens which neet the new higher requirenents becone qualified to
the revised standard and, in any subsequent reprocurenents,
shoul d neet the higher requirenents now applicable.
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10.6.5.3 EMC deficiencies in reprocurenent. Any item of
har dware which has, in the field, denonstrated EM problens to or
from ot her equi pnment shoul d not be supported for reprocurenent
actions which do not also include corrective design actions (and
verifications) to elimnate the EMC deficiencies. Since
nodi fications to an itemthat is being reproduced are rather
severely limted in scope, a redevel opnent action instead of a
sinpl e reprocurenent may be necessary.

10.6.6 An Exanple: tailored acquisition. To illustrate a
reduction in the scope of JECS as applied to a tailored
acqui sition, consider this hypothetical exanple: a common
el ectronic nodem a unit itemoriginally devel oped in the 1940s
vacuum tube era and later transistorized in the md 60s, has
agai n reached a quarter century mark and is due for replacenent.
The requirenent for a separate, independent unit configuration is
still valid. |In addition, desired upgrades are: (1) a technol ogy
upgrade for the use of CMOS integrated circuit parts to reduce
size, weight, and power consunption; (2) high baud rates for
operation; (3) an internal nodule assenbly version; (4) crypto
nodul e interface ports; and (5) provision for fiber optics path
I nterface. The new nodemw || represent a nuch broader, updated
capability, and a nunber of specified operational paraneters
resulting fromTreaty Organi zation commtnents prevent the use of
a NDI. A nodest devel opnent is necessary, but technol ogical
risks are very low. For the RD&A process, the waiver of
M|l estone |, Phase |, and a formal Ml estone Il is reasonable and
| ogi cal, the developnent initiating in Phase Il, EMD. The PM
shoul d prepare to nove forward with an ACAT IIl project in Phase
1. The ENO eval uator perform ng the JECS project eval uation
(goi ng down the Phase |, PD&RR, columm of TABLE 1) shoul d reason
as follows: The original MNS, STAR, and ORD were updated and
accepted under a brief IPS/IPA at an informal M1l estone O by the
aut hori zed MDA, EMC Program Pl an Procedures (EMCPP) are not
required for ACAT Il programnms; and this equi pnent does not
require a frequency allocation. A TEWMP should be the only
docunent due inmediately, and the EDM Specification, a Phase ||
SOWN and a CDRL should be prepared anyway to initiate a contract

in Phase Il. Wen those four KDs are out of the way, the
appropriate KDs for Phase Il may then be expected at a nornal
pace.

a. The exanpl e above is actually a mnor redevel opnent.

The ENO eval uat or shoul d deternm ne what EM probl ens
have been corrected in the life of the device, and if
any EMC deficiencies currently exist in the nodem
This information should have been included in the
updated MNS and the ORD, and in both the IPS and | PA,
the latter recomending a suitably refined JECS
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objective as the exit criteria. The origin of the |ast
i nput should be fromthe evaluator, forwarded by the
ENO to the staff supporting cognizant MDA

10.6.7 Software as a factor.

10.6.7.1 Software intensive systens. There are increasing
I nstances of projects where the systemis to be integrated from
exi sting, proven, hardware itens and the conponents are software-
controlled. The hardware is only to be nounted and cabled to
design-predeterm ned interfaces. Little or no devel opnent,
except for software, is to be acconplished by the project.

a. There may be no significant requirenents being inposed
In an integration, except to cover m nor new devices
and new interfaces. ML-STD-461, as a non-system
standard, is applied only to conplete the aggregate
qualification of subsystens and | ower | evel itens.
These itens should be qualified using tests such as
those in ML-STD 462 or, where an item has previously
denonstrated extended el ectromagnetically satisfactory
service in conparable environnents, be "grandfat hered"
subj ect to acceptable performance during an EM survey
of the system It is reasonable to require the
I ntegration contractor to perform surveys and testing
at the subsystemlevel, to isolate and identify any EM
probl enms, and to recomend or inplenent corrective
actions as provided for in the contract. A contractor,
however, cannot be held accountable for the faults of
har dwar e that was not devel oped by him

10.6.7.2 Software and EM. The potential for software to
cause EM may seemto be a non-problem however this is not
al ways the case. As system and equi pnment control is being
I ncreasingly achi eved through the application of conputer
devices, there is sone potential that an EM problem may be
attributed to software rather than just the hardware. As an
exanpl e, given a transmtter that is under conputer-operated
control which includes a variable power output in accordance with
the selected transm ssion path, deficiencies (bugs) in the
conputer programcould result in forcing the transmtter to
operate beyond its permssible [imts and hence EM is generated
t hrough non-1linear operation. Software failures have al so
resulted in EM. Instead of tests such as ML-STD 462, a general
EM survey during operational performance testing is an
appropriate way of confirmng there are no E® probl ens associ at ed
with the software.
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10.7 Engineering process(EP). The basic aspects of the
JECS operation have been covered in this Section, however, this
alone will not be an adequate exposition of the day-to-day JECS
process for an ENO evaluator. There are two areas upon which
el aboration is essential: issues and key docunents. These
subjects formthe input and output vehicles of JECS. Appendix G
contains the details of the JECS Engi neering Process needed by
ENO evaluators to facilitate their work in applying the JECS on a
day-to-day basis. ENO personnel should be highly skilled in
their owmn field, but they nmay have little or no background in DoD
acqui sition work. The JECS EP is a guide for E® assessments of
DoD hardware during acquisition. Review ng Appendi x G should
hel p ENO eval uators build an understandi ng of the acquisition
process and assist themin the inplenentation of JECS

10.7.1 Primary & corollary issue statenents. Appendix G
describes briefly, the RD&A cycle and its phases, and the factors
and consi derations that are common and rel atively invariant anong
t he phases. Follow ng that, a discussion of each of the five
phases is presented in terns of the key docunents associated with
it. As each phase is addressed, the objectives and primry
I ssues for the phase are stated. |In addition, corollary issues
are offered as representative sanples of issues that m ght be
derived in support of the primary issues for sone of the possible
probl ens. The corollary issues are derived to el evate and
illuminate a specific deficiency. The existence of a serious E
probl em shoul d be expressed in the context of the fundanental
JECS objective that is at risk of failure. Through this
statenment a program i npact nmessage of critical inportance is
ei ther successfully inparted to the MDA, or the opportunity to
provi de advice on a significant E® control issue is lost. The
difficulty that needs to be overcone when refining an issue is
often the effective translation of an engi neering probl em
statenent into the presentation of a relevant programrisk so a
proper managenent deci sion can be obtained.

10.7.2 Evaluation gquides for key docunents. Appendix G
contains a set of evaluation guides. The assessnent of projects
I's acconplished using the eval uations of program docunentati on.
The organi zation and content of the EP was determ ned by the
nature of and manner in which the day-to-day work of an ENO
eval uator could be expected to nanifest itself. For practical
pur poses, information on a project is received, one docunent at a
time. The single nost inportant consideration relative to the
circunstances of a project at the tinme a docunent is received is:
I n what acquisition phase is the progranf
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10.7.2.1 Format. Typically, an evaluation guide starts
with a brief description of the format and content of the
docunent being covered. An evaluation guide not only describes
the requirenent(s) for the KD type itself, but also provides a
par agraph addressing the perspective, an insight to the KD in the
context of the acquisition phases in which it is expected to be
useful. After this, each evaluation guide provides nmaterial to
aid in the evaluation of the KD. This is usually a series of
questions, but regardless of form it is intended to provoke
t hought | eading to other questions about the item being acquired.
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11. EMC VERI FI CATI ON

11.1 GCeneral. Conpliance with E® control/EMC performance
requi renents should be verified by test, analysis, inspections,
or sone conbi nations of these nethods. The nethod(s) selected to
denonstrate conpliance with a particular requirenent is generally
dependent on technical appropriateness, degree of confidence
attributed to the results, availability of assets, and associ ated
costs.

11.1.1 Verification process. Verification that E® control/
EMC performance requirenents are being achi eved should be a
continui ng process throughout RD&A. Initial engineering design
shoul d be based on anal ysis and nodels. As hardware becones
avai l abl e, testing should be used to validate and suppl enent the
anal ysis and nodels. Wen the hardware is actually produced,
i nspection, final testing, and foll owon analysis conpletes the
verification process.

11.1.2 Analysis versus testing. Analysis and testing often
suppl enent each other. Prior to the availability of hardware,
analysis is often the primary tool used to confirmthat the
desired |l evel of EMC performance is going to be achieved. Section
12 addresses E® analysis and predictions. The bal ance of this
Section addresses testing and evaluations (T&) as it relates to
the verification process. Additional, information concerning T&E
considerations is provided in Appendi x H.

11.2 Testing. Testing should be mandatory if an itemis to
be qualified to a specification or performance standard. Until
the itemis actually tested, whether of comrercial, devel opnental
or NDI origin, there is no assurance the item possesses the
desired EMC qualities. Measurenents should be made in accordance
with approved E® test procedures and applicable standards such as
M L- STD- 462, Measurenent of El ectromagnetic Interference
Char acteri stics.

11.2.1 Purpose. Testing directly supports the tinely
devel opnent, production and depl oynent of itens. Test results
provide the data needed to verify that all of the user's EMC
per formance requi renents have been achieved and to confirmthe
itemis operationally effective and suitable for its intended
operational EMEs. Denonstrating the technical capabilities,
operational effectiveness, and suitability of an item should be a
key requirenent before decisions are nade to:
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Comm t additional resources to a program
Advance an item from one acquisition phase to another.
Deploy an iteminto its intended operational EMEs.

Measur enment prograns. Measurenent prograns provide

t he data needed to:

a.

b.

11. 3.
pr ef or med
i ncl ude:

a.

11. 3.

Establi sh the EM characteristics of an item

Establ i sh confidence in the E® analysis and predictions
t hat have been perf orned.

Establish confidence in an iteml s EMC performance and
i npl enented E°® control neasures.

Verify an itemis in conpliance with the specified E®
control / EMC performance standards.

Verify the EMC performance of an item when operating in
its intended EMEs.

Val i date E® tools such as nodeling, sinulations, and
anal yti cal processes.

1 Measurenents. Types of nmeasurenents that should be
and docunented prior to the final acceptance of an item

El ectromagneti c em ssi on neasurenents, both radiated
and conduct ed.

El ectromagnetic susceptibility neasurenents.

Spectrum si gnature neasurenents that include spurious
em ssions and responses, transmtter and receiver

i nternodul ations, transmtter spectral purity and
receiver sensitivity and selectivity.

Measurenents of the EMEs to determine an itenls
operational characteristics, conpliance with frequency
pl ans, and em ssion control (EMCON) status.

2 Paraneter neasurenents. Wen evaluating an items

performance it is necessary to determne at what |evel the item
becones susceptible to EM energy. The level of EM energy that
w Il be encountered by an item when operating in its intended
EMES needs to be determ ned when evaluating its el ectromagnetic
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vul nerability. These evaluations require descriptions of the EM
energy, both friendly and hostile, which the item may encounter
during its life cycle. To conpletely evaluate the performance of
an itemin its EME, the itemshould be tested for its dependency
on and response to such factors as:

a. Frequency.
b. Power density.
C. Modul ati ons.

d. Pul se wi dt h.

e. Pul se repetition frequency.
f. Pol ari zati on of antenna.
g. Ant enna scan rate.

h. Dnell tine.

11.4 Testing and evaluations (T&E). Devel opnment and
operational testing and eval uations should be conducted on al
defense acquisition itens unless waived by the cogni zant T&E
aut hority.

11.4.1 Devel opnent testing and evaluation (DT&E). DT&E
shoul d be conducted to denonstrate that the engi neering design
and devel opnent process is conplete, that design risks have been
mnimzed, and that the itemw/ll be in conpliance with its
specifications and desi gnated standards. DT&E should al so be
used to estimate an items mlitary utility when it is introduced
into its intended EMEs. DT&E, including all preproduction
qualification testing, should be conducted on Engi neering
Devel opnent Models (EDMVs). COccasionally a project wll produce
an Advance Devel opnent Mddel (ADM that is sufficiently simlar
to the configuration of a foll owon EDM so DT&E may begi n as soon
as all prototype testing has been conpleted. DT&E should be
pl anned, conducted and nonitored by the devel oper. DT&E
I ncl udes Production Acceptance Tests and Eval uati on (PAT&E) and
1st article testing after an item has been approved for full-rate
production (FRP). DT&E is conducted in factory, |aboratory and
proving ground environnents. A final step in a successful DT&E
programis certification that the itemis ready for an
oper ati onal evaluation (OPEVAL).

70



M L- HDBK- 237B

11.4.2 Operational testing and evaluation (OT&E). OT&E is
conducted to:

a. Estimate an itemls mlitary utility.
b. Verify an item s operational effectiveness.

cC. Verify an item s suitability including conpatibility.

e

Determne if there is a need for any nodifications.
e. Verify the itemneets all of its operationa
requirenments.

The itemtested should be sufficiently representative of the
expected production nodel to ensure that the T&E validly supports
the production decision. Such a configuration is not normally
available in Phase I. However, sone OT&E may be useful using
ADMs or early prototypes. The data collected may be used to
val i date concepts of technol ogical applications; help resolve

i ssues of design concepts for the EDM and assist in the

devel opnent of tactical enploynent concepts. After an itemis
approved for FRP, OT&E shoul d be conducted on production hardware
to deternmine if there is a need to incorporate engineering
changes into the production itemand to devel op and test any
proposed engi neeri ng changes. These tests should also be used to
formul ate operational procedures and tactics for the enpl oynent
of new itens. OT&E should be conducted by Service conmponent Test
and Eval uati on Commands and shoul d be acconplished in as
realistic an operational environnment as possible.

11.5 Phase | of acquisitions. Phase I, Program Definition
and Ri sk Reduction, is often tailored or deleted fromthe
acqui sition process when an itemis not very conplicated and has
| ow technol ogical risks. Phase I, however, is essential whenever
the technol ogy planned is relatively untried, and in general,
whenever there is no clearly preferable choice anong the concepts
proposed for the item During Phase | a wi de variety of
anal ytical work is perfornmed to develop a better understandi ng
for each potential design approach that is under active
consideration. Studies and analysis should be conducted to aid
In identifying and reducing the risks that are perceived. O her
efforts should include exam ning the proposed designs and
I dentifying the cost-driving factors which are inplicit in the
performance requi renents that have been established for the item
The purpose of these efforts is to determ ne where the rising
costs for increased performance becones ultimately unaffordable.
Al so during Phase | an appreciation should be obtained for the
types and extent of testing needed and the availability of
resources as well as defining the appropriate eval uation
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criteria. Culmnation of Phase | activities at M| estone |
shoul d provi de an extensive conpilation of refined data

descri bing the proposed desi gn approach(es). The M| estone |
deci sion should then be nmade as to whether the continuation of a
programis warranted. The main purpose of M|l estone Il decision
del i berations should be to assess assurances that an item can be
brought through | ow risk devel opnment into production in a
supportabl e and affordable form

11.5.1 Phase | testing. At the project level, the extent
of actual hardware fabrication and testing is a function of the
degree to which the technol ogy proposed for a design is of an
advanced nature. The application of newer technol ogy usually
requires a positive denonstration that the critical aspects of
the proposed application are feasible. Test data froman ADM
provides the first concrete indications of any E® problens and
the possible inpact of the EME on an item Inability to resolve
sonme uncertainties sufficiently by testing during Phase | may not
be a major failure at this tine. In sone cases, it may be
obvious that the early design of the EDMw || easily clear up a
problem However, an attenpt to validate the application of a
technol ogy which failed mght well result in the termnation of a
program Two (2) areas of significant interest during Phase |
ar e:

a. An appreciation for the scope of potential E® problens,
the realistic (risk) technical resolutions, and the
affordability of acconplishing the resol utions.

b. Specifications for E® control/EMC performance require-
ments that are to be acconplished in an EDM and the
requi renents specified for inspecting, testing and
denmonstrating the achievement of effective E® control/
EMC per f or mance.

11.6 Phase Il of acquisitions. During Phase |Il, Engi neer-
I ng and Manufacturing Devel opnent (EMD), DT&E and OT&E shoul d be
conducted to support a decision as to whether the program shoul d
nove forward into production at Mlestone Ill. The goal of Phase
Il testing is to confirmthat all significant design probl ens
have been identified; that solutions to these problens are
avai l able; and that the itens are effective and suitable for
their designed use. In Phase Il, the itenis hardware is in the
formof an EDM or prototype, and specification qualification
testing is appropriate. Through extensive T&E of the EDMit
shoul d be shown that a stable, producible, and cost-effective
itemdesign is feasible. A major objective for Phase Il is to
prove that the end-itemneets all specified performnce
requi rements and satisfies the m ssion need(s) by providing
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m ni nrum accept abl e operational performance. |n sone instances

Ml estone Il may be deferred and Phase Il is extended for a
period of LowRate Initial Production (LRI P) when nore extensive
testing is required prior to naking a commtnent for production.
Addi ti onal testing should be perfornmed on these production nodel s

and the results should be used to obtain a Ml estone IIll decision
as to whether the program should enter FRP. The final Phase of
DT&E in Phase Il is a formal technical evaluation of the item s

representative hardware and validated software. The final DT&E
provides the basis to formally certify that the itemis ready for
a final dedicated Phase of OT&E before the Ml estone Il review.
The final Phase of OT&E is a fornal operational evaluation that

i s conducted using production-representative hardware, validated
sof tware, and mai ntenance and support equi pnent planned for
operational use. The efforts during Phase Il should produce an
end-item fromwhich the T&E results support a determ nation that
the item s operational effectiveness and suitability are
satisfactory. A Mlestone IlIl decision to enter FRP should be
made only after the test results from DT& and OT&E establ i shes
confidence in the itemdesign. The need to docunent the
characteristics of the EDM during Phase Il is critical. These
results become the criteria for the B testing during PAT&E. The
full-rate production nodel (FPM should duplicate or surpass the
test results recorded for the EDM

11.7 Phase 111 of acquisitions. The authorization to
continue a program and engage in FRP noves the project into Phase
[11, Production, Fielding/Deploynment and Operational Support.
Both DT&E and OT&E are continued in this Phase to identify any
potential E® problens and design deficiencies. PAT&E is
conducted during Phase I1l unless waived as a result of simlar
requi renents being placed on an LRIP. PAT&E shoul d cover the
proof and qualification of the FPMfor each E® control/EMC
per formance requi renment of the production specification. The
overall objective of Phase Ill is to ensure there is a stable and
efficient production and support base established for the item
and to confirmthe m ssion need(s) is satisfied. Wen
deficiencies and defects are discovered, suitable engineering
changes shoul d be devel oped, incorporated, and tested to ensure
the correction is effectively acconpli shed.

11.7.1 E control requirements. During Phase IIl it is
essential that an early serial copy of the item preferably the
first, be effectively tested and denonstrated to neet all of its
specified E® control /EMC performance requirenents. This effort
shoul d be acconplished before any other copies of the itemare
accepted. The necessity to performsuch tests stens fromthe
ci rcunstance that the production version of an itemis not
identical to the EDM version. The EDMis essentially a handmade
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nodel, crafted and constructed to neet the specified design
requi renents. Fabrication techniques and processes are usually
re-engi neered to obtain the sane characteristics as the EDMin
the FPMw th the advantages of affordable production |ine
practices and skills. Hence the ability of the FPMto replicate
the E® control achievenents of the EDM shoul d be denonstrated by
testing.

11.7.2 Qperational support (OPS). The last part of Phase
11, OPS, begins after the PAT&E for an itemis conpleted and the
first unit is delivered and accepted. It is essential during OPS
to monitor/test the quality, safety, and supportability of the
itemfor conditions which mght require positive corrective
action(s) if the useful life and m ssion need(s) are to be
fulfilled and mai ntained. OPS continues until the itemis
renmoved frominventory.

11.7.2.1 Followon test & evaluation (FOT&E). Latent force
| evel, joint operational and international E® problens may first
surface in a deployed itemduring FOT&. Al so, once an item has
been approved for FRP, FOT&E is conducted to eval uate any design
or engi neering changes that are being considered for the
production item The sanme provisions for E® testing during DT&E
and OT&E shoul d be foll owed during FOT&E

11.7.2.2 Engineering changes/corrective actions.
Conpl i ance with E control/EMC perfornmance requirenents shoul d
al ways be verified whenever an engi neering change/ corrective
action is being inplenmented. Paragraph G 3.15.3 of Appendix G
lists a nunber of E® control considerations that should be
addressed when the EM characteristics of an item are being
altered due to an engi neering change/ corrective action.
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12. E® ANALYSI S AND PREDI CTI ONS

12.1 General. To achieve the required level of EMC, and to
permt efficient use of the frequency spectrum it is essential
suitabl e E® anal ysis and prediction techni ques be enpl oyed by
program nmanagers, engineers, technicians, and users responsible
for the planning, design, developnent, installation and operation
of electronic equi pnent, subsystems, and systens. E° analyses
and predictions are used to identify, |ocalize, and define
potential E® problemareas. E® analysis and prediction tech-
ni ques should be enployed early in a program before there are
significant expenditures of tinme, effort, and noney. Mre tinely
and economical corrective neasures may be taken when E® probl ens
are identified early in the acquisition process.

12.1.1 Type of analyses. Analysis used to derive system E
predictions are significantly different fromthose used for
anal yzi ng equi pment conponents. For system E® predictions the
analyst is interested in determning the EMinteracti ons between
vari ous subsystens and equi pnent, and it is only necessary to
define the output characteristics of EM sources and the imunity
(susceptibility) of receivers. Consequently, it is not necessary
to know the detailed internal EM characteristics of equi pnment
conponents for an E® system analysis. |ndividual elenents can be
regarded as bl ack boxes with defined input-output characteris-
tics. On the other hand, when anal yzing equi pment to determ ne
their EM properties, the analyst should consider the detailed
characteristics of all the conmponents and circuits of the
equi pnent .

12.2 E analysis versus acquisition phase. Careful
application of E® analysis and prediction techniques at the
appropriate phases of an itenis life cycle should ensure the
required level of EMC is defined w thout having either the
wast ef ul expense of over-engineering or uncertainties of under-
engi neeri ng.

12.2.1 Phases 0& . During the first two (2) phases of an
acqui sition, Concept Exploration (Phase 0) and Program Definition
and Ri sk Reduction (Phase 1), the concept is defined in its nost
basic form The concept may be the result of an idea that
originates at a research |aboratory or in response to an opera-
tional requirenent. Based on the concept and the requirenents to
be satisfied, the major characteristics of an item such as size,
wei ght, type of nodul ation, data rate, information bandw dth,
transmtter power, receiver sensitivity, antenna gains and
spurious rejection, are defined and specified. Careful consid-
eration should be given to the needed E® control requirenents
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when defining and specifying these characteristics. During the
first two (2) phases anal yses should be conducted to determne if
any E® problenms are likely to be encountered:

a. Wthin or between elenents of the system (intra-
systen).
b. Bet ween el enents of the systemor platformand el enents

of other systens or platforns that are likely to be
operating in the sane general area (inter-system

C. Between platforns of a Battle Force.

d. Bet ween el enents of a systemor platformand the EME in
whi ch they are intended to be operated.

12.2.1.1 Inter-systemE® problens. Inter-systemEPE
probl ens usually result fromsignals that are coupled froma
transmtting antenna of one systemto either the receiving
antenna or electronic circuitry of another system Inter-system
E® problens can be particularly serious when a nunber of systens
are required to sinultaneously operate in a limted physical
area, such as a ship or aircraft. The types of anal yses perforned
during the first two (2) phases usually rely on either assuned or
typi cal characteristics for the individual elenents of a system
At this point in time, concentration should be directed to the
manner in which elenents interact in the total systemwth
respect to E® considerations. Predictions derived fromE
anal yses shoul d provide the program manager and desi gn engi neers
with the informati on needed to:

a. Determ ne the nost suitable frequency band(s) and
system paraneters such as transmtter power, antenna
gains, receiver sensitivity, type of nodul ation, rise
tinmes, information bandw dth, etc.

b. Define E® control/EMC perfornmance requirenents.

C. |dentify potential E® problem areas and the degree of
risk involved if corrective action is not taken.

12.2.2 Phases Il & 1ll. During the final two (2) phases of
an acqui sition, Engineering and Manufacturing Devel opnent (Phase
1) and Production, Fielding/Deploynent, and Operational Support
(Phase I11), the item progresses fromthe previously established
specifications to the final production end-item There are a
nunber of decisions that should be made by the program manager
and design engineers during the process of designing an item In
general, an itemis considered as consisting of a conbination of
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functional stages such as anplifiers, mxers or frequency
converters, filters, nodulators, detectors, display or readout
devi ces, power supplies, etc. For each itemthere are a nunber
of inportant factors, including E® considerations, that should be
addressed. For exanple, in the case of receivers, it is
necessary to define the nunber of anplifier and converter stages
that will be used, and to establish the gain, selectivity, and
sensitivity between these stages. Mre inportantly, an overal

bl ock di agram shoul d be devel oped for the receiver and include a
conpl ete description of the gains, frequency responses, i nput
and out put inpedances, dynam c range, and inmunity (suscepti -
bility) levels for each stage. |In the past, personnel responsi-
bl e for the managenent, design and devel opnent of an itemwere
primarily concerned with intra-system E® problens. Today these
personnel should al so be concerned with E® problens resulting
fromsignals being externally coupled to the elenments of an item
as well as internal E® problems resulting fromcable coupling
case radi ati on and case penetration.

12.2.2.1 Qperational support. During the final phase in
the life cycle of an item the equi pnent, subsystem or systemis
deployed to its intended operational EMES. At this tinme B
shoul d be considered from various operational aspects such as
siting effects, frequency assignnent(s), effective radi ated power
limits, and antenna coverage. perational inter-systemE
control /EMC i s generally achi eved through frequency nanagenent
and time sharing. Generally E® analyses and predictions that are
useful during the operational period are simlar to those
performed earlier. Usually, at this point in tinme, personnel
responsi bl e for conpatible system operations should be nostly
concerned with the inter-action of systemelenents, both with
each other and with el enents fromother systens, and not the
internal characteristics of the elenments. E problens during the
operational period generally involve signals that are coupl ed
anong el ements of either the same or different systens.

12.3 E analysis process. There are a nunber of different
applications for which E® anal yses are perfornmed. The nethods
and procedures utilized by an E® anal ysis are dependent upon the
application and the results (type of predictions) desired. In
general, the E® analysis process to be used depends on the
specific application, the accuracy and conpl eteness of avail abl e
data, and the costs to performthe analysis.

12.3.1 Cost of E® analysis. Cost is an inportant factor
t hat shoul d be consi dered when sel ecting the specific
techni ques that will be used for an E® analysis. The costs for
devel opi ng the approach, nethod, and set of procedures for an E®
anal ysis along with the manpower required to conduct the analysis
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can vary considerably. These costs depend on the specific types
of probl ens being addressed, the nunber of equipnent, subsystens,
and systens involved, the accuracy and conpl eteness of the data
avai l abl e for these equi pnent, subsystens, and systens, and the
extent to which it is necessary to evaluate the inpact of E® on

t he operational performance of an itemor the overall m ssion.

12.3.2 Automated E® analysis process. Wen a particular B
analysis is performed frequently, automating the process should
be considered froman econom ¢ standpoint. An automated process
can be used in conjunction with data avail abl e through the FCC,
JSC and ot her dat abases sources to provide useful results
(predictions) at a mninmumcost. Mathematical nodels and
anal yti cal processes are already avail able for a nunber of
applications requiring an E® analysis. Wen a mathematical nodel
or an anal ytical process exists that is suitable for the B
anal ysis, nost of the manpower can than be spent collecting the
required data on the transmtter(s), receiver(s), antenna(s) and
terrain profiles that are involved in the study. Appendix I,
Model i ng and Sinul ations, briefly describes sone of the nodels
and conputer codes that are avail able for conducting E® anal yses.
Appendi x H, EMC Data, discusses the various types of data that
m ght be needed to conduct an E® anal ysis and the sources
(dat abases) where sone of the data can be obtai ned.

12.4 Applications. E® analyses and predictions provide
program nmanager s and designers with val uabl e engi neering tools
that can be used during the acquisition phases of an itenis
devel opnent. Applications suitable for E® anal yses and
predi ctions include:

a. Addr essing E® concerns during the prelimnary planning
and design of an item

b. Det ermi ning E® control /EMC performance requirenments
that need to be included in an item s specification(s).

C. Preparing E® test/verification procedures that wll
ensure sufficient data is collected to determ ne an
items conpliance with its specification(s).

d. Eval uating test results with regards to E® control
nmeasur es.
e. Determ ning the appropriate desi gn changes or revisions

to the specification(s) of an itemthat's required to
resol ve any conditions of non-conpliance with regards
to E® control neasures.
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Eval uating the level of EMC achieved in a specific
oper ati onal EME

1 E: problens. Typical E® problens that may be
by E® anal yses and predictions include:

Exam ning the EMC of all the equipnment within a
speci fied EME and identifying any potential E
pr obl ens.

Determ ning the inpact, with regards to E’, when the
operating frequency of one or nore equi pnent is changed
within a specified EME

Determ ning the inpact, with regards to E’, when one or
nore transmtters are added to a specified EME

Determning the level of EMC that wll be achieved by a
recei ver being added to a specified EME

Det erm ni ng whi ch one of several possible |ocations for
a transmtter or receiver will provide the nost
suitable level of EMC within a specified EME

Det ermi ni ng the source and coupling path of known E
pr obl ens.

Determ ning the type and | evel of suppression required
to resolve a specific E problem

Determ ni ng the propagation | osses over specified
pat hs.

Det er mi ni ng equi prent paraneters such as transmtter
power, antenna gains, and receiver sensitivity and
selectivity which are nost suitable for achieving the
desired | evel of EMC

Determ ni ng t he adequacy of equi pnent specifications
with regards to E® control neasures.

Determ ning the nost suitable frequency band(s) for an
itemoperating in a specified EME.

Determ ni ng frequency - distance separation require-

ments, for equi pnent operating within a specified EME,
that will achieve the desired |levels of EMC
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m Det er m ni ng equi pment frequency assignnents that wll
permt conpatible operations within a specified EME

n. Eval uating a systenis effectiveness in an operationa
EME.

12.5 E predictions. Predictions derived fromE® anal yses
are dependent upon a nunber of factors such as:

a. Specific application that an E® analysis is to satisfy.

b. Format in which the results are presented and the | evel
of detail required.

C. Met hods and procedures utilized during an E® anal ysis.

d. Accuracy and conpl eteness of the data avail able for
conducting an E® anal ysi s.

e. Assunpti ons nmade while conducting an E® anal ysi s.

f. Cost considerations and the tinme and nanpower to be

expended on an E® anal ysis.

12.5.1 Types of E’predictions. Predictions derived fromE
anal yses differ in terms of the items life cycle at which the B
anal ysis is conducted; the type, accuracy and conpl et eness of
data required; the tinme, manpower, and cost required to conduct
the B analysis; and the format and detail of the results
desired. Typical types of predictions derived fromE analysis
i ncl ude:

a. Prelimnary predictions during an itenmis definition
phase. These results are used to identify potential E
probl em areas and to define the itemis E® control/EMC
per f or mance requirenents.

b. Predi ctions based on statistical sunmaries of data.
The results are used to identify potential E® problens
bet ween cl asses of equi pnment.

C. Predi ctions based on specification |[imts. Results are
used to determ ne the adequacy of these |[imts for an
item s intended operational configuration.

d. Predi ctions of system performance or operational
ef fectiveness. These results are used to define the
i npact of E® on the overall ability of a systemto
acconplish its objectives or m ssion.
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13. EMC TRAI NI NG

13.1 General. Each mlitary departnment should be
responsible within its own organization for ensuring that
sufficient enphasis is placed on E® control/EMC and incl uded in
all formal courses on the design, devel opnent, production,
installation methods, test, operational use, and mai ntenance of
their electrical and el ectronic equi pnent, subsystens and
systens. The program manager shoul d be responsi ble for nmaking
arrangenents to train and educate all personnel, involved in the
acqui sition process, of the inportance of achieving and
mai ntai ning EMC. Sufficient EMC training should be provided to
ensure there is a high level of E awareness. The JSC offers E
awar eness training to the acquisition community. E° awareness
reduces the risk of E® problens being inadvertently introduced
into an equi pment, subsystem or system which have to then be
resolved |ater at a nuch greater expense, or worse, lived with by
t he Operational Forces.

13.2 EMC training program Al'l personnel involved in the
desi gn, devel opnent, production, procurenent, test, operational
use, and maintenance of mlitary electrical and electronic
equi pnent, subsystens, and systens shoul d have an awareness of B
and the adverse effects that may result from EMC defi ci enci es.
They shoul d al so have an awareness of E® control/EMC performance
requi renents and principles, and should be able to apply themto
their tasks. An effective EMC training programis essential for
devel oping this awareness and shoul d provide training for:

a. Managers, designers, engineers and technicians in the
managenent techni ques and desi gn, production, and
instal l ati on methods used for controlling E to achieve
the desired | evel of EMC

b. Test personnel and technicians assigned to engi neering
duties to detect, neasure, analyze, report and correct
E® probl ens.

C. Oper ational and mai nt enance personnel to recognize
performance degradation in their equipnment, subsystens
and systens that is the result of EM energy, and to use
proper operating techniques and mai nt enance actions to
optim ze and nmai ntain EMC

d. Comuni cations, intelligence, and electronic warfare
oper ati ons personnel assigned to joint and conponent
staffs in the use of autonmated spectrum nanagenent
tools to prevent adverse effects fromthe EME
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13.2.1 Qperational procedures. A well-inplenented EMC
trai ning program can be beneficial in preventing potential E®
problens fromoccurring during the acquisition process. There
are instances where adequate hardware fixes for E® problens are
just not avail able or feasible, either because of the state-of-
the-art in EMC technol ogy or because of prohibitive costs.
However, for many of these E® problems, operational procedures
can be used to elimnate or reduce the severity of these
probl ens. Operational procedures that should be considered
i nclude the reduction of transmtter power under certain
ci rcunst ances, avoiding the use of specific frequencies, the use
of a different antenna for a conmunications circuit, etc. Use of
operational procedures may be the only way to reduce the adverse
effects of sone E® problens to acceptable linmts. Sone
procedures may be unfamliar to operators, and even in conflict
w th what has been consi dered common operating procedures.

Proper training is the only way to ensure the appropriate
personnel w |l understand and use these procedures. Training
procedures on E* awareness should be included in the Qperationa
Manual s of each el ectronic equi pnent, subsystem and system

13.3 E® control. E® control consists of actions that
elimnate or reduce the adverse, unintentional effects of EM
energy. Prerequisites to effective E® control shoul d incl ude:

a. A conprehensi ve understandi ng of the characteristics
and causes of the various types of E® problens.

b. An under standi ng of the various operational EMEs with
their specific EM characteristics.

C. Accurately identifying specific E® problens which
degr ade technical and operational performance and B
probl enms which can be a hazard to personnel safety.

d. | npl enenting E® preventive and corrective maintenance
procedures and operational procedures for controlling
E’, and el ectromagnetic spectrum (EMS) nmanagenent and
coordi nati on procedures.

e. Conpl i ance with, and proper application of, E
I nterface standards and performance specifications.

13.4 Operational and maintenance personnel. Personnel who
have been trained to be proficient in the operational use and
mai nt enance of el ectronic equi pnent, subsystens, and systens
generally lack training in E® control. These personnel shoul d
al so be trained to:
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a. Recogni ze specific E® problens when they occur in their
equi pnent .

b. Be aware of any EMC design features built into their
equi pment .

C. Be aware of any E® fixes, such as preventive neasures

or devices, already installed.

d. Mai ntain their equi pnent w thout causing the renoval of
any installed E® fixes that result in the reintroduc-
tion of the original E® problens(s).

e. | sol ate and correct E® problens as they occur

13.4.1 (Qperational personnel. Sufficient information
shoul d be presented on the different kinds of susceptibility
mechani snms to enabl e operational personnel to identify the source
of any equi pnent/system performance degradati on. Operationa
personnel should be provided with instructions on howto
el imnate some types of E°® problens by using proper operating
t echni ques, and the procedures for reporting unresolved E
probl ens and requesting assi stance from mai ntenance personnel.

13.4.2 Maintenance personnel. Maintenance personnel should
be provided with adequate information on the EMC design features
and installed E® fixes for the equi pnent/systens they nmaintain.

Mai nt enance personnel should be nmade aware of their responsi-
bility for maintenance actions that insures the continued maxi num
ef fectiveness of these design features and fixes throughout the
equi pnent/systemlife. EMCis interrelated with reliability,
safety, performance, and other equi pnent/system characteristics,
and EMC mai ntenance can and shoul d proceed concurrently with

t hem
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14. NOTES

14.1 1ntended use. This handbook provi des gui dance for
establishing an effective EMC program

14. 2 Supersession. This docunent supersedes all previous
i ssues of M L-HDBK-237.

14.3 Subject term (key word) listing.

E3

EMC

EMCAB

EMC Advi sory Board

EMC Bi bl i ography

EMC Dat a

EMC Program

EMC Per f ormance Consi der ati ons

EMC Trai ni ng

EMC Verification

EME

EM

EM Control Procedures

El ectromagnetic Conpatibility

El ectromagneti c Environnent

El ectromagnetic Environnent Effects
El ectromagnetic Interference

E° WPT

E® Worki ng-Level Integrated Product Team
Hazards of El ectromagnetic Radiation to Ordnance
HERO

JECS

JECS Engi neering Process

Joint E® Control Strategy

Spect rum Managenent

14. 4 Changes from previous issues. Marginal notations are
not used in this revision to identify changes with respect to the
previous issue due to the extent of the changes.
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CONCLUDI NG MATERI AL

Cust odi ans: Preparing Activity:
Army - CR JSC - JS
Navy - EC (Project EMCS - 0155)

Air Force - 11

Revi ew Activities:

Arnmy - M, AV, TE, AT, CR4, CE, M1
Navy - SH, CS, AS, MC, CG TD

Air Force - 13, 17, 19, 84, 99

NSA

DI SA

DSWA
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APPENDI X A
EMC Bl BLI OGRAPHY

Thi s appendi x provi des personnel responsible for the
acquisition of platforns, systens and equipnent, with a |ist of
pertinent docunments relative to EMJ E® control requirenents.

\

Directives, Instructions, Regulations and Manuals -
provi des the definition of, and authority to

i ncorporate, requirements for E* Control and
qual i fication testing.

St andards - describes, defines, and dictates the EMJ E®
Control requirenents to be included in a Techni cal
Package.

Data Item Descriptions (DI Ds) - defines each item on
the Contract Data Requirenents List (CDRL).

Gui dance Docunents - provides assistance to personnel
in achieving EMJ E® Control in the procurenent/
acqui sition process.

Servi ce Docunents - provides direction and gui dance for
achi eving EMJ E® Control .

Matri ces of EMC Tasks and applicabl e EMJ E* Docunents
during an items life cycle.
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APPENDI X A

| NSTRUCTI ONS, REGULATI ONS AND MANUALS

DoD El ectromagneti c Conpatibility Program

(EMCP) .

Managenent and Use of the Radi o Frequency

Spectrum
Def ense Acqui sition.

Test and Eval uati on.

Acqui sition of Nuclear Survivable Systens.

Protecti on of DoD Personnel
Radi o Frequency Radi ati on.

Mandat ory Procedures for

Maj or

from Exposure to

Def ense

Acqui sition Prograns and Maj or Aut omat ed

| nf or mati on Systens.
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Manual .

Acqui sition

Dat a Requirenents.

Itenms Acquisition

Frequency Aut hori zati on.
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DODI SS Departnent of Defense |ndex of Specifications
and St andards.

DoD 5010. 12-L DoD Acqui sition Managenent Systens and Data
Requi renments Control List (AVSDRL).

OSD JEM 92- 37 JECS Engi neering Process Manual (EPM.
USD( A&T) Menor andum Requi renents for Conpliance with Reform
Legi slation for Information Technol ogy
(I'T) Acquisitions (Including National
Security Systens), May 1, 1997.
DEPARTMENT OF COVMERCE

Nat i onal Tel ecomuni cati ons and I nformati on Adm nistration
( NTI A)

NTI A Manual Manual of Regul ations and Procedures for
Federal Radi o Frequency Managenent.

OFFI CE OF MANAGEMENT AND BUDGET (OvVB)

OMB Circular A-11 Preparati on and Subm ssi on of
Budget Esti nates.



M LI TARY STANDARDS

M L- STD- 449

M L- STD- 461

M L- STD- 462

M L- STD- 464

M L- STD- 469

M L- STD- 704
M L- STD- 961

M L- STD- 1310

M L- STD- 1399

M L- STD- 1605

M L- STD- 1658

M L- STD- 2036

DoD- STD- 2106

M L- STD- 2169
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APPENDI X A

PART |1: STANDARDS

Test Method Standard: Radi o- Frequency
Spectrum Characteristics, Measurenent of.

Interface Standard: Requirenents for the
Control of Electromagnetic Interference
Em ssions and Susceptibility.

Test Method Standard: Measurenent of
El ectromagnetic Interference Characteristics.

Interface Standard for Systens
El ect romagneti ¢ Envi ronnent a
Requi renent s.

Ef fects

| nterface Standard:
Requi renent s,

Radar Engi neering Design
El ectromagnetic Conpatibility.

Aircraft Electrical Power Characteristics.

Def ense Specifications.

St andard Practice Docunent: Shi pboard

Bondi ng, Grounding, and Q her Techni ques for
El ectromagnetic Conpatibility and Safety.

I nterface Standard for Shipboard Systens.
Interface Standard: Procedures for
Conducting a Shi pboard El ectromagnetic
Interference (EM) Survey (Surface Ships).

Shi pboard Gui ded M ssil e Launching System
Saf ety Requirenents, M ninum

General Requirenments for
Speci fications.

El ect roni ¢ Equi prent

Devel opnent of Shi pboard | ndustri al
Test Procedures.

High Altitude El ectromagnetic Pul se (HEMP)
Envi ronnment (U).
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AVERI CAN NATI ONAL STANDARDS ( ANS) | NSTI TUTE

ANS C63. 12

ANS C63. 14

ANS C63. 2

ANS C63. 4

ANSI / | EEE
C95.1
ANS C95. 2

ANS C95. 3

ANS C95. 4

Standard for El ectromagnetic Conpatibility
Li m t s- Recormended Practi ce.

Standard Dictionary for Technol ogi es of
El ectromagnetic Conpatibility (EMO

El ectromagnetic Pul se (EMP), and

El ectrostatic Di scharge (ESD).

Standard for Instrunentation - Electromagnetic
Noi se and Field Strength, 10 KHz to 40 GHz -
Speci fications.

Standard for Electromagnetic Conpatibility -
Radi o- Noi se Eni ssions from Low Vol tage El ectrica
and El ectronic Equi prment in the Range of 9 KHz to
40 GHz - Methods of Measurenent.

Standard for Safety Levels with Respect
to Human Exposure to Radi o Frequency
El ectromagnetic Fields (3 KHz - 300 GHz).

Radi o Frequency Radi ati on War ni ng Synbol .

Techni ques and Instrunentation for Measurenent of
Potentially Hazardous El ectromagneti c Radi ati on at
M crowave Frequenci es.

Safety Guide for the Prevention of RF Radiation
Hazard in the Use of Electric Blasting Caps.

SOCI ETY OF AUTOVATI VE ENG NEERS, | NC.

AEHL-87- 3

Protection of Aircraft Electrical/Electronic
Systens Against the Indirect Effects of
Li ghti ng.
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NATO STANDARD AGREEMENTS ( STANAGS)

STANAG 1008

STANAG 3516

STANAG 3614

STANAG 3659

STANAG 3731

STANAG 3855

STANAG 4435

STANAG 4436

STANAG 4437

El ectrical Power Characteristics for Ships.

EMC Test Methods for Aerospace Electrical and
El ectroni ¢ Equi pnent.

EMC of Installed Equipnent in Aircraft.
Bondi ng and I n-flight Lightning.

Desi gn CGuide for EMC

Li ghtning Qualification Test Techni ques.

EMC Test Procedures and Requirenents for
Surface Ships (Metallic).

EMC Test Procedures and Requirenents for
Surface Ships (Non-netallic).

EMC Test Procedures and Requirenents for
Submari nes.
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PART |11: DATA | TEM DESCRI PTI ONS

DATA | TEM DESCRI PTI ONS (DI D)

Dl - R- 2055

Dl - R- 2056

Dl - R- 2057

Dl - R- 2058

Dl - R- 2059

Dl - R-2060

Dl - R-2068

D - R- 2069

D -T-3704

EMC Test Plan (M L- STD- 469).

EMC Control Plan (M L-STD 469).

EMC Test Report (M L-STD- 469).

EMCON Test Plan (M L- STD- 469) .

EMCON Test Report (M L-STD 469).

EMCON Desi gn & Devel opnent Plan (M L- STD 469).
Spectrum Si gnature Test Plan (M L-STD 449).
Spectrum Si gnature Test Report (M L-STD 449).

EMC Test Plan (M L-STD- 6051).

UDI - R- 22550 EMP Har deni ng Pl an.

UDI - R- 22551 EMP Har deni ng Report.

UDI - R- 22574 Radi ati on Hazard Report.

UDI - R- 22577 Anal ysis of Interference Potential Report.

UDI - R- 23723 EM Test Report - Survey (M L-STD 1605).

UDl - T- 30708 Antenna Pattern Report.

Dl - EMCS- 80157 Suspected RF Radi ati on Over exposure Report.

Dl - EMCS- 80199 EM Control Procedures (M L-STD 461).

Dl - EMCS- 80200 EM Test Report (M L-STD-461).

Dl - EMCS- 80201 EM Test Procedures (ML-STD 461 & 2).

Dl - EMCS- 80849 Lighting Protection Plan (LPP) M L-STD- 1795).

Dl - EMCS- 80850 Lighting Protection Verification Plan.
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D - EMCS- 81541

Dl - EMCS- 81542
DI - NUOR- 80156
DI - NUOR- 80926
Dl - NUOR- 80928
Dl - NUOR- 80929

D -M SC- 81113

D -M SC-81114

D -M SC-81174
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Lighting Protection Verification Report.

EMC Program Procedures.

E® Integration and Analysis Report (M L-STD

464) .

E® Verification Procedures (M L-

STD- 464) .

E® Verification Report (M L-STD 464).

Nucl ear
Nucl ear
Nucl ear
Nucl ear

Radar Spectrum Managenent Test

469) .

Survivability Test

Survivability Test

Survivability Program Pl an.
Survivability Assurance Pl an.
Pl an.

Report.

Plan (M L- STD-

Radar Spectrum Managenent Control Plan (M L-
STD- 469) .

Frequency All ocati on Dat a.
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M L- HDBK- 235

M L- HDBK- 245

M L- HDBK- 248

M L- HDBK- 263

M L- HDBK- 274

M L- HDBK- 293

M L- HDBK- 294

M L- HDBK- 335

M L- HDBK- 419
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APPENDI X A

PART |V: GU DANCE DOCUMENTS

El ectromagneti ¢ (Radi ated) Environnment

Consi derations for Design and Procurenent of
El ectrical and El ectroni c Equi pnent,
Subsystens and Syst ens.

Preparation of Statenent of Wrk (SOW.

Qui de for Application and Tailoring of
Requi renments for Defense Materia
Acqui si tions.

El ectrostatic Di scharge Control Handbook for
Protection of Electrical and El ectronic
parts, Assenblies, and Equi prent (excl uding
Electrically Initiated Expl osive Devices).

El ectrical Gounding for Aircraft Safety.

ECCM Consi derations in Radar Systens
Acqui si tions.

ECCM Consi derati ons in Naval Conmunicati ons
Syst ens.

Managenent and Desi gn Gui dance for EM
Radi ati on Hardness for Air Launched Ordnance
Syst ens.

G oundi ng, Bondi ng, and Shi el ding for
El ectroni ¢ Equi prent and Facilities.

SD- 2 Buyi ng NDI - Nondevel opnental |tem Program
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PART V:  SERVI CE DOCUMENTS

DEPARTMENT OF THE ARWY

AR 5-12

AR-70-1

AR-70- 10

AR-71-9

ADS- 37

Army Managenent of the El ectromagnetic
Spect rum

Systens Acquisition Policy and Procedures.

Test and Eval uation During Devel opnent and
Acqui sition of WMaterial.

Mat eri al Qbjectives and Requirenents.

El ectromagnetic Environnmental Effects
Managenent, Design, and Test Requirenents.

FM 11- 490- 30 El ect romagneti ¢ Radi ati on Hazards.

DEPARTMENT OF THE NAVY

CH EF OF NAVAL OPERATI ONS

SECNAVI NST 5000. 2 Maj or and Nonnmj or Acqui sition

Pr ogram Procedur es.

OPNAVI NST 1500. 8 Preparation and | npl enentation of

Navy Trai ning Plans (NTP) in
Support of Hardware and Non-
Har dware Ori ented Devel opnent s

OPNAVI NST 2400. 20E Navy Managenent of the Radio

Frequency Spectrum

OPNAVI NST 2410. 11 Procedures for the Processing of

Radi o Frequency Applications for
t he Devel opment and Procurenent of
El ect roni ¢ Equi prent.

OPNAVI NST 2450. 2 EMC Program wi thin the Depart nment

of the Navy (DON).

OPNAVI NST 3960. 10 Test and Eval uati on.
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OPNAVI NST 5000. 42 Resear ch, Devel opnent, and
Acqui sition Procedures.
NAVAL SEA SYSTEMS COMVAND ( NAVSEA)
OD 30393 Design Principles and Practices for

Controlling Hazards of El ectronmagnetic
Radi ati on to Ordnance.

OP- 3565/ NAVAI R Vol une | - Techni cal Manual, Electro-
16- 1- 529/ SPAWAR magneti ¢ Radi ati on Hazards (Hazards
to

0967- LP-624-6010 Personnel , Fuel, and ot her
Fl anmabl e Material).

Vol une 11 Techni cal Manual , El ectromagnetic
Radi ati on Hazards (Hazards to O dnance).

NAVSEAI NST 8020. 7B Hazards of El ectromagnetic
Radi ati on to Ordnance (HERO Safety
Program

NAVSEAI NST 8020.17 Navy Expl osi ves Hazard
Cl assification Program

S9407- AB- HDBK- 010 Handbook of Shi pboard
El ect romagneti ¢ Shi el di ng
Practi ces.
DEPARTMENT OF THE Al R FORCE
AFR 55-43 OT&E Managenent Poli cies.

AFR 57-1 QOperational Needs, Requirenents, and
Concept s.

AFR 80-14 Test and Eval uati on.

AFR 80-23 The US Air Force El ectronagnetic
Conpatibility Program

AFR 800-2 Acqui sition Program Managenent .

AFMAN 33-120 Radi o Frequency Spectrum Managenent .

A-11



M L- HDBK- 237B
APPENDI X A
TO 31Z-10-4 El ectromagneti ¢ Radi ati on Managenent.
Al R FORCE SYSTEMS COMVAND ( AFSC)
AFSC DH 1-4 Air Force Systens Command Design
Handbook, EMC.
Al R FORCE Cccupational Safety and Heal th ( AFCSH)
AFCSH Exposure to Radi o Frequency Radi ati on.
STANDARD
161-9
MARI NE CORPS SYSTEMS COVMAND ( MARCORSYSCOW)

MCO 2400. 2 Mari ne Corps Managenent of the Radio
Frequency Spectrum

MCO 2410. 2 El ectromagnetic Environnmental Effects
Control Program
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PART VI: MATRI CES OF EMC TASKS
TABLE A-1. EMC tasks during phase 0 and applicabl e docunents
D|D|D M| (M MMM ]IM M ]|M MMM ]|M|[M]N
IO I<T NN T T T T T T O O O N D O B I
pfo o frfr oo oo oLt
- - - - - - - - - - - - - A
D|rRI|D|S|s|s|s]|s|s|s]|s|s|s|H|H]|H
t e |T|T]|7|T|T|T|T|T|T|T]|D|D|D|M
R |G p|lo|p|pfp|Dp|D|D|D|D|B|B|B]|A
EMC TASKS S T I I Il el Il [ Il I ¢
als|3|asaa|laa|7 |22 |2])2]-|-1]-1]v
6 |lo]2|a|e]|6|6]6]o|3]|3|3|6]2]|2]2]A
s|loj2]9f1]2|a]9]a|2]7]9|0o]|3]|3]|5]|L
o0lo |2 ol7]9|5]|5]|7 |3
1|23
R
Prepare and update EMC Program Procedures v v
( EMCPP) .
Organi ze E> W PT/ EMCAB. v v
Det er mi ne spectrum requirenents and submt VvV v v
request for frequency allocation (DD Form 1494).
Defi ne el ectromagneti c environment which may be v v v VvV
encountered during life cycle.
Perf orm anal yses to determ ne whether proposed IV v VvV
itemcan operate conpatibility in its intended
operational el ectromagnetic environnment.
Establish initial EMC requirements for inclusion A AN AR A A AT AT AT AT AT AN v
in techni cal package for Advanced Devel opnent
Mbdel (ADM .
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TABLE A-2. EMC tasks during phase | and applicabl e docunents
D|D|D M| (M MMM ]IM M ]|M MMM ]|M|[M]N
IO I<T NN T T T T T T O O O N D O B I
pfo o frfr oo oo oLt
- - - - - - - - - - - - - A
D|rR|D|S|s|s|s]|s|s|s]|s|s|s|H|H]|H
t e |T|T]|7|T|T|T|T|T|T|T]|D|D|D|M
G p|lop|p|pfp|Dp|D|D|D|D|B|B|B]|A
EMC TASKS ' S o I i I el il Bl Bl A (P I ¢
als|3|aaafla)a|7 |22 |2])2]-|-1]-1]v
6 |lo]2|a|e]|6|6]6]o|3]|3|3|6]2]|2]2]A
s|lol2]9f1]2|a]9]a|2r]7]9|0o]|3]|3]|5]|L
o0lo|2 ol7]9|5]|5]|7 |3
1|23
R
Continue E> W PT/ EMCAB. v v v v
Revi ew and update EM environnent. v v v VvV
Refi ne anal yses to determne if proposed item can IV v VvV
satisfactorily operate in intended operational
el ect romagneti c environment .
Def i ne acceptabl e performance criteria. v VvV v 2 ararxs
Eval uate EMC standards and predicted v 2 ararxs v 2 ararxs
el ectromagneti c environment, and acceptabl e
performance criteria to determne if itemwll
meet general EMC criteria.
Devel op tail ored EMC perfornmance requirenents for v v IV v AR ATAr4
techni cal package for EDM
Submit request for devel opnental frequency IV v
al l ocation (DD 1494).
Specify operability anal yses and test IV IV v v v
requi renents for TEMP.
Updat e EMCPP. v v
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TABLE A-3. EMC tasks during phase Il and applicabl e docunents.
ploplp MMM MM MMM |M|M|M|M|M]|N
ololo |l ool ool el ]t
plolo el oo e oo foefofoefoefo o
- - - - - - - - - - - - - A
DIR|D]|s]|s]lsl|sl|ls|s|s|s|s|s|H|H]|H
t || |T|T|T|T|T|T|T|T|T|T]|D|D|D|M
r|le]|r|D|D|D|D|D|D|D|D|D]|D]|B|B|B|A
- l-1-1-1-1-1-1-1-1-1lk|K|K]|N
EMC TASKS 4|5 |3 |alalalala]l7 2222 ]-]-1]-1u
6 lol2]a]le|e]|6 |6 |o|3|3|3]|6]|2]|2]2]A
slol2]lo9l1|2la|o9|a|r2]|7]|9]|o]|3]|3]|5]|L
o]lo |2 o|l7]l9]|5]|5]|7]3
1213
Conti nue E® W PT/ EMCAB. v v
Review all contractor data itens including EM v A TArd v VI VIV
Control Procedures (EM CP).
Devel op/i npl enent programto denonstrate by VI V]|V VI vV |/ v VI VIV
anal ysis, emulation and test that the item
will performits mssion in the intended EM
environnment. Include this in TEWP.
Request assignnment of test frequencies. v v v
Docurment EMC aspects of maintenance, v/ VI V]|V
producti on and training plans.
Devel op EMC requi renents for techni cal package v SR ArAars v AR ATArT4
for Full-rate Production Mbdel.
Submit request for operational frequency AR ATArT4 v v
al l ocation (DD 1494).
Devel op installation criteria and gui dance. v v v
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TABLE A-4. EMC tasks during phase 111 and applicabl e docunents
D|D|D M| (M MMM ]IM M ]|M MMM ]|M|[M]N
IO I<T NN T T T T T T O O O N D O B I
pfo o frfr oo oo oLt
- - - - - - - - - - - - - A
D|rR|D|S|s|s|s]|s|s|s]|s|s|s|H|H]|H
t e |T|T]|7|T|T|T|T|T|T|T]|D|D|D|M
EMC TASKS r|lc|r|D]|D]|D]|D|D|D|D|D|D|D|B|B|B|A
-l-1-1-1-1-1-1-1-1-|x]ck[|K|N
als|3|aaafla)a|7 |22 |2])2]-|-1]-1]v
6 |lo]2|a|e]|6|6]6]o|3]|3|3|6]2]|2]2]A
s|lol2]9f1]2|a]9]a|2r]7]9|0o]|3]|3]|5]|L
o0lo|2 ol7]9|5]|5]|7 |3
1|23
R
Revi ew test procedures and report for acceptance. arATARaracs IV v
Perform special EMC tests specified in TEMP. v v IV v v v
Fi nal i ze EMC aspects of maintenance, production, v v IV
and trai ning.
Devel op and i npl emrent frequency managenent/usage v v
pl an.
Updat e EMCPP. v v
Moni tor and revi ew wai ver requests and v v v
engi neeri ng change proposals (ECPs).
Investigate and fix operational electromagnetic v

pr obl ens.
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ACRONYMS AND ABBREVI ATI ONS

ACAT Acqui sition Category

ADDCC Addi ti onal Docunent

ADM Advance Devel opnent Model

ADM Acqui sition Decision Menorandunl Menor anda
AE Acqui sition Executive

AFEVC Air Force Electronic Warfare Center

AFCSH Air Force Cccupational Safety and Health
AFR Air Force Regul ation

AFS Active Fleet Ships

AFSC Air Force Systens Command

Al Articul ation I ndex

AM TS ASEM CAP Managenent | nformation and Tracki ng System
AVP Ant enna Model i ng Program

ANMSDRL Acqui sition Managenment Systens and Data Requirenents List
ANS Anmerican National Standards

AR Arny Regul ati ons

ARCGUS A 3-Di nmensi onal FDTD Code

AS Acqui sition Strategy

ASD Assi stant Secretary of Defense

ASEM CAP Air Systens EM Corrective Action Program
ATC Air Traffic Control

BER Bit Error Rate

BF Battl e Force

BSC Basi ¢ Scattering Code

CAl 'V Cost As an | ndependent Vari abl e

CE Conmmuni cati ons El ectronics

(o5 Command and Contr ol

Cl Communi cati ons, Command, Control and Intelligence
CDRL Contract Data Requirenents List

CE Concept Expl oration

CFAR Constant Fal se Alarm Rate

CFE Contract or Furni shed Equi prment

CMOS Conpl enentary Metalized Oxi de Sem conduct or
CNO Chi ef of Naval Operations

CCEA Cost & Qperational Effectiveness Anal ysis
CONUS Continental United States

DAB Def ense Acqui sition Board

DCNO Deputy Chi ef of Naval Operations

DD Data |Item Descri ption

DIVN Det erm nati on of M ssion Need

DoD Depart nent of Defense

DoDD Departnent of Defense Directive

DoDi Departnent of Defense Instruction

B-1



DoDl SS

DT&E
E-O

E3I AR
E3VP
E3VR
ECAC
ECF
ECM
ECP
EDM
EFI
EFI E
El D
ELI NT
EM
EMC
EMCAB
EMCON
EMCP
EMCPP
EMCTP
EMCTR
EMD
EME
EMECP
EMETR
EM
EM CP
EM TP
EM TR
EMP
EMR
EMS
ENO
ECB
EP

EP
EPM
ER
ESD
EU
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DoD | ndex of Specifications and Standards
Departnent of Navy

Devel opnment Testing and Eval uation

El ectro- Opti cal

El ectromagnetic Environnental Effects

E® Integration and Anal ysis Report

E® Verification Procedures

E® Verification Report

El ectromagnetic Conpatibility Analysis Center
Equi prrent Characteristics File

El ect roni ¢ Count er - measur es

Engi neeri ng Change Proposal

Engi neeri ng Devel opment Model

Expl oding Foil Initiator

Electric Field Integral Equation
Electrically Initiated Device

El ectronics Intelligence

El ectromagnetic

El ectromagnetic Conpatibility

El ectromagnetic Conpatibility Advisory Board
Em ssi on Control

El ectromagnetic Conpatibility Program

El ectromagnetic Conpatibility Program Procedures

El ectromagnetic Conpatibility Test Procedures
El ectromagnetic Conpatibility Test Report

Engi neeri ng and Manufacturing Devel opnment

El ectromagneti ¢ Envir onnent

El ect romagneti ¢ Environment Control Procedures
El ect romagneti ¢ Environment Test Report
El ectromagnetic Interference

El ect romagnet i
El ect romagnet i
El ect romagnet i
El ect romagneti c Pul se

El ect romagneti ¢ Radi ati on
El ect romagneti ¢ Spectrum
Engi neering Ofice

El ectronic Order of Battle
El ectronic Protection

Engi neeri ng Process

Engi neeri ng Process Manual
Error Rate

El ectrostatic Di scharge
Eur opean Uni on

El ectronic Warfare

| nterference Test Procedures
Interference Test Report

OO0OO0O0O0O0O0OO0

| nterference Control Procedures
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EWR El ectronic Warfare | ntegrated Reprogramm ng
FAS Frequency Assignment Subcommittee (1 RAC)
FCC Federal Comruni cati ons Comm ssion
FD Finite Difference
FDTD Finite Difference Tinme Domain
FDTD3D Finite Difference Tinme Domain 3-D nensional
FOT&E Fol | ow-on Test and Eval uati on
FP Frequency Panel
FPM Ful | - Rate Producti on Model
FRP Ful | - Rate Production
FRRS Frequency Resource Record System
FY Fi scal Year
G3DXL3 CGeneral i zed 3-Di nensi onal eXpandabl e Law ence Livernore

Laboratory
GEMACS General El ectromagnetic Mddel for the Anal ysis of
Conpl ex Syst ens

G-DTD Versi on of the FDTD Code

GFE Gover nment Fur ni shed Equi prent

GID Geonetrical Theory of Diffraction

HDBK Handbook

HEMP High Altitude El ectromagnetic Pul se

HERF Hazards of El ectromagnetic Radi ation to Fuel
HERO Hazards of El ectronmagnetic Radiation to Ordnance
HERP Hazards of El ectromagnetic Radi ati on to Personnel
| EEE Institute of Electrical and El ectroni c Engi neers
| EMCAP I ntrasystem EMC Anal ysi s Program

| FB Invitation for Bid

| FF | denti fication-Friend-or-Foe

| FRB I ntegration Frequency Registration Board

I/ N I nterference-to-Noi se

| OC Initial Operational Capability

| OT&E Initial Operational Test and Eval uation

| PA | nt egrat ed Program Assessnent

| PS I nt egrated Program Summary

| PT | nt egrated Product Team

| RAC | nt erdepart nent Radi o Advi sory Conmittee

| TU I nt ernati onal Tel ecomuni cati ons Uni on

JCS Joint Chiefs of Staff

JECS Joint E® Control Strategy

JOERAD JSC Ordnance E® Ri sk Assessnment Database

JROC Joi nt Requirenments Oversight Council

J/'S Jamm ng-t o- Si gnal

JSC Joi nt Spectrum Center

JSIR Joint SpectrumlInterference Resol ution

J-12 W6  Frequency Panel, Allocations Wrking Goup of MCEB

B-3
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LI SN Li ne

LOS
LPP
LRI P
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Key Docunent

Key Docunent Li st

| npedance Stabilization Network
Li ne of Sight

Li ghting Protection Pl an

Low Rate Initial Production

MARCORSYSCOM  Mari ne Corps Systens Command

MCEB
VDA
VDAP

VFI E

M L- STD
M LDEP
WMNFS
NS

MOM

VPE
NASA
NAVAI DS
NAVSEA
NDI

NEC
NEC- BSC
NEC- MOM
NSA

NTI A

a PT
ovB
OPEVAL
OoPS
ORD
GsD
OT&E
PAT&E
PD&RR
PF&OPS
Py

PM

PMS
PSA
RADHAZ
RD&A
RDT&E
RF

MIlitary Communi cations El ectronic Board
M | est one Decision Authority

Maj or Defense Acqui sition Program
Magnetic Field Integral Equation
MIlitary Standard

MIlitary Departnent

Maxi mum No- Fire Stimul us

M ssion Need Statenent

Met hod of Monents

Maxi mum Per m ssi bl e Exposure

Nat i onal Aeronautics and Space Adm nistration
Navi gati on Aid Systens

Navy Sea Systens Command

Non- Devel opnental Item

Nunerical El ectromagnetic Code

Nunerical El ectromagnetic Code - Basic Scattering Code
Nunerical El ectromagnetic Code - Method of Monents
Nat i onal Security Agency

Nati onal Tel ecommuni cations and | nformation
Adm ni stration

Overarching | PT

O fice of Managenent and Budget

Oper ational Eval uation

Oper ati onal Support

Oper ati onal Requi renments Docunent

O fice of the Secretary of Defense

Operational Testing and Eval uati on

Production Acceptance Tests and Eval uati on

Program Definition and R sk Reduction

Producti on, Fi el ding/Deploynment and Operati onal

Probability of Kill

Pr ogr am Manager

Pl anned Mai nt enance Subsystem

Principal Staff Assistant

Radi ati on Hazard

Resear ch, Devel opnent

Resear ch, Devel opnent,

Radi o Frequency

Support

and Acqui sition
Test and Eval uati on



RFP
RVB
Rpt
RSM
RSMCP
RSMTP
RTCA
SEMCI P

S/
SI G NT
SM TS
Sow
SPAWAR
SPEC
SPI CE
STAN
STANAGS
STAR
STARBOX
T&E
TACDB
TEMP
TEP
THREDE
TP
TPDA
TPDM
TR

TST
TSTD
TSTP
UHF
USD( A&T)
VHF

VG

W PT
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Request for Proposal
Root Mean Square

Report

Radar Spectrum Managenent

Radar Spectrum Managenent Control Pl an
Radar Spectrum Managenent Test Pl an

Radi o Techni cal Conm ssion for Aeronautics

Shi pboard El ectromagnetic Conpatibility I nprovenent
Program

Signal -to-Interference

Signal Intelligence

SEMCI P Managenent | nformation Tracking System

St atenent of Work

Space and Naval Warfare Systens Conmand

Speci fication

Simulation Programwith Integrated Crcuit Enphasis

SEMCI P Techni cal Assi stance Network

St andard Agreenents (NATO

System Threat Assessnent Report

A 3-Di mensi onal Code

Test and Eval uation

Tacti cal Dat abase

Test and Eval uati on Master Pl an

Test and Eval uati on Procedures

3- D nensi onal FDTD Code

Test Procedures

Test Procedures Devel opnent Agent

Test Procedures Devel opnent Manager

Test Report

Total Ship Tests

Total Ship Test Director

Total Ship Test Program

U tra-H gh Frequency

Under Secretary of Defense (Acquisition and Technol ogy)

Very- H gh Frequency
Wor ki ng Group

Wor ki ng- Level | PT
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ELECTROVAGNETI C ENVI RONVENT ( EME)

C.1 Ceneral. The electromagnetic environnment (EVE) is the
resul ting product of the power and tine distribution, within
various frequency ranges, of the radiated and conducted el ectro-
magneti c em ssion |evels that may be encountered by a mlitary
force, system or platformwhen performng its assigned m ssion
inits intended operational environnent. One of DoD s basic
objectives is to ensure that all mlitary electronic and
t el ecommuni cati on equi pnent, subsystens and systens are self-
conpati bl e and not adversely affected by the operational EME
during their conceptual, design, acquisition, and operational
phases. Undesired el ectromagnetic energy nmay degrade the
performance of an itemtenporarily, in which case the itemwl|
operate in a degraded node when sufficient el ectromagnetic energy
is present. Alternatively, the el ectromagneti c energy nay cause
per manent damage, in which case the itemw || not operate until
it is either repaired or replaced and the E* probl em has been
resolved. Exanples of different effects that can be caused by
undesi red el ectromagneti c energy, depending on the victim are:

a. Bur nout or vol tage breakdown of conponents, antennas,
et c.

b. Per f or mance degradati on of receiver signal processing
circuits.

C. Erroneous or inadvertent operation of el ectronechani cal
equi pnent, electronic circuits, conponents, ordnance,
et c.

d. Uni ntenti onal detonation or ignition of electro-

expl osi ve devices, flammable materials, etc.
e. Personnel injuries.

C.1.1 EME effects. The effects of undesired el ectro-
magneti c energy on a system subsystem or equi pnment while
operating in a specific environnent is dependent upon the itenls
immunity (susceptibility) characteristics and the anplitude,
frequency, and tine-dependent characteristics of the EME. To
prevent E® problens fromoccurring, the possible effects of
undesired el ectromagneti c energy should be considered for each
new platform system subsystem and equi pnent when operating in
its intended EMEs. Performance degradation varies for different
types of receivers. For exanple, in a conmunications receiver,
degradation is manifested in the formof reduced intelligibility,

C1
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i ncreased distortion, or increased bit error rate (BER). In a

radar receiver, degradation may occur in the form of range
reduction, reduced probability of detection, tracking-errors, or

break-1ock. In navigation and Identification-Friend-or-Foe (IFF)
systens, degradation may occur in the formof range/angle errors,
fal se decodes, or overloads. |In sone receivers, degradation is

related directly to the interference power while in others, it is
a function of the nunber of interfering signals. Determning
when degradati on may occur and how a receiver's degradation
relates to various interference power |evels and nodul ation
waveforns is essential before specifying the requirenents for E
control. Also a requirenent to denonstrate satisfactory
performance in a defined EME should be included in all system
subsystem and equi pnment specifications.

C. 1.2 Contributors to the EME. The EMEs in which mlitary
pl atforns, systens and equi pnent nust operate are conprised of a
mul titude of natural and manmade sources.

C.1.2.1 Natural sources. Natural sources consist of:

a. Gal actic noi se.

b. At nospheri c noi se.

C. Sol ar noi se.

d. Precipitation static (P-static).

e. Li ght ni ng.
f. El ectrostatic discharge (ESD).

C.1.2.2 Mannmade sources. Manmade sources for mlitary
applications primarily consists of friendly and hostile emtters,
both intentional and unintentional, spurious em ssions such as
not or noi se and internodul ati on products.

C1l.2.2.1 Intentional emtters. I ntentional emtters
i nclude, but are not limted to:

a. Communi cat i ons systens.
b. Navi gati on systens.
C. Met eor ol ogy systens.
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d. Rad/ | FF systens.

e. Weapon systens.

f. EW syst ens.

C.1.2.2.2 Unintentional emtters. Unintentional emtters
enconpass any system subsystem or equi pnent which uses,
transforns, or generates any form of el ectronagnetic energy.
Therefore, any electrical, electronic, electro-nechanical, or

el ectro-optic device can be an unintentional emtter. Exanples
of unintentional emtters include the foll ow ng:

a. Intentional radiators.

b. Conmput ers and associ at ed peri pheral s.

C. Tel evi si ons, caneras, and video equi pnent.
d. M cr owave ovens.

e. Radi o and radar receivers.

f. Power suppliers and frequency converters.
g. Mot ors and generators.

C.1.2.3 Domnant contributors. Power |evels and source
| ocations relative to the itemare the two nmai n considerations
used for determ ning which sources are the dom nant contri bu-
tor(s) to the operational EME. For exanple, during nornal
nonconbat operations the primry sources of el ectronmagnetic
energy would be fromown and nearby unit's transm ssions and
spurious em ssions. |In an attack scenario, eneny transm Sssions
woul d be anot her major contributor under sone circunstances.
Hence, the EME within which an item nust operate and survive is
bot h m ssi on-dependent and scenari o- dependent.

C.2 Receivers as victins of the EME. There are two (2)
basi c causes of E® problens. One results from undesired el ectro-
magneti c energy entering through i ntended avenues of entry such
as antennas and transm ssion lines into systens, equi pnent or
ot her devices that by design use el ectromagnetic energy. The
second cause of E® problens results from undesired el ectro-
magneti c energy entering though uni ntended avenues of entry such
as high levels of electric and magnetic fields coupling directly
onto cabl es or conponents of a systemto produce disruptive or
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damagi ng current and vol tage surges. Perfornmance degradation is
the result of a receiver's response to undesired el ectronmagnetic
energy that is either fromsignals outside the intended frequency
band or undesired signals in the operating frequency band.
Elimnation of E® problens resulting fromsignals outside the

i ntended frequency band is primarily a function of the receiver
design. Elimination of E® problens resulting from undesired
signals within the operating frequency band is much nore diffi-
cult to resolve, since it involves not only the receiver's design
but also the control of frequency use and spurious em ssions.

Al t hough the resolution of E® problens resulting fromthe
uni nt ended reception of electromagnetic energy is primarily a
design consideration, it also involves controlling the el ectro-
magneti c characteristics of the EVME by using appropriate
installation practices and inposing, as required, operational
constraints.

C.3 Defining the EME. One of the difficulties encountered
when speci fying the design and performance requirenments of an
item fromthe standpoint of EMC, is that in many cases the
characteristics of the intended operational EVME(s) are quantita-
tively unknown. The follow ng factors should be consi dered when
defining the anticipated operational EMES of an item

C.3.1 EME profile. Each system subsystem and equi pnent in
all likelihood will be exposed to several different EMEsS during
its life cycle. M L-HDBK-235, Electromagnetic (Radiated) Envi-
ronment Considerations for Design and Procurenent of Electrical
and El ectroni ¢ Equi pnent, Subsystens and Systens, provides
general information on the EM characteristics of different EMEs.
Referring to M L-HDBK-235 can be useful when defining the power
| evel s of representative EMEs to which an item may be exposed.
However, sone of the Tables in M L-HDBK-235 should be tailored
for specific applications. Specifying EME | evels that are too
stringent nmay result in additional costs to the programthat are

unnecessary. Each distinctive EME that an itemw ||l be exposed
to during its life cycle should be defined before specifying its
performance requirenents. For exanple, a mssile will be exposed

to different EMEsS during shipnent, storage, checkout, |aunch and
the approach to a target. The specified E® control performance
requi renents should ensure the item s performance will not be

af fected by any of the EMEs that will be encountered.

C.3.2 Configuration. The physical configuration of a
system subsystem or equi pnent may vary depending on its intended
location. An items imunity (susceptibility) to the EME may
al so vary depending on its physical configuration and |ocation
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relative to the intended operational EME. Therefore, when
devel opi ng performance requirenents, both the physical
configuration and the location of the itemwthin each of its
i ntended operational EVMEs shoul d be consi dered.

C. 3.3 perational versus survival requirenents. There is
usually a significant difference between the | evels of
el ectromagnetic energy that will tenporarily degrade or Iimt the
effective perfornmance of an item and those levels that w |
permanent |y damaged an item The design requirenents for
achi eving EMC under all circunstances should be by necessity nuch
nore stringent than those that just ensure the itemw || not be
permanent |y damaged. Wen specifying E® control requirenents,
the item s function and how critical it is to the intended
Om ssion should be taken into account. There are also sone
precautions that can be taken to protect equipnment from being
per manent |y damaged by el ectromagnetic energy when not in use
that are not feasible when they are in an operational node.

C. 3.4 Susceptibility. Electromagnetic susceptibility is
the inability of an itemto performits function w thout
degradation while in the presence of an el ectromagnetic dis-
turbance. The susceptibility characteristics of an itemare
dependent upon its design characteristics. For exanple, the item
may respond to a broad frequency range or be frequency sel ective.
Al so, sone victinms have response tines in mlliseconds and are
af fected by the peak power |evels of short-term signals whereas
other victins are affected by heating and respond nore slowy to
the average power |evels of signals. The design characteristics
of an itemas well as the shielding integrity, choice of
conponents, and use of filtering should be consi dered when
evaluating the effect EME has on an item

C.3.5 Future considerations. Possible changes in the
I nt ended operational EMEs and future applications of an item al so
shoul d be consi dered when defining the EMEsS that a system
subsystem or equi pnent may encounter. An item designed to
operate in a specific EME may in the future be required to
operate in another, or used to performfunctions and m ssions
that were not planned for when the itemwas originally designed.
Al t hough the cost of an item nmay increase when designed for an
EME that is nore severe than the EME that is currently being
predicted to be encountered by the item the increase in cost my
be justified in terns of adaptability for future applications.
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C. 3.6 Conditions precluding EME exposure. Wen defining
the operational environnents within which a system subsystem or
equi pnment will be required to operate and survive during its life
cycle, all operational and installation conditions that can
preclude or reduce exposure to the EMEs, and any additi onal
i nformation that may affect an item's exposure to the EMEs shoul d
be considered. For exanple, the conplenent of designated
emtters on a platformor site will provide an indication wthin
whi ch frequency bands high | evels of el ectromagnetic energy wl |
probably be encountered. Dinensional restrictions and inter-
vening structures may exi st that causes an itemto operate in the
near or induction field region of an antenna. Qher factors such
as the platformusage on which an itemis installed and the
operational use of the itemal so should be consi dered.
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HERO CONSI DERATI ONS

D.1 Ceneral. Odnance containing electrically initiated
devices (EIDs) may be susceptible to the el ectromagnetic energy
of an EME. |Induced currents from el ectromagneti c energy can

cause inadvertent actuation of an EID or degrade the performance
of an ordnance system Unfortunately, the reaction of an EID to
the EME may not be manifested in an obvious way until an inad-
vertent actuation occurs or the ordnance system has nal functi oned
during operation. Either event can have devastating results.
Provi di ng HERO protection is best achieved by first identifying
the intended EMEs that a systemw || be exposed to and then

i npl ementi ng proper design procedures to preclude EM energy from
entering the systemin adequate strength to exceed prescribed
safety margins.

D.1.1 EIDs. EIDs are intended to function with the
application of electrical energy. Induced currents fromRF
sources between 10 kHz and 40 GHz in the EME can cause
i nadvertent actuations. EIDs such as bridge-wire, fusible |inks
and burn-wire devices respond to average power |levels, while
devi ces such as exploring foil initiators (EFlIs), slapper
detonators, laser initiators, conductive conposition, or sem -
conductor bridge devices respond to peak power |evels.

D.2. Odnance perfornmance requirenent. As stated in ML-
STD- 464, Interface Standard for Systens El ectromagnetic Envi -
ronmental Effects, ordnance with El Ds shoul d not be inadvertently
ignited or dudded by the external radiated EVE for either direct
RF i nducted actuation or coupling to the associated firing
circuits. Conpliance with this requirenent should be verified by
system subsystem and equi pnent |evel tests and anal ysis.
Rationale for this requirenent and verification is provided in
t he Appendi x of M L-STD- 464.

D.2.1. External EMEs. Two (2) Tables are provided in M1 -
STD- 464 that defines external EMEs. One Table is for systens
capabl e of shipboard operation and the second Table is for al
ot her applications when the procuring activity has not defined
t he EMEs.

D. 2.2 HERO safety criteria. The HERO safety classification
or susceptibility threshold for ordnance systens with EIDs is a
function of several factors. The electrical firing characteris-
tics of an EIDis one of the nost critical factors and is a
function of the electrical power available. Systens nornally
operating on | ow power sources require EIDs with | ow actuati ng
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power. Another factor is the electrical shielding afforded by
the exterior of the system Systens with RF apertures,
intentional or otherwi se, allow RF energy to enter the system
Systens with both conditions can be very susceptible to the RF
sources in an EME and requires special attention during the

desi gn phase to ensure HERO protection. The safety criteria for
eval uating an ordnance system containing EIDs are a function of
the EID s "maxi mum no-fire stimul us(MNFS)", and an appropriate
"margi n" as defined in ML-STD 464.

D. 2.3 Degradation nechanisns. EIDs and their circuits are
not intentional RF receivers in weapon systens. Consequently,
their inherent response characteristics to RF induced currents is
conplicated and difficult to evaluate. Frequency, power and
polarity are the nost inportant paraneters influencing the HERO
response of a system The history of testing weapons for HERO
has shown that nany ot her characteristics, such as gain and
aspect angle, can also have significant effects, but are nearly
I npossible to predict by analysis. Proper HERO design consid-
erations are therefore essential.

D.3 HERO design guidance. EIDs nmay be caused to actuate or
dud as a result of induced currents fromRF energy. However, it
IS not necessary to design ordnance systens that are conpletely
I mmune to these induced currents. The design only needs to
reduce the HERO susceptibility of ordnance systens to | evel s that
effectively reduce the risk

D.3.1 Conceptual/design phase. A proper design to preclude
HERO shoul d begin at the earliest phase of developnent. Signif-
I cant costs are involved with retro-fitting a HEROfix to a
weapon system after it becones operational. The costs for
I npl ementing a HERO fix is not only in dollars. Wen the dollar
cost is too high to correct HERO design deficiencies, operational
restriction(s) nay have to be inposed on emtter systens (RF
sources) as well as on the ordnance systemitself. The objective
shoul d be to provide HERO safe ordnance with no requirenent to
| nposed operational restrictions on either the ordnance system or
emtter systens.

D. 3.2 HERO protection. NAVSEA Publication OD 30393, Design
Principles and Practices for Controlling Hazards of El ectro-
magneti c Radiation to Ordnance, provides the design nethods and
techni ques that are nost applicable for precluding HERO in
today' s nodern weapon systens. Incorporation of nmethods and
techni ques such as shielding, filtering, conponent selection and
bondi ng during the design phase should ensure that an operati onal
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systemw || be inmmune to HERO. During the design it is essential
the nmet hods and techni ques being used are well docunented so a
HERO anal ysi s can be adequately perforned.

D.4 HERO control strategy. The objectives that should be
acconplished for ensuring HERO w || be precluded froma design is
summarized in FIGURE D-1. The efforts required to achi eve HERO
saf e ordnance shoul d incl ude:

a. Determ ning the ordnance systens's EID characteristics
and circuit design at the earliest possible tine.

b. Determ ning that the preclusion of HERO can be achieved
during the engineering design phase, or remtted in
favor of overriding operational necessity.

C. Pl anni ng for appropriate HERO eval uation during the
PAT&E phase. This includes testing if analysis is
found to be inadequate for certification.

d. Est abl i shing adm ni strative or operational control
procedures in the event that preclusion of HERO i s not
possi bl e.

D.4.1 Susceptibility database. A pernmanent susceptibility
dat abase resides at the Joint Spectrum Center (JSC). This JSC
Ordnance B Ri sk Assessnent Dat abase (JOERAD) contains all the
known susceptibility data for DoD ordnance systens with Joint
Service applications. This data is critical for making risk
assessnments. All susceptibility data derived froman ordnance
program shoul d be forwarded to the JSC for inclusion in the
JOERAD.

D.5 HERO certification. Wapon systens and devi ces should
be designed to preclude the spurious functioning or degradation
of EIDs due to the EMEs that they will be exposed to. Prior to
the rel ease of any weapon system for production a determ nation
shoul d be nade that the design contains adequate safety
provi sions for protection against personnel injury, as well as
any damage or nmal function of the system when being exposured to
the EMEs. Certification of this determ nation should be the
responsibility of the program manager. The HERO Control Strategy
as delineated in FIGURE D-1 can also be used as the process for
HERO certification.

D.5.1 Recertification. Wenever a weapon system or
el ectromagnetic emtting systemin the EME i s being altered,
changed or relocated a new determ nation should be nmade to ensure
there is adequate safety provisions to preclude HERO
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HERO CONTROL STRATEGY FCOR CERTI FI CATI ON

GOAL TO DESI GN HERO SAFE ORDNANCE
e Establish e Establish in the approved |* Establish HERO * Ensure that the * Ensure through # Ensure through
f und- anent al requi re-ment, that the control and testing devel opnent al nodel anal ysis or testing i anal ysis or testing
gui dance for speci fied operation-al requi renents for achi eves full that the production 't hat redevel oprent,
HERO performance | evel of the engi neering operational per- nodel neets all HERO |upgrading of, or
protection itemw |l be fully devel opnent. formance levels in safety requirenents im)difications to an
bet ween t he achieved in the intended t he i ntended EMEs established for it. I ordnance system
desi red EME. e Deternine that wi t hout HERO lincorporates the
ordnance known or projected pr obl emns. i HERO control design
systemand the |e Ensure that pro-gramand | HERO susceptibility I requirenents needed
intended EMES. | preproject planning probl ems of the * Ensure that the jto correct any
addresses the E® control ordnance systemare | HERO control design 1 exi sting or newy
organi zati on to provide judged resolvable in |requirenents | creat ed HERO probl ems
arrangements for engi neeri ng established for the tof the current item
OBJECTI VES appropriate early HERO devel opnent. producti on nodel |
assess-nent, anal yses, will preserve the i
and/ or testing during e Deternine that HERO i muni ty :
devel opnent . appl i cabl e HERO denonstrated by the |
design practices and |approved devel opnent i
e Ensure that significant t echni ques are being | nodel. :
ri sks of EM radiation i ncorporated into |
hazards characteristic of t he system desi gn. i
or inherent in each :
sol ution presented wer e e (btain HERO |
adequatel y addressed during |representation on i
t he deci sion process. the E2 W PT/ EMCAB :
when its |
est abl i shed. i
ACQUI SI TI ON PHASE 0 PHASE | PHASE | | PHASE 111
PHASE
M LESTONE 0 Il Il PAT&E
DETERM NATI ON
CONCE PROGRAM DEFI NI TI ON & ENG & MFG PRODUCTI ON, FI ELDI NG DEPLOYMENT & OPERATI ONAL
JECS PHASE R I\N/IEESI N PT EXPLORATI ON Rl SK REDUCTI ON DEVEL OPMENT SUPPORT
FI GURE D-1. HERO control strategy (Reverse bl ank) D-4
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EMC PERFORMANCE CONSI DERATI ONS

E.1 GCeneral. Experience has shown that the desired degree
of EMC can best be achieved by first identifying the operational
EME and then defining and adhering to proper design, devel opnent,
test, production and installation requirenents and procedures,
and continuing wth adequate mai ntenance and support neasures
t hroughout the life cycle.

E.1.1 Systemdesign. The trend toward enpl oynment of nore
conplex mcroelectronic circuits is creating a progressively nore
difficult task for the system devel oper faced with designing a
systemto operate in conplex EMEs. G ven the intended EVE, the
system desi gner shoul d determ ne the EM energy that can be
coupled to a systemand the potential effects fromthis energy.
Fromthis determ nation, the design can be established based on
the EMC perfornmance requirenents. The design may include
tenporary protection neasures if the EMenergy at internedi ate
stages of the life cycle can exceed those which wll exist in the
operational EMEs of the system During the operational phase,
mai nt enance activities and aging can result in the deterioration
of the system and increase the potential for an E® probl em
Appropriate mai ntenance requirenents and schedul es shoul d be
established to ensure that the integrity of the design is
mai nt ai ned t hroughout the systenmis life cycle.

E.1.1.1 Principal design paraneter. EMC should be
considered a principal design paraneter with the nmagnitude,
scope, and level of effort tailored to the specific type and
m ssion of the platform system or equipnent and the program
phase. Enphasis should be placed on inplenenting practical
requi renments and procedures to neet the desired EMC performnce
with avail abl e resources, while still neeting the intended
m ssion requirenents. To acconplish this, an effective program
of EMC managenent, assessnent, engi neering, and configuration
control should be required and integrated into the overall design
and engineering effort fromearly in the conceptual phase and
t hroughout the life cycle of the item

E.2 |Imunity (susceptibility). Al electronic equipnent,
subsystens, and systens are inherently susceptible to EM energy.
It is not practical to design a systemthat is conpletely inmune
to the EM energy that can be inposed on it by high-powered
transmtters. The degree of immunity required, however, can be
achieved to a great extent through engineering practices that
I ncorporate EM hardening into the design. System design
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features that reduce system susceptibilities include filtering,
shi el ding, selectivity, conponent selection, transient limting
devi ces and signal processing. The goal of EM hardening is to
reduce the susceptibilities of individual equipnment and systens
to the point that, in the aggregate, exposure of electronic
equi pnent and systens to harnful |evels of EM energy can be
controll ed by frequency managenent procedures w thout affecting
desired system EMC performance and availability.

E.2.1 Threshold criteria. ldentifying the power threshold
at which degradation occurs and how recei ver degradation relates
to various interference power |evels and nodul ati on waveforns are
very inportant in the design process. Performance degradation
I ndicators differ for various types of receivers. For instances,
I n a communi cations receiver, degradation is nmanifested in the
formof reduced intelligibility, increased distortion, or
I ncreased bit error rate; for radar receivers, degradation may
occur in the formof range reduction, reduced probability of
detection, false alarnms, tracking errors, or break-lock; and for
navi gation and identification-friend-or-foe (IFF) systens,
degradation may occur in the formof range/angle errors, false
decodes, and overloads. |In sone receivers, degradation is
related directly to the interference power while in others, it is
a function of the nunber of interfering signals.

E. 2.2 Degradation nechanisns. The dom nant degradati on
mechani sm such as co-channel, adjacent channel, harnonic,
I nt ernodul ati on, or saturation, depends upon the nature of the
interference and varies as a function of geonetry and coupling
conditions. The threshold at which performance degradation
occurs for an equi pnent or systemmay vary significantly for
di fferent nodul ated waveforns. |In sonme systens, interference nmay
produce observabl e degradati on throughout the system while in
others, a single conponent may tend to i nduce or dom nate the
overal | degradati on.

E. 2.3 Receiver susceptibility. Receiver susceptibilities
are inherent in receiver designs. Susceptibility may result from
a single receiver conmponent or fromthe interactions of two or
nore conponents. An EM problem may occur only when a receiver
IS exposed to an interfering EM energy source. However, for an
EM problemto occur, there nust be sufficient EMenergy in the
environnment with the appropriate waveform and | evel of power
bei ng coupled into the receiver input. Quantifying and
under standi ng the factors that influence the input power level is
essential when designing a receiver with built-in imunity. Part
of the design process should include determ ning the effects of

E-2



M L- HDBK- 237B
APPENDI X E

depl oynent geonetry, maneuver dynam cs, antenna patterns, and
propagation factors on the power |evels that can be coupled into
a receiver.

E.3 EMC performance requirenents. Under nost circunstances
It is inpractical to consider after-the-fact fixes for resolving
EM problens. Experience has shown that correction of EM
probl ens after an el ectronic equi pnent or systemis designed or
I n operation always invol ves consi derabl e expense, and often
yields less than optimumresults. For this reason, the
I npl ementati on of specific efforts to deal with EMC matters
shoul d be required fromthe early conceptual and design phases as
wel | as throughout the life cycle of an item Efforts should
I ncl ude:

a. Early determ nation of E3 control / EMC per f or mance
requirenents.

b. Achi evenent of systemimunity(EMC) in the items
i nt ended operational environnment(s).

C. Attainnent of built-in EMCin the design of electronic
itenms, rather than resorting to after-the-fact renedi al
nmeasur es.

d. Assurance that EMC can, in fact, be achieved; or if

not, duly considered and remtted in favor of
overridi ng operational necessity.

e. Est abl i shment of E® control procedures to prevent and
correct EM probl ens that may occur.

E.3.1 Specifications and standards. The conplexity of E
probl ens requires the EMC performance requirenents in the design
and procurenent specifications of an itemto be tailored
specifically to the m ssion needs, including the end-item s
i ntended operational EMES. This is normally acconplished through
the application and tailoring of E® interface specifications and
performance standards such as M L-STD 461 and 464.

E.3.1.1 ML-STD 461/464. M L-STD 461, Interface Standard:
Requirenents for the Control of Electromagnetic Interference
Em ssions and Susceptibility, and ML-STD 464, Interface Standard
for Systens E° Requirenents, establishes perfornmance requirenents
for the control of EM em ssion and i mrunity (susceptibility)
characteristics of electronic, electrical, and el ectronechani cal
equi pnent and systens designed or procured for use by activities
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and agencies of the DoD. These performance requirenents are the
m ni mum consi dered necessary to provi de reasonabl e confi dence
that a particul ar subsystem or equi pnment conplying with these
requi renments will function within their designated performance
tol erances when operating in their intended EMES. These

requi renents are presented as limts for conducted and radi at ed
em ssions and conducted and radi ated susceptibilities over

speci fied frequency ranges.

E.3.2 Applicable design principles. Applicable design
principles that should be followed during the devel opnent of an
I temincl ude:

a. E® control /EMC perfornmance requirenments should not be
devel oped through trade-offs with other system
paraneters, such as, reliability, maintainability, cost
and safety. The EMC performance requirenments shoul d be
based on the m ssion(s) and the specific scenario(s)
within which the itemis intended to be used.

b. In the early phases of research and devel opnent, past
experience should direct attention to specific
conponents or circuits which are likely trouble areas
froman EMC aspect. Design philosophy should
concentrate on these areas to preclude a design in
whi ch there is not enough space for shielding or
separation, and thus inviting pick-up of unwanted EM
ener gy.

C. In the | ater phases of research and devel opnent, the
mechani snms by whi ch one subsystem may possibly
interfere with another, whether it is conducted on
power | eads, signal |eads or commpn antenna, or
emtted, should be explored to determ ne which, if any,
are of sufficient strength to pose a problem

E.4 Systemprotection. The best method for reducing
el ectromagnetic vulnerability in electronic equipnent,
subsystens, and systens is to preclude the inadvertent EM energy.
Application of susceptibility reduction techniques should be
considered early in the design process and in each subsystem area
so that the entire system hardness requirenent does not have to
be nmet by disproportionate efforts in one area. The design goals
shoul d be to:

a. Keep unwanted EM energy away from suscepti bl e
circuitry.
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b. Keep undesired signhals which can couple to wires away
fromintended signal paths.

C. Design circuitry so undesired EM energy in the signal
path does not severely disrupt the circuit operation.

Techni ques used for hardening circuits fromundesired EM energy
i ncl ude shielding, bonding, filtering, grounding, and circuit
desi gn.

E.4.1 Shielding. Shielding is essentially a decoupling
mechani smused to reduce radi ated interactions between equi pnent,
subsystens and systens or portions of a given item Shielding is
used to:

a. Keep radi ated EM energy confined within a specific
regi on.

b. Prevent radiated EM energy fromentering a specific
regi on.

E.4.1.1 Shielding effectiveness. The shielding
ef fecti veness of an equi pnent or subassenbly enclosure is a
conpl ex function invol ving a nunber of paraneters including:

a. Frequency and i npedance of the inpinging wave.

b. Intrinsic characteristics and thickness of the
shiel ding material s.

C. Nunmber and shapes of the shield discontinuities.

The equi pnment design process consists of establishing the
undesired signal |levels on one side of a proposed shiel ding
barrier, estimating tolerable signal |evels on the other side,
and evaluating the various shield design options to achieve the
necessary effectiveness |evel. Shielding, however, represents
only one nethod of reducing equipnment EMinteractions and shoul d
not be considered wthout al so considering trade-offs of
filtering, grounding and bondi ng techni ques that may sinplify or
elimnate the requirenent for shields.

E.4.2 Bonding. Bonding is the establishnment of a | ow
i npedance path between two netal surfaces. This path may be
bet ween two points on a system ground plane, or between ground
reference and a conponent, a circuit or a structural elenent.
The purpose of the bond is to make the structure honbgenous with

E-5



M L- HDBK- 237B
APPENDI X E

respect to the flow of RF currents, thus avoiding the devel opnent
of electric potentials between netallic parts which can produce
interference. Surface treatnent, corrosion, and bonding
resistance are three (3) inportant factors that should be
addressed when establishing good bonds.

E.4.2.1 Bonding effectiveness. The effectiveness of a bond
I s dependent upon the application, frequency range, magnitude of
the current, and environnental conditions such as vibration,
tenperature, humdity, fungus, and salt content in the anbient
environnent. There are two (2) basic types of bonding:

a. Direct bonding where there is netal-to-netal contact
bet ween the nenbers to be bonded.

b. I ndi rect bondi ng where bonding is achieved through the
use of conductive junpers.

E.4.3 Filtering. A well-designed systemthat incorporates
proper shielding and groundi ng practices can still have undesired
EM ener gy conducted through it which may result in degraded EMC
performance of the system or worst, cause malfunctions. Filters
can be used to reduce unwanted conducted EM energy to |l evels at
whi ch the system can function satisfactorily by limting the
magni t ude of extraneous currents or confining themto a snal
physi cal area.

E.4.3.1 Performance specifications. EMC performance
specifications such as those based on ML-STD-461 |limt the
conducted em ssions that may be introduced on a power |ine.

Tol erabl e interference | evels on critical equipnent |eads shoul d
be defined as early as possible during the design so circuit

desi gners know the conditions that their subassenblies nmust neet.
Wiile filters nmay be necessary, care should be taken to avoid
redundant filtering caused by uncoordinated efforts of separate
desi gn groups.

E.4.3.2 Filter paraneters. Many paraneters should be taken
I nto account when selecting or designing a filter that will be
effective for a particular application. Insertion |oss versus
frequency is the primary characteristic that determ nes the
suitability of a filter for a specific application. O her
characteristics that also should be considered incl ude:

a. | npedance mat chi ng.

b. Vol tage and current ratings.
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C. Maxi mum al | owabl e vol tage drop through the filter.
d. Frequencies - both the operating frequencies of the

circuit and those that need to be attenuated.

e. I nsul ati on resi stance.
f. Si ze and wei ght.
g. Tenperatures of the intended operational environnents.

h. Reliability.

E. 4.4 Gounding. Gounding involves the establishnment of
an electrically conductive path between two (2) points, with one
(1) point generally being an electrical/electronic elenent of a
system and the other being a reference point. A good, basic
ground plane or reference is the foundation for obtaining
reliable, interference-free equi pnment operation. An ideal ground
pl ane woul d provi de equi pnent with a common potential reference
poi nt anywhere in the system so that no voltage woul d exi st
between any two (2) points. Because of the physical properties
and characteristics of grounding materials, no ground plane is
i deal , and sone potential always exists between ground points in
a system

E.4.4.1 Gounding effectiveness. The extent to which
potentials in the ground system can be mnimzed and ground
currents can be reduced determ nes the effectiveness of the
ground system A poor ground systemthat enabl es spurious
vol tages and currents to couple into a circuit, subassenbly, or
equi pnent can degrade the shielding effectiveness of well-
shi el ded units, can essentially bypass the advantages of good
filters, and can result in EM problens that may be rather
difficult to resolve after-the-fact. A designer shoul d consider
grounding fromboth inter- and intra-system aspects.

E.4.4.2 Cable shield grounding. The probl em of achieving
el ectromagnetic conpatibility in a conplex electrical or
el ectronic systemis in many cases dependent on the treatnent of
the shi el ding and the groundi ng of the shields of interconnecting
| eads. Poor or incorrect application of a grounded shield to a
Wi re may cause coupling problens that otherw se would not exist.
G oundi ng of the shield may be acconplished as single-point or
mul ti-point grounding. Factors that influence the selection of
single-point or nmulti-point grounding includes the frequencies of
the interfering signals, the length of the transmssion |ine, and
the relative sensitivity of the circuit to high- or |ow
| npedance fi el ds.
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E.4.5 Grcuit design. High sensitivity, |ow signal-I|evel
circuitry tends to be prone to interference problens. |In nost
cases, the interference signal produced is proportional to the
anount of energy leaking into the circuit. |If the desired signal
| evels are large, circuits are inherently nore resistant to
interference. Wen RF | eakage into a system cannot be avoi ded
because system constraints prevent the application of sufficient
shielding or filtering neasures, the designer should choose
conponents and circuit configurations which provide for sone
degree of hardening. |If at all possible, high-sensitivity, |ow
signal -level circuity should be isolated from probabl e points of
entry of RF energy into the systemor circuit.
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GUI DE ON THE USE OF Cl VI LI AN STANDARDS
BY M LI TARY AGENCI ES

W LL BE PROVI DED | N

FI RST REVI SI ON
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THE JECS ENG NEERI NG PROCESS

G 1l GCeneral. Section 10 of this handbook describes the
pur pose and management net hodol ogy of the Joint E* Control
Strategy (JECS). This appendi x descri bes an engi neeri ng process
(EP) that can be used to facilitate the task of applying the JECS
on a day-to-day basis. This appendi x addresses the Defense
Acquisition life cycle, covering all five (5) major periods in
greater depth than in Section 10 and presents eval uation gui des
for the 15 type of key docunents that are listed in TABLE 1 of
Section 10.

G 2 RD&A phases and JECS objectives. WMjor project
activities occurring in each acquisition phase are described in
the foll ow ng paragraphs as background information for JECS.
Descriptions are often expressed in ternms of the sources of
I nformati on which are used to evaluate a project. In order to
facilitate the assessnent of prograns, a set of objectives is
presented with which to neasure the effectiveness and adequacy of
program E® control procedures, neasures, and achi evenents. The
presentation of objectives is acconpani ed by correspondi ng
primary issues, together with several corollary issues.
Corollary issues are representative of the tailoring usually
requi red when raising issues of significant E® problens for
specific programreviews. As circunstances denand, any of the
corollary issues presented may be used, nodified, or supplanted
by an issue derived fromthe primary issue and varied accordi ng
to the facts of the E® problem For organizational purposes the
write-up for each phase is begun on a new page.
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G221 THE PRE- DEVELOPMENT PERI OD Starting
DETERM NATI ON OF M SSI ON NEED M| estone: n/a

(DVN) Endi ng

M1l estone: O

JECS Gate (at Ml estone 0) is DW

G 2.1.1 Determination of mission need (DVWN). During this
initial period before Mlestone O, the need for a capability is
surfaced, refined, and developed into a statenent of m ssion-
defi ned need. Docunentation used by various DoD Conponents to
devel op a m ssion need may vary widely. These efforts cul m nate,
however, in a docunent whose format is specified by the Under
Secretary of Defense (Acquisition & Technol ogy) (USD(A&T)). This
Is the Mssion Need Statenent (MS).

a. DoDD 5000.1 classifies acquisition progranms in three
acquisition categories (ACATs). The highest, ACAT I
covers a Major Defense Acquisition Program (MDAP) as
defined by DoDD 5000.1. Another term Major System is
defined by statute. Mjor Systens are ACAT I
prograns. These first two categories are usually
assigned on the basis of cost thresholds, but an ACAT I
may be assigned by the USD(A&T) for other reasons.

ACAT I'll is of still |lower value and significance, and
enconpasses all prograns not assigned to a higher
category. The USD(A&T) is the designation authority
for all proposed MNSs that are assessed as possible
ACATs |I. Wile designating a proposal as an ACAT |

t he USD( A&T) may del egate its oversight to the
Appropri ate DoD Conmponent as an ACAT | C (for Conponent,
t hose retained are known as ACAT IDs). A hierarchy of
officials below the USD(A&T) and in the DoD Conponents
act as designation authorities in the assignnment of
ACATs Il and 11l and as M| estone Decision Authorities
(MDA) for prograns which nay be created.

b. Proposed MNSs are submitted for approval via a
val idation authority. The validation is performed by
the Joi nt Requirenents Oversight Council (JROC) for
items that are assessed as potentially of ACAT
magni tude. The proposal is studied to determne if it

can be satisfied by non-materiel solutions; i.e.,
changes in doctrine, operational concepts, tactics,
trai ning, organization, etc. If the JROCis satisfied

that a non-materiel solution is not feasible, they wll
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forward a MNS to the USD(A&T) together with recomen-
dations and assigned priority.

C. The staff of the USD(A&T), specifically nenbers of a
Def ense Acquisition Board (DAB) sub-commttee, review
t he proposed MNS and attendant reconmendations to
determine if a Mlestone O reviewis in order. This
i nvol ves determ ning that the m | estone objectives of
DoDl 5000. 2-R have been net and that the criteria for
the phase are satisfied. Wen these itens have been
satisfied, the Acquisition Decision Menorandum (ADM is
prepared with the necessary direction incorporated.

For a Ml estone O decision the requirenent would be to
perform an appropriate set of Concept Studies. Studies
could include a search for commerci al and non-

devel opnental itenms (NDIs) options and, unless a
commercial or NDI is particularly prom sing, a range of
options invol ving devel opnent. Identification of the
agency to performthese studies and of funding support
conplete the itens for an ADM Simlar actions within
t he DoD Conponents by the MIlitary Departnent (M LDEP)
MDA or counterpart confirm and approve ACAT Il and I
MNSs for candi date programs. The M| estone 0 deci sion
approves the MNS and ends the DWN Period, but does not
approve a new program Phase 0, Concept Exploration
(CE) conmences at that tine.

G 2.1.2 DW objective and issues. The E® control objective
for this period and the JECS DW Gate is to:

Est abl i sh fundanmental guidance for bilateral EMC
between the desired platform system or equipnent
itemand the intended EME

The primary issue in support of the DWN objective is:
Has fundanental gui dance been established to require
the desired platform system or equipnent itemto
achieve joint EMC in the intended EME?

Corol lary issues are:

a. Does the m ssion need necessarily mandate use of
an EM technol ogy or technol ogy sensitive to EM
energy?
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b. If, at this early stage, the use of a specific
portion of the spectrumis contenplated by the
m ssi on need, what prior coordination has occurred
W th spectrum managenent agenci es?

C. Have t he consequences of additional spectrum
occupancy resulting fromsatisfying the
requi renment been assessed? By an inpartial
arbiter?

d. Are there any new or uni que aspects to this
proposed use of spectrumresources? |Is the
radi ated power |evel unusually high? To a
hazar dous | evel ?

G 2.1.3 Assessing the DWMN period. The inportance of the
DWN Period to the JECS is that it affords a singular opportunity.
The fundanental need for effective E® control in the new
capability nust be stated. The docunentation fornmat of an MNS is
characterized by significant constraints on | ength, where even
di rected considerations are bound by severe limts. The need to
achi eve required operational performance in the EME, undegraded
by EM, is a mninmmacceptable expressionin a MNS. A paralle
statenent requiring el ectromagnetically conpati ble operation is
al so essential as appropriate; the item needed nust not itself be
the source of interference. Ensuring that follow on
docunent ation incorporates simlar m ninmum gui dance underwites
support for E® control considerations in the outyears. The
assessnent being nmade at this point seeks to resolve a basic B
issue for the current period with regard to the end-item

G 2.1.4 Resolving DWN issues. The ideal resolution results
in suitable E* control action(s) being inplenented by the project
of fice as soon as the PM becones aware of an E® probl em
However, in the DWN period, there being as yet no project office
or PM the need for action devolves to the potential Program
Sponsor of the DoD Conponent. Wth effective action, the primary
i ssue becones resol ved and the objective for this period is
attai ned. O herw se, unresolved E® problems shoul d be descri bed
as issues suitably refined for presentation at the next review
| evel, but not later than the MIlestone O decision forum R sk
assessnments should be prepared for each unresol ved E probl em
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G2.2 Phase 0 Starting
CONCEPT EXPLORATI ON Ml estone: O
(CE) —
ndi ng
M| estone: |

JECS Gate (at Mlestone |) is CE

G 2.2.1 Phase 0. Wth the approval of an MNS at M| estone
0, Phase 0 | aunches study efforts to investigate alternative
means for satisfying the need. Under the acquisition system
vari ous possible concepts to satisfy the need are expl ored, but
performance requirenents are maintained in generalized statenents
until the study efforts and analysis are sufficiently mature to
support and justify nore detailed refinenent. Conmmercial itens
and NDI's should be given particul ar enphasis as possible
solutions during the Concept Study efforts. Concepts nmay propose
a mx of commercial itens, NDIs and devel opnent efforts for sone
subsystens and systens, and sonme concepts will be wholly
devel opnent al

a. At this tinme, an acquisition strategy (AS) should be
formul ated by the DoD Conponent who will actually do an
acqui sition, should a concept be approved. The AS
shoul d present acquisition planning for the nost
prom si ng concepts under study. The AS should show any
tailoring of the acquisition cycle that is planned for
a particular concept. The ASis not listed as a key
docurnent (KD) because it nmay not be widely circul ated
or readily available. Mreover its concern for B
matters is normally limted to ensuring that necessary
frequency allocation(s) have been obtai ned. However it
shoul d be regarded as a possi bl e ADDOC ( See TABLE 1)
and shoul d present the best avail abl e description of
pl anned program and project schedul es.

b. Concurrently, Operational Requirenents Docunents (ORDs)
shoul d be prepared for each of the concepts that is to
be recommended as suitable for continuance past a
M|l estone | decision into the next phase. Paraneters
of each ORD should be tailored to the concept device
covered; (e.g., the ORD for a cruise mssile would not
contai n human engi neering paraneters for a pilot but
the ORD for an attack aircraft would; both would,
however, have the sanme maxi nrum effective range para-
meters). These ORDs are prelimnary docunents for
Ml estone |. The ORD for the successful concept should
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be refined further in the follow ng phase, and should
be subject to reapproval at each subsequent m | estone.
At this time, however, detailed perfornmance require-
ments shoul d be avoided. The level of detail used
shoul d be only sufficient to conduct an early cost and
operational effectiveness analysis (COEA) needed for
conpari sons of concepts.

C. By the end of Phase O the threat should have been
val i dated, the advantages and di sadvant ages of the nore
desirabl e concepts should be known and assessed, and
the ORD(s) and a proposed Acquisition Strategy (AS)
shoul d have been prepared. The M I estone | decision
shoul d be based on cost, schedul e and performnce
obj ecti ves assessed in conjunction with the projected
affordability constraints. The nost prom sing
concept (s) should be selected. The AS may continue two
(2) or nore concepts conpetitively through one or nore
phases.

G 2.2.2 CE objectives and issues. There are three B
control objectives for Phase 0 and the JECS CE Gate is
represented by three subgates.

Subgate CE-1 objective:

Establish, in the approved requirenment, that the
speci fied operational performance |evel of the item
will be fully achieved in its intended EME

The primary issue for Subgate CE-1 is:

Does the requirenment specify that the | evel of
oper ati onal performance demanded for the item be
achieved in the intended joint EME?

Corol lary issues are:

a. WIIl operation of the itemresult in the radiation
of significant EM in the joint EME?

b. W1l operation of the itemresult in the
i ntroduction of significant |evels of EM energy
resulting in radiation hazards that could affect
joint force personnel, ordnance, or volatile fuel
stores?
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Subgate CE-2 objecti ve:
Ensure that program and preproject planning addresses
t he organi zation responsible for E® control and
provi des arrangenents for early EME assessnent,
anal yses, and testing during devel opnent or
acqui sition.
The primary issue for Subgate CE-2 is:

Do program and preproject planning considerations
i ncl ude and address neans to ensure that the potenti al

for joint EM w Il be predicted, analyzed and tested
adequately so that effective EM control is ultimtely
attai ned?

Corol lary issues are:

a. Have preproject efforts and docunentation set
forth a clear plan for attaining EMC in the
product itenf

b. Regar dl ess of source, through devel opnment or from
commercial and NDI offerings, are the
el ectromagnetic characteristics of en ssions or
susceptibilities to be calculated or verified by
testing?

Subgat e CE-3 objective:

Ensure that significant risks of EM or EMradi ation
hazards characteristic of or inherent in each solution
presented were adequately addressed during the decision
process.

The primary issue for Subgate CE-3 is:
Were there are potential risks of Joint EM or
radi ati on hazards inherent in some sol utions proposed
for a requirenment, have the significant risks been
present ed?

Corollary issues are:
a. Has the E® data provided for use in the process of

selecting an alternative solution to the require-
ment been stated in clear ternms (e.g., decreased/
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i ncreased cost or tinme in devel opnent, etc., for a
particul ar sol ution)?

b. Do one or nore of the alternatives contenplate the
application of power levels significantly above
conventional systens? O high |evels of
transi ents?

G 2.2.3 Phase O information. TABLE G 1 identifies KD
I nformati on sources for the objective of each subgate, but shoul d
not be followed blindly. Any and all information sources should
be expl ored. Since there are nultiple objectives and issues
associated with the CE Gate it is nornmal for sone KDs to support
nore than one subgate.

TABLE G 1. Key Docunents for the CE Subgates.

Subgat e Key Docunent | nformation Sources
CE-1 STAR, ORD, EMCPP, DD1494, TEMP
CE-2 STAR, ORD, EMCPP, TEMP, SPEC, SOW CDRL
CE- 3 STAR, ORD, EMCPP, |PS

G 2.2.4 Assessing phase 0. The nature of Phase 0 is one of
transition. The bilateral requirenment for EMC established in the
IMNS during the DWN Period should now be incorporated into each of
the ORDs drafted to support various concepts. |In particular the
ORDs should carry forward a fundanental need for effective B
control, enphasizing the achievenent of all operational
performance paraneters while operating in the intended EME and
under the validated threat. As appropriate, each concept should
address significant potential risks of EM, the necessity for,
and extent of Electronic Protection (EP) features in the design,
the extent and cost of required el ectromagnetic pul se (EVP)
hardi ng neasures, the potential for radiation hazards (RADHAZ),
and the treatnment of other E® disciplines. The degree to which
these factors are recogni zed and displayed is indicative of the
extent E® is understood, and the scope of planning for E®
considerations. The assessnent being made should be to determ ne
that the issue raised for each objective is resolved favorably
for E® considerations. Each issue corresponds to a particular
gate or subgate of the JECS
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G 2.2.5 Resolving CE issues. The ideal resolution results
in suitable E* control action(s) being inplenented by the Project
O fice as soon as the PM becones aware of an E® problem The
primary issues becone resolved and the subgate objectives are
attai ned. O herw se, unresolved E® problens should be refined as
i ssues suitable for presentation at the next programreview, but
not later than the Ml estone | decision forum(or a M|l estone 11
forumwhere a formal Ml estone | and/or a Phase | are waived for
| oner level, non-major prograns). Ri sk assessnents should be
prepared for each unresol ved E* problem
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G 2.3 Phase | Starting
PROGRAM DEFI NI TI ON AND RI SK REDUCTI ON M| estone: |
( PD&RR) :
Endi ng
M| estone: 11
JECS Gate (for Mlestone Il) is PD&RR

G 2.3.1 Phase I. In Phase | the transitional activity of
t he program continues, bringing the efforts begun during Phase O,
CE, to a higher level of refinenment. Phase | enphasizes a w de
variety of analytical work which should devel op a better
under st andi ng of each potential design approach remai ni ng under
active consideration. The studies and anal ysis perfornmed shoul d
aid in identifying and reduci ng perceived risks. Oher efforts
shoul d exam ne proposed designs, searching out the cost-driving
factors inplicit in the performance requirenents that have been
establi shed. The purpose of these efforts is to determ ne where
the rising curves of costs for increased perfornance becone
severe and ultimately unaffordable. At the project |evel, the
extent of actual hardware fabrication and testing should be a
function of the degree to which the technol ogy proposed for a
design is of an advanced nature. The application of newer
technol ogy usual ly demands positive denonstration that critical
aspects of the proposed applications are feasible. By-product
data accrued shoul d al so support the trade-off anal ysis noted
earlier. The culmnation of Phase | activities at M| estone |
shoul d bring together an extensive body of refined data
descri bing the proposed design approach(es). The m | estone
deci sion should determine if continuation of a programis
warranted and, for an affirmative conclusion, should allocate a
Devel opnent Baseline. The baseline should specify revised and
refined costs, schedule, and performance objectives. A central
thrust of the Mlestone Il decision deliberations should be to
assess assurances that the item can be brought through |Iow risk
devel opnment into production in a supportable and affordable form

G 2.3.2 Phase | objectives and issues. There are two E°
control objectives for phase | and the JECS PD&RR gate is
represented by two subgates:

Subgat e PD&RR- 1 obj ecti ve:

Establish E® control and testing requirenents for
engi neeri ng devel opnent.
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The Primary issue for Subgate PD&RR-1 is:
Have requirenents for joint EM control and testing
been established for the engi neering devel opnent

effort?

Corol lary issues are:

a. Have critical EM test i|issues been defined?
b. WIl the critical test issues as stated ensure
that testing will be conducted in realistic and

representative joint EVES?
Subgat e PD&RR-2 obj ecti ve:
Det ermi ne that known or projected EM or EM radiation
probl enms of the project itemare judged resolvable in
engi neering devel opnent.
The primary issue for Subgate PD&RR-2 is:
Have known or significant projected joint EM or RADHAZ
probl enms been judged resol vabl e i n engi neering
devel opnent ?
Corollary issues are:
a. | s there an approved Devel opnental Frequency

Al l ocation for any item or conmponent which
transmts or receives EM energy?

b. Has the degree of risk associated with the above
judgnments been clearly presented in the decision
process?

C. Does the tinme duration scheduled for Test &

Eval uati on appear realistic in consideration of
t he EME?

G 2.3.3 Phase | infornmation. TABLE G2 identifies
I nformati on sources for the objective of each subgate, but shoul d

not be followed blindly. Any and all information sources should
be explored. There are multiple objectives and issues associ ated
with Phase I, and it is normal for sonme KDs to support nore than

one subgate.
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TABLE G- 2. Key Docunents for the PD&RR Subgates.

Subgat e Key Docunent | nfornmation Sources
STAR, ORD, EMCPP, DD1494, TEMP,
PDERR- 1 | PS, SPEC, SOW CDRL
STAR, ORD, EM CP/ RSMCP/ E3I AR,
PD&RR- 2 T&E Rpt, EMCPP, DD1494
G 2.3.4 Assessing phase I. Oten tailored and del eted from
t he devel opnent cycle for |ess conplex projects of |ow
technol ogi cal risk, Phase | is neverthel ess indispensable

whenever the technology planned is relatively untried, and in
general, whenever there is no clearly preferable choice anong the
concepts proposed. Test and neasurenents data from an Advanced
Devel opnment Model (ADM offers the first concrete indications of
any E® problems and the inpact of the EME on an item Two areas
of paranount JECS interest are:

a. An appreciation of the scope of the E® problens, their
realistic (risk) technical resolution, and the
affordability of acconplishnent; and, nost inportantly,

b. The project office specifications for E® control
requirenents that are to be nmet in an Engi neering
Devel opment Model (EDM), and the requirenents |aid down
to inspect, test and denonstrate the achi evenent of
effective E control

The initial manifestation of the end-product should occur in the
next phase. At that tinme, full application of designated
standards such as M L-STD- 461, M L-STD-462 and M L- STD-464 shoul d
be incorporated. The devel opnent specification prepared now for
use in Phase Il should carry positive requirenents for the
application of ML-STD-461 (or commercial equivalent) in the EDM
at the subsystem|evel and below. For additional E® control

requi renents that the EDM may need to satisfy, other standards
shoul d be consulted; e.g., bonding and groundi ng, M L-STD 1310;
addi tional EWMP requirenments, ML-STD 2169; etc. The assessnent
bei ng made for the PD&RR Gate prior to Mlestone Il seeks to
resolve one or nore E® issues for the current phase of the end-
item Each issue corresponds to a subgate of the JECS
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G 2.3.5 Resolving PD&RR issues. The ideal resolution
results in suitable E® control actions being inplenented by the
Project Office as soon as the PM becones aware of an E® problem
VWhen the primary issues becone resol ved, the subgate objectives
are attained. O herw se, unresolved E® problens shoul d be
refined as issues suitable for presentation at the next program
review, but not later than the Ml estone Il decision forum R sk
assessnments should be prepared for each unresol ved E probl em
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G2.4 Phase || Starting
ENG NEERI NG & MANUFACTURI NG M| estone: |
DEVEL OPNVENT :
( END) Endi ng
M| estone: 111
JECS Gate (for Mlestone I11) is ENMD

G 2.4.1 Engineering & manufacturing devel opnent (EMD). In
Engi neeri ng and Manufacturing Devel opnent (EMD) a program noves
forward with the nost prom sing design approach. The paper
requi renents should now be translated into the hardware of an
engi neeri ng devel opnent nodel (EDM. Through extensive testing
and eval uation, the EDM shoul d show that a stable, producible,
and cost-effective system design has resulted fromthese efforts.
A maj or devel opnent objective should be to prove that the end-
itemneets all specified requirenents and satisfies the m ssion
need by providing m ni mum acceptabl e operational performnce.
The procedures of Phase |l enphasizes an often troubl esone
endeavor in conplex technol ogical projects, the transition from
devel opnent to production. To ensure successful transition to,
and readi ness for, Full-rate Production the EMD phase as a
m ni mum shoul d demand that the manufacturing or production
process be validated. This is frequently acconplished by a Low
rate Initial Production (LRIP). Planned Devel opnent Test &
Eval uation (DT&E) continues during an LRI P through final
Techni cal and QOperation Evaluations at the Phase Il |evel for
ml|estone I1I1.

a. At the project level during EMD, the required platform
subsystem or equi pnment itemis designed, engineered,
i ntegrated, tested, and evaluated. These-activities
shoul d include the mlitarization of the design, the
start of configuration control, the devel opnent of
provi sioni ng, and general docunmentation that will be
needed | ater to support training, maintenance, repair,
installations, integrated | ogistics, and ot her
disciplines. Wth the start of the design effort, each
of the reviews (fromthe Prelimnary through the
Critical Design Review) should be closely nonitored.
Once the | atest version of the EMC Program Procedures
(EMCPP) has been pronul gated and t he EM CP/ RSMCP/ E3I AR
approved, E® control practices should be in place.
Oversight is now necessary to ensure that critical B
control neasures are not abridged when trade-offs for
ot her design considerations are proposed. As the
configuration managenent discipline is applied to the
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project item the nmechani sm of oversight is made fornal
and the probability of unexpected changes is reduced.
The efforts during EVMD shoul d produce an end-item whose
test & evaluation (T&E) supports a determ nation that
the item s operational effectiveness and suitability
are satisfactory.

G 2.4.2 EM objectives and issues. There are two E
obj ectives for Phase Il and the JECS EMD Gate is represented by
two Subgat es:

Subgate EMD-1 obj ecti ve:

Ensure that the devel opnental nodel achieves ful

operational performance levels in the intend EME
W t hout generating EM problens or unresol vabl e

RADHAZs ?

The primary issue for Subgate EMD-1 is:
Has the engi neering devel opnent nodel denonstrated that
it can achieve the required operational perfornmance
levels in the joint EME, w thout causing EM or
radi ati on hazards?

Corol l ary issues are:

a. Has operational testing denonstrated the EMC of
the itemin the joint EME?

b. Has the E® control design of the itemreached a
reali stic econom c bal ance between residual EM
protection and suppression by design, installation
measures, and techni ques?

Subgate EMD- 2 obj ecti ve:

Ensure that the E® control requirenents established for

t he production nodel will preserve the EM perfornmance

denonstrated by the approved devel opnent nodel .

The primary issue for Subgate EMD-2 is:

Have requirements for E® control and E® testing been
established for production?

Corol lary issues are:
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a. Should the item denonstrate further refinenents in
the degree of designed EMC before receiving
approval for production?

b. Have the design paraneters, including all late
engi neeri ng changes needed to achi eve the degree
of EMC denonstrated in operational testing, been
translated into a final production specification
and engi neeri ng drawi ng package?

C. s there an approved Operational Frequency
allocation for any item or conponent which
transmts or receives EM energy?

G 2.4.3 Phase Il information. TABLE G 3 identifies key
docunent information sources for the objective of each subgate,
but should not be followed blindly. The Subgates are supported
by a likely tinme-ordered set of KDs which should ordinarily
provide the information | eading to a resolution of an issue, and
thus the realization of an objective. Any and all information
sources should be explored. The EMD phase has nore KDs
associated with it than any other phase. Since there are
mul tiple objectives and i ssues associated with the EVMD Phase, it
Is normal for some KDs to support nore than one subgate.

TABLE G- 3. Key Docunents for the EMD Subgat es.

Subgat e Key Docunent | nformation Sources

EM CP/ RSMCP/ E3I AR, EM TP/ RSMI'P/ E3VP,
EM TP/ ESVR, T&E Rpt, ECP

STAR, ORD, EM TR/ E3VR, T&E Rpt, ECP,

EMD- 1

EMD- 2 EMCPP, DD1494, TEMP, |PS, SPEC SOW CDRL
G 2.4.4 Assessing phase Il. O an inportance anong phases
second to none, Phase Il has, however, only two JECS objectives.

Nevert hel ess, the dynami cs of the project activities should
provide a streamof E® concerns that should require careful E°
control engineering oversight if all potential risks are to
recei ve adequate attention. The reports of design reviews, when
avai |l abl e, make useful additional KDs when assessing problens in
this area. The overall concerns for the phase, however, should
not be obscured by the volune of information that becones
avai |l able. Fundanentally, the project item should be acceptable
if the test results denonstrate that the E* Control /EMC
Performance Requirenments are net, and the reports of operational
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tests confirmthat the item achieves its perfornmance requirenents
whil e operating in its intended EME. The EDM shoul d al so exhi bit
a condition of EMC with co-resident systens, subsystens, and

equi pnent and shoul d not, when properly installed, create
unaccept abl e radi ati on hazards. It is essential the established
E® control neasures are protected. The production specification
shoul d i ncorporate the sane requirenents for the Full-rate
Production Mddel (FPM that were attained in the EDM and LRI P.

G 2.4.5 Resolving EMD issues. The ideal resolution results
in suitable E® control actions being inplenmented by the Project
O fice as soon as the PM becones aware of an E® problem Wen
the primary issues becone resol ved, the subgate objectives are
attai ned. O herw se, unresolved E® problems shoul d be refined
as issues suitable for presentation at the next programreview,
but not later than the Mlestone Il decision forum (The
initial programreviewif an LRIP is planned). Ri sk assessnents
shoul d be prepared for each unresol ved E® probl em
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G 2.5 Phase 111 Starting
PRODUCTI ON, FI ELDI NG DEPLOYMENT M1l estone: |11
AND OPERATI ONAL SUPPORT :
( PF&OPS) Endi ng: N A

JECS Gate i s PF&OPS

G 2.5.1 Phase Ill. The authorization to continue a program
and engage in Full-rate Production (FRP) noves the project into
Phase 111, Production, Fielding/Deploynment and Operati onal

Support (PF&OPS). Production is not a sinple turn-key operation.
Bot h devel opnental and operational test and eval uation (T&E)
efforts go forward to expose potential deficiencies and defects.
If not waived as a result of simlar requirenents placed on a
LRIP, the first order of business should be conducting

Production Acceptance Tests and Eval uation (PAT&E), inspections
and denonstrations. PAT&E covers the proof and qualification of
the Full-rate Production Mddel (FPM for each requirenent of the
production specification. The PMshould nonitor these activities
to ensure that a stable and efficient production and support base
has been established, and to determ ne that the m ssion need has
been satisfied. When deficiencies and defects are di scovered,

sui tabl e engi neeri ng changes shoul d be devel oped, incorporated,
and tested to ensure that correction is effectively acconplished.

No acquisition cycle mlestone marks the end of Phase |11
Wth the delivery and acceptance of the first serial copy,
fol |l owi ng approval of PAT&E, operational support (OPS) begins.
Operational support consists of nonitoring the quality, safety,
and supportability of the itemfor conditions which require
positive corrective action if the useful life and m ssion need
are to be fulfilled and rmai ntained. The effects of aging on
capability should be considered. Phase Ill continues until the
itemis renmoved frominventory.

G 2.5.2 Phase IIl objective and issues. There are two E
control objectives for Phase Ill and the JECS PF&OPS gat e.

Subgat e PF&OPS-1 obj ecti ve:

Ensure through testing that the production nodel neets
all E® control requirements established for it.

The primary issue for subgate PF&OPS-1 is:

Does the production nodel nmeet all E® control
requi renents established for the production nodel ?
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Corollary issue is:

Does the Production Mbdel denonstrate a degree of EMC
equal to or greater than that exhibited by the approved
engi neeri ng devel opnent nodel ?

Subgat e PF&OPS- 2 obj ecti ve:

Ensure that docunentation supporting redevel opnment or
upgradi ng of an itemincorporates the E control

requi rements needed to correct any existing E problens
of the current item

The primary issue for subgate PF&OPS-2 is:

Has the docunentation of reprocurenent, redevel opnent,
and upgradi ng proposal s addressed and i ncorporated EM
and radi ati on hazard control requirenments necessary for
the correction of existing EM and radi ati on hazards?

G 2.5.3 Phase 11l information. TABLE 1 identifies a |ist
of KD information sources for Phase IIl, but should not be
followed blindly. Any and all information sources should be
expl or ed.

G 2.5.4 Assessing phase Ill. The initial interest for
Phase 111 is to ensure that an early serial copy of the item
preferably the first, is effectively tested to denonstrate that
it meets the specified E® control/EMC performance requirenents.
This action should be conpl eted before any ot her copies of the
itemare accepted. The PAT&E are a comon and ideal opportunity
for this. A First Article inspection on sone contracts is
simlarly a useful event. The necessity to performsuch tests
stenms fromthe circunstance that the production version of an
itemis intentionally not identical to the EDM version. The EDM
was essentially a hand-nmade nodel, crafted and constructed to
meet design requirenents. The choice of parts and materials, and
the use of processes may not have been ideal fromthe production
standpoint. On a nmass basis, the result would be a cunbersone
and hi gh-cost production line yielding an expensi ve product even
in large lots. Consequently, fabrication techniques and
processes shoul d have been reengineered to obtain the sanme
characteristics as the EDMin the FPMwi th the advant ages of
af fordabl e production |ine practices and skills. The ability of
the FPMto replicate the E® control achievements of the EDM
shoul d be denonstrated. A related aspect of the FPM which wll,
on occasion, recur throughout the production run is the oversight
of engi neering change proposals (ECPs) to effect inprovenents on
the item
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The JECS net hodol ogy is fundanentally different during OPS.
JECS OPS subgate is nornmally open rather than normally cl osed.
Once an unsatisfactory E® condition is confirmed, the OPS subgate
cl oses and remains closed until the condition is corrected. JECS
OPS subgate starts with the gate considered as bei ng open,
starting with a condition that the EMC design is adequate to have
elicited a favorabl e decision for acceptance at the PAT&E project
M| estone. The OPS subgate remains open until an E® deficiency
is discovered. In the former case, the preparation, approval and
i npl enentati on of changes to restore EMC would be required to
reopen the subgate. Two variations of this case occur:

a. When a production line is still in operation corrective
actions are necessary to affect both item serial copies
yet to be accepted, and item serial copies already
delivered. An approved engi neering change proposal
(ECP) usually should be sufficient to cover undelivered
and future copies. However, for itens already
del i vered/ depl oyed sone form of change package will be
needed with which to nodify the hardware. Variously
call ed Material Change Kits, Field Changes, etc. by the
Servi ces, the common purpose is the corrective
nodi fication of a hardware item in this case to
restore EMC. Such packages shoul d be based on the
factory ECP.

b. When no production contract exists for the itemthe
creation of a change package is an independent effort,
but can be nonitored and managed as a | atent ECP
(maintained in the configuration control records for
i npl enent ati on should an additional production be
aut hori zed) .

G 2.5.5 Reprocurenent. In a sinple reprocurenent, the
project reinitiates at Mlestone IIl. During an assessnent of a
program and its hardware, an update of the requirenent(s) nay be
ordered before proceeding; then reentry after Mlestone Il is

probable. Wth variations due to the conplexity or the

i ntroduction of new technol ogy, the redevel opnent m ght be pushed
back to entry followwng Mlestone I. The assessnent bei ng made
shoul d seek to resolve the issue about the end-itemfor the

ci rcunst ances that prevail

G 2.5.6 Resolving PF&OPS issues. The ideal resolution
results in suitable E® control actions being inplenented by the
Project Ofice as soon as the PM becones aware of an E® probl em
Wen the primary issue becones resol ved, the gate objective is
attai ned. O herw se, unresolved E® probl em statenents shoul d be
refined as issues suitable for presentation at the next program
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review, but not |ater than the decision to approve and accept the
results of PAT&E for the project item

G 3 Evaluation guides. The assessnment of a project for
JECS shoul d be acconplished by eval uati ng program docunentati on.
The foll owm ng paragraphs present eval uation guides that covers
the 45 key docunents listed in TABLE 1 of Section 10. There are
15 eval uation gui des, one for each type of docunent. A standard
format is used for these guides, the initial item being an
organi zati onal description of the docunent. Next, a discussion
of the docunent is provided to place it in perspective of the
acqui sition phase(s) in which its receipt is expected. Each
guide is conpleted with a series of E® control considerations
which are usually stated as questions. Because of the variety of
projects which may require assessnent, not all questions wll be
appropriate. Also, no attenpt was made to field an exhaustive
list of questions. Efforts of the evaluator to find answers for
t hese questions should surface new questions pertinent to the
pecul i ar circunmstances of the requirenent or project. The
experi ence, education, and know edge of the eval uator, together
with his/her research into potential and actual E® problens,
shoul d afford the insight necessary to formulate critical
statenents of issue(s). For organizational purposes, each
eval uation guide is begun on a new page.
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EVALUATI ON GUI DE

Key Docunent: Prep'd in For Use in
Phase: Phase:
One-time Preparation

G3.1 MSSION NEEDS STATEMENT DIVN 0
( MN\S)

G 3.1.1 Description. The Mssion Need Statenment (M\S) is
the first required DoD acquisition docunent and should be limted
to five pages. The MNS is mssion-oriented. The MS shoul d
enphasi ze what is to be done and avoid specifying howit is to be
acconplished. Its contents should be organized into five
sections, each covering a required aspect of the proposed new
start. A MNS may denmand a new capability or pursue a significant
i nprovenent in either the operational or cost effectiveness of
existing itenms, or both.

a. Def ense pl anni ng gqui dance elenent. Section 1 should
Identify the objective or that portion of the Defense
Pl anni ng Gui dance to which the M\S responds.

b. M ssion and threat analyses. Section 2 should define
the need in terns of the m ssion and objectives of the
originator and should identify the threats to which
this need responds. This identification should be in
ternms of validated threats recognized in intelligence
anal yses. Known El ectronic Counter-neasures (ECM
capabilities of probable threat forces should be noted.

C. Nonmaterial alternatives. Section 3 should contain a
di scussion and analysis of the inability of making
changes in doctrine, operating concepts, tactics,
organi zation, or training to satisfy the need.

d. Potential material alternatives. Section 4 should
Identify any potential inter-Service or Allied systens,
prograns, devel opnents, or potential cooperation or
I nterest which mght resolve the need. These avenues
shoul d not to be evaluated in the discussion.

e. Constraints. The final Section should cover an
extensive array of interface, standardi zation, support
requi renents, and other inpacts and considerations
whi ch may apply. This should include the operational
environnment. A Mninmum statenent of bilateral need for
EMC shoul d be included here.
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G 3.1.2 Perspective. Any DoD Conponent may originate a
proposed MNS. Wien a need is identified and the MNS is prepared,
it should be forwarded to the validating authority. The majority
of itens acquired for the DoD are obtained by the MLDEPs who
al so do nost of the devel opnent work. The appropriate validating
authority should be determ ned by the ACAT | evel anticipated
necessary to fulfill the MNS. |If it appears that the ACAT | evel
required will be an ACAT I, the proposed MNS shoul d be forwarded
to the JROC for validation. The appropriate M LDEP vali dates
ACAT Il and Il prograns.

G 3.1.3 E: control considerations:

a. Does the MNS by direct statenments, or by an aggregation
of E® conponent concerns (for EMC, Spectrum
suitability, Electronic Protection (EP),

El ectromagnetic Pul se (EMP) hardness, radiation hazard,
etc.) establish that the itemw Il neet al

performance requirenments while operating in the

i ntended EM environnent, and that it will neither
degrade nor suffer degradation fromEM ?

b. WIl the required itemgenerate or emt EM energy at
significant power |evels?

C. Is there a potential that the EMenergy emtted wll
constitute a hazard to personnel? ordnance? volatile
fuel s?

d. If emtted |evels of EMenergy are high, is there

potential for EM to cause nmal functions in control
systens of other electronic or electro-nmechanical
devi ces?

e. Do the victimsubsystens of d. include the equi pnent
conmponents of Joint forces? Civil facilities?
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EVALUATI ON GUI DE

Key Docunent: Prep'd in For Use in
Phase: Phase:

Iterative Preparation

G 3.2 APPLI| CATI ON FOR FREQUENCY

ALLOCATI ON DIVN 0
Stages 1 through 4 0 I
DD FORM 1494 : :

G 3.2.1 Description. Allocations are required for al
equi pnent which intentionally transmts or receives
el ectromagnetic energy. Such equi pnent is commonly called
t el ecomruni cati ons or comruni cati on-el ectroni ¢ equi pnent.
Al l ocations are certified and approved in four |evels designated
as Stages 1 through 4. These stages are al so respectively naned
Conceptual, Experinental, Devel opnental, and Operational, and
correspond to Phases O through Ill. As shown in the title block
above, their approval is due for the mlestones listed. An
application for a Frequency Allocation is prepared on DD Form
1494. The form has six sections of one page or |ess each:

a. DoD general information.

b. Transm tter equi pnent characteristics.

C. Recei ver equi pnent characteristics.

d. Ant enna equi pnent characteristics.

e. Nat i onal Tel econmuni cations & I nformation Agency (NTIA)

general information.
f. Forei gn coordi nati on general information.

The sections to be conpleted are those appropriate to the

equi pnent. The level of detail to which the form nust be

conpl eted and the depth and accuracy of the information provided

i ncreases and becones nore denmandi ng at each hi gher stage.
Cal cul ated data will suffice for Stages 1 and 2, however nost
data in Stage 3 and all in Stage 4 should be neasured. DoDD
4650. 1, the NTIA Manual, and the appropriate choice fromanong AR
5-12, OPNAVI NST 2400.20 and AFMAN 33-120 provide specific

gui dance in conpleting the form
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G 3.2.2 Perspective.

a.

General. The purpose of a frequency allocation
application in general is to: (1) Confirmthat the
spectrumw || be able to accommpdate the item and (2)
elicit guidance fromthe MIlitary Conmunications

El ectronic Board (MCEB) pertaining to the devel opnent
of the itemin such a manner as to achi eve acceptabl e
EMC in the item s intended operational EME. Frequency
all ocation applications should be submtted as early as
practical in the devel opnent cycle, and updated
whenever significant changes are nade in the itenls
techni cal (electronic) characteristics or planned
operational use. Not every devel opnental itemis
required to go formally through all phases of the

devel opnent cycle. Consequently, sone projects wll

not have approved frequency allocations for Stages 1
and 2 of the devel opnent cycle. DoDD 4650.1, however,
requi res frequency allocation applications be submtted
and approved before assum ng contractual obligations
for the engi neering and manufacturing devel opnent,
production or procurenment of conmuni cations-el ectronics
equi pnent. This requires a frequency allocation
application be submtted and approved for the next

st age/ phase of devel opnent before that phase can be
started. Hence frequency allocation applications for

t he applicabl e stages shoul d be approved by the

M | estone review of the prior phase.

Stage 1. An application for a Stage 1 (Conceptual)
Frequency All ocation serves to initiate an exam nation
of the request at the earliest possible tinme in order
to isolate those proposals which may result in actua
inconpatibilities or be contrary to the regul ati ons of
radi o services permtted in the frequency band in
questi on.

(1) Tineliness in subm ssion affords a greater
opportunity to exam ne carefully the potential for
EM i nteractions between existing equi pnent that
are current band occupants, and the proposed
addi tional user.

(2) The examination for potential E® degradations
resulting fromeither existing or new spectrum
users is becom ng increasingly inportant because
of the new, conplex and sophisticated types of
nodul ati ons being applied, along with the general
crowdi ng of the spectrum \When a request is not
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in accordance with the functions/uses permtted by
the 1 TU and National Tables of Frequency

Al | ocations the subm ssion of extensive anal yses
may be necessary in order to support a specific
request, and even then, the potential for
accept abl e or unacceptabl e operation in a band by
multiple and differing users may be indeterm nate.
Final proof by testing may be the only effective
means to denonstrate a concl usive answer. A
limted allocation, for testing sufficiently to
obtain a final resolution of the scope of EM
interference, may be the only alternative short of
flat rejection of the allocation request.

(3) There is an unfortunate tendency to ignore the
Stage 1 allocation. It is appropriate to request
this authorization as soon in the formulation
process as it is recognized that the capability
sought may have E* and spectrum consi derati ons.

The MNS format, however, stresses capability

w t hout solution and is approved at M| estone O
before the solution of choice is manifested in a
formal requirements statement. To default on this
prerequisite allocation request until a Stage 2
(Experinental) allocation is needed, however, is
an unwi se step. Should a serious inconpatibility
have been postul ated or have energed by the tine a
del ayed request is finally forwarded and revi ewed,
t he consequence could be the | oss of resources

i nprudently commtted earlier or the additional
cost of physically noving equi pnent or changi ng
frequenci es of the once-isolated victins. It
shoul d be clear that the Conceptual Allocation is
cheap i nsurance; the return is a bench mark for an
uni npeded devel opnent and an agreenent in
principle that future use of the spectrum as
proposed is anticipated to be an acceptable
appl i cation.

Stage 2. An approved Experinental Frequency Allocation
Application (Stage 2) is required to ensure there is
frequency support for the item This application also
provi des a basis for the coordination of necessary
prototype testing. |In addition to updating those itens
provided in the previous phase, all applicable data
itenms should be entered as conpletely and accurately as
possible. |If there are alternative approaches under
consi deration, separate frequency allocation
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applications should be submtted with a notation of the
relati onship between the systens indicated in the
appropriate block. Mnor variations, however, my be
shown as alternatives on a single application.

Stage 3. An approved Devel opnental Frequency

Al l ocation Application (Stage 3) is required to ensure
there is frequency support for the item This
application also provides a basis for the coordination
of any needed prototype testing. In addition to
updating those itens provided in previous phases, al
appl i cabl e data should be entered as conpletely and
accurately as possible. Mst of the data at this stage
shoul d have been derived from neasurenents. |If there
are still alternative approaches under consideration,
separate frequency allocations should be submtted with
a notation of the relationship between the itens
indicated in the appropriate block. Mnor variations,
however, may be shown as alternatives on a single
application. No funds are to be obligated in Phase |
for devel opnental hardware until a Stage 3

Devel opnental Frequency Allocation is approved.

Stage 4. An approved Operational Frequency Allocation
Application is required at Mlestone Il to ensure
there is frequency support for the item At this stage
estimated, projected or predicted data is no | onger
acceptable. Measured data is required and DD Form 1494
shoul d be conpleted with final data. Funds are not to
be obligated in Phase Ill, PF&OPS, until a Stage 4

Al l ocation is approved.

G 3.2.3 E: control considerations.

a.

Has the followi ng m ninumdata (by cal cul ati on or
estimation if necessary for Stages 1 or 2) been
supplied on DD Form 1494?

(1) Under Ceneral Information:
(a) System nonencl ature.
(b) System conponent rel ationshi ps and
i dentification.
(c) Relationship of other J/F 12 nos. and
repl acenent information.
(2) Under Transm tter Equi pnent Characteristics:
(a) Tuning range.
(b) Power.
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(c) Spurious em ssion |evels.
(d) Modul ation technique.
(3) Under Receiver Equi pnent Characteristics:
(a) Tuning range.
(b) Power.
(c) Sensitivity.
(d) Modul ation technique.
(4) Under Antenna Equi pnent Characteristics:
(a) Type.
(b) @Gain.
(c) Beam dth.
(5) Under NTIA General Information:
(a) Purpose of system and operational concepts.
(b) Systemrelationships and essentially.

Has t he cogni zant spectrum managenent office(s) been
consul t ed?

What radi o services or nmmjor joint teleconmunications
systens are planned or already exist in the selected
bands?

Are there inherent E® problens for the frequency
band(s) sel ected?

Are alternate frequency band(s) avail abl e?

What technical anal ysis or band-sharing studies should
be acconplished to support consideration for the
sel ection of other frequency bands?

Should a different frequency band be sel ected?

Has neasured data been provided for all appropriate
data fields?

(1) Is the data consistent and unanbi guous? |Is there
sufficient detail to understand the system its
i ntended usage and pl anned depl oynent both during
devel opnent and testing, and in its intended
oper ati onal EM environnent ?

(2) Have all entries of unclear neaning been expl ai ned
in the remarks section?

(3) Have system conmponents and their rel ationships
been identified?

(4) Have the relationships with other J/F 12
al l ocations and repl acenent information been
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provi ded?
s the allocation application responsive to guidance
provi ded by the MCEB on earlier stage allocation

appl i cations?

s the neasured data cl ose enough to previous estinmated
and cal cul ated values to validate previous E® anal yses?

Do the measured paraneters suggest any unantici pated E°
pr obl ens?

Does the information supplied on DD Form 1494 verify
resol ution of any earlier predicted E® problens?

Do devel opnment item paraneters need nodification to

achi eve EMC on a Force Level or joint operational
basi s?
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EVALUATI ON GUI DE

Key Docunent: Prep'd in For Use at
Phase: M | est ones:
I[terative Preparation

G 3.3 SYSTEM THREAT ASSESSMENT
REPORT (STAR)

- = O

G 3.3.1 Description. The System Threat Assessnent Report
(STAR) is an iterative docunent first prepared during phase O
CE, for use at Mlestone 1. The STAR is the basic source of
intelligence information for a requirenent. It should provide an
assessnent of the threat which confronts the situation addressed
by the MNS. The STAR is devel oped and refined, and when finally
val i dated, becones the authoritative threat assessnent for the
Oper ati onal Requi renents Docunment (ORD). Each STAR prepared is a
threat assessnent tailored for and dedicated to a particular
program The initial version of a STAR is subsequently updated
at each Ml estone. The updated reports should becone the primary
threat reference for each correspondi ng update of the ORD. The
format of the STAR should open with an executive summary and
continue with the follow ng features:

a. An introduction sunmarizing the MNS.

b. A description of the systenmitem which the program
supports. This should detail the elenents of the ORD
i ncl udi ng performance characteristics and paraneters.
Pertinent technol ogi es should al so be discussed.

C. An overview of the threat environnent should be
presented together with doctrine and tactics.

d. When useful, potential targets should be descri bed,
profiled and di scussed, including physical
characteristics, Command Control (C), order of battle
and organi zati ons.

e. A system specific assessnent of the threat should be
presented starting with the initial operational
capability (10C) and projecting through ten years of
service life.
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f. A reactive threat appreciation should be presented | ast
to suggest the interaction(s) to be expected between
the itemand the threat.

Appendi ces shoul d be used to suppl enent the main docunent as
necessary.

G 3.3.2 Perspective. O the key docunents |listed in TABLE
1, the STARis unique in several ways. The STAR is not a program
docunent nor is it prepared within the acquisition arena. It is
prepared for the PMrather than by him and is read nore to
obtain informati on useful for an understandi ng of other docunents
than it is for its own sake. This is particularly the case where
an ORD seeks a device to provide a technical counterneasure
havi ng a deceptive response rather than one that is a disruptive
or destructive force. Nevertheless the STAR should pass critica
review, especially if the intelligence is very new and if the
source of information is limted to a single neans of collection.

a. The update prepared during Phase | in anticipation of
Ml estone Il should have the benefit of not only having
additional data collected, but nore inportantly of
el apsed tinme during which the body of available refined
intelligence has grown.

b. Fol | ow ng the PAT&E project m |l estone there should be a
gradual decline in production & deploynent activity.
Should a fundanental dissatisfaction occur with the
item produced, for any one of a nunber of reasons, a
revi ew can be schedul ed to exam ne the situation. The
initial part of such an exam nation would be to review
the ORD to ensure that the stated requirenent reflects
the true and current need. Consequently, it would al so
be necessary to take a simlar | ook at the threat as
stated by the correspondi ng version of the STAR

G 3.3.3 E control considerations. The JECS eval uation
provides the PMw th observations on the STAR for his
information, not wth actions or recommendations for his
response. The evaluation report in this case should be like a
second opinion on the Threat. There are a nunber of fundanental
points to be exam ned, generally as well as specifically:

a. s the intelligence upon which the STAR is based
current? Is it still tinmely?
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| s the assessnent essentially based on intelligence
froma single source? On nultiple sources, but all of
the sanme type (e.g., all Electronics Intelligence
(ELINT) intercepts fromsatellites)? On repeated
observations of nultiple sources?

s the assessnent prelimnary and rel eased before a
full technical analysis can be nade avail abl e?

Are all paraneters presented in the STAR based on

val ues intercepted and neasurable fromthe source used,
or are itens m ssing given values representative of

t hose observed in the designs of simlar equipnent in
ol der intelligence data?

If the available information is neager, are the
capabilities inferred on the basis of paranetric
characteristics observed, the only realistic
possibilities?

If there are separate intelligence assessnents

avai lable frommrultiple agencies, are the concl usions
reached separately in general agreenment? Are there

i ndi cations of differences that would have a critical
i npact on the ORD?

Are there critical elenments of information yet to be
coll ected? Has appropriate prioritization been applied
to collection tasking?

Has the hardware targeted or resisted by the project
i tem been upgraded?
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EVALUATI ON GUI DE

Key Docunent: Prep'd in For Use at
Phase: M | est ones:
I[terative Preparation

G 3.4 OPERATI ONAL REQUI REMENTS
DOCUVENT
(ORD)

- = O

G 3.4.1 Description. The Operational Requirenments Docunent
(ORD) expands the MNS froma limted statenent of need into a
conpr ehensi ve statenent of m nimum performance requirenents
expected of a particular conceptual solution. The initial ORDis
prepared to support the nost suitable concept, judged on the
basis of operational effectiveness analysis perfornmed in the
Concept Study efforts of Phase O An ORD should contain the
foll ow ng ei ght sections:

a. CGeneral description of the desired operational
capability. Section 1 should include a summary of the
M\S as | ast refined.

b. Threat. Section 2 should present a sunmari zed
description of the validated intelligence threat using
the STAR as the source. The known El ectronic
Count erneasures (ECM capability of a potential eneny
to conduct effective Electronic Warfare utilizing neans
for which current systens have no effective Electronic
Protection (EP) is to be indicated in Section 2.

C. Shortcom ngs of existing systems. |If there are
significant E® problems with a current systemthat is
to be replaced, it should be reported in Section 3.

d. Capabilities required. The subject of Section 4 should
be organized into three second-|evel subparagraphs:
System Per formance, Logistics & Readiness, and Critical
System Characteristics. Sone of the nore inportant E®
consi derations and control neasures should be included
under the third subheadi ng, such as EMC, spectrum
managenent and EMP effects.
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e. I ntegrated Logistics Support (ILS) is another Section
wi t h subdi vi si ons. However, none of the five sub-
di vi si ons concerns E°.

f. I nfrastructure Support and Interoperability, Section 6,
has five subdivisions. The first is Command, Control,
Communi cations & Intelligence (Cl) and requires
specific coverage for a nunber of aspects on this
subject. Anti-jamm ng requirenents should be |isted
and, as a result, pernmit a third place in which E®
Control considerations (for EP) are acceptable in an

ORD
g. Force Structure.
h. Schedul e Consi der ati ons.

There is no limtation placed on the Iength of ORDs. The
preference of the Services in the past has been fromthree to ten
pages for docunents acconplishing a simlar purpose.

G 3.4.2 Perspective. An ORDis first prepared during Phase
O, CEE At this time there is no program established, only a
need. The ORD s originator is usually the potential user or his
representative, manifested as an official/cognizant office on the
headquarters staff of the interested DoD Conponent. For the nost
part, this is an office of a Service staff, and the sane office
t hat sponsored the M\S.

a. The M| estone 0 decision which approved the MNS al so
directed conceptual studies for potential neans by
whi ch the need m ght be satisfied. The studies should
include a variety of anal yses which should be perforned
i n-house, with the assistance of systens conmand
staffs, at Service |aboratories, and through contrac-
tual support. In this phase, critical system charac-
teristics and affordability becone issues in the
deci sion process. The polices and procedures of DoD
are such that, while m ni num acceptabl e requirenents
shoul d be established for all systemcapabilities
necessary to satisfy the M ssion Need, the process of
establishing an ORD shoul d be an evol utionary one.
Det ai | ed perfornmance requirenents and mandat ory
delivery dates should be avoided in the ORD that is
prepared in Phase 0. If refinenents are carried too
far in Phase 0, then the opportunity over the next
phase to identify cost drivers, analyze design

G 34



M L- HDBK- 237B
APPENDI X G

approaches as functions of variations in risk, and to
recogni ze cost, schedul e, and performance trade-offs
could be lost. The ORD devel oped, approved, and
validated for Mlestone | is thus a first iteration.
Over the duration of Phase |, PD&RR, as the results of
t he anal yses becone avail able, the ORD shoul d agai n be
refined. As a practical matter these procedures are
applicable to the requirenents whose scope and
significance identify themas the |ikely precursors of

ACAT | and Il level progranms or that will otherw se
need to follow the path of a full acquisition through
Phase |I. For the nore sinple requirenents, the utility

of an exhaustive iteration of the ORD should be of |ess
potential benefit.

Si gni fi cant changes to an ORD i s possible when a clear
preference in the selection of concepts is not
established. Should this be the case, a separate ORD
shoul d be required for each concept that is to continue
beyond M| estone |I. The existence of nultiple ORDs
shoul d continue until a preference is established.

A conplication in program structure may occur when an
Acqui sition Strategy involves a conpetitive devel op-
ment. However, unless this circunstance is also a
consideration, the final ORD may have been establish-
ed, and changes to it are not an issue.

When a program reaches Phase |1, EMD, the ORDis
normal ly a mature docunment that has reached its
ultimate state of refinenment. However if conpetitive
devel opnment s, using separate ORDs, have been authorized
t hrough Phase 11, selection of the preferred concept
and final ORDwill still remain as an outstandi ng i ssue
Wi th separate devel opnents continuing until a fina
decision at Ml estone |11

One reason for delaying conpletion of an ORD m ght be
an Acquisition Strategy seeking to satisfy a MS

t hrough the application of commercial or NDI hardware
whi ch plans on selecting a winner by a conpetitive
test-off. A winner, acceptably close to satisfying the
requi renents, may still need m nor changes in the ORD
to qualify.

Fol l owi ng the PAT&E project mlestone there is a
gradual decline of production and depl oynent activity.
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If there is a fundanental dissatisfaction with the item
produced, for any one of a nunber of reasons, a review
can be scheduled to exam ne the situation. The initial
part of such an exam nation should be to review the ORD
to confirmthe requirenent(s) stated reflects the true
and current need. Consequently, it may al so be
necessary to examne the threat as stated by the
correspondi ng version of the STAR

G 3.4.3 E: control considerations.

a.

In the description of the need, is the concept and
description of the environnment, forces, and operations
stated clearly so that a realistic EME can be
predi ct ed?

In the Threat section, is the potential of an eneny
jamm ng capability and the technical sophistication of
his jammers referenced in intelligence source
docunents? Are the paraneters specified for which the
EP is to counter?

Are existing E® Control deficiencies, noted in the MS
carried forward into this current document?

Is a fundanental bilateral need for effective EMC
stated in the ORD, i.e., does the concept demand t hat
all performance requirenents be net while operating in
the intended EME, and is the itemto operate w thout
suffering or causing degradation by EM?

In the concept, are there to be high levels of radiated
EM ener gy whi ch suggest possible inter-platformE
concerns, particularly for joint platforns?

Do significantly different E® Control considerations
exi st anong alternative solutions for achieving the
requi renents? Are they highlighted and contrasted in
the current docunment?

Does the Forces section include Joint Service Forces
that nmay contributed to the EME?

In addition to types, what equi pnent density is

associated with this force | evel (nunbers of sane
equi pnent types)?
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EVALUATI ON GUI DE

Key Docunent: Prep'd in For Use at
Phase: M | est ones:
Iterative Preparation

G 3.5 | NTEGRATED PROGRAM SUMVARY
( LPS)

0
I
I

G 3.5.1 Description. The preparation of two standard
i nformation di spl ay docunents, the Integrated Program Sumrary
(I'PS) prepared by the PM and the Integrated Program Assessnent
(I'PA), prepared for ACAT ID Prograns, by the cogni zant Defense
Acqui sition Board (DAB) Committee, should be required starting
with Mlestone I. For other ACATs, the staff supporting the DoD
Conmponent Acqui sition Executive (AE), or supporting the official
del egated MDA, should prepare the IPA. The | PA uses the sane
outline of content used in the IPS:

a. Program Execution Status is presented in Section 1. A
description should be given show ng how the exit
criteria, set forth by decisions at the previous
M | estone, have been satisfied. Those exit criteria
becane the objectives for the phase now endi ng.

Program schedul es, performance achi eved, funding,
current budget, major costs and performance trade-offs,
etc. should round out this Section.

b. Threat highlights and i nadequaci es of current systens
shoul d be presented in Section 2.

C. Section 3 covers alternatives consi dered and
considerations resulting in their injection.

d. Section 4 should describe the nost prom sing
alternative.

e. The Acquisition Strategy sel ected should be summari zed
in Section 5.

f. Cost drivers and major trade-offs should be the subject
of Section 6.

g. Ri sk assessnents and plans for their reduction should
be presented in Section 7.
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h. Section 8 should address affordability of the sel ected
alternative in terns of the overall plans of the DoD
Conponent sponsor.

i Section 9 should contain recomendations to be
consi dered by the MDA, including whether to proceed
into the next phase.

G 3.5.2 Perspective. The IPS is usually the docunent
preferred as a Key Docunent since its contents reflect the
perspective of the prime expert on the program the PM The | PA
is a useful Additional Docunent (ADDOC), if available on a tinely
basis. The JECS eval uator should be required not only to provide
i ssues concerning the satisfaction of the phase objectives for
the current phase now ending, but also to recommend exit criteria
for the i mediate nilestone up for review. For E® control
consi derations, the appropriate input for new exit criteria
shoul d be the JECS objective(s) for the Phase into which the
Programw || be approved to enter. The central programissue(s)
shoul d be carefully prepared and wll vary as the devel opnent and
acqui sition proceeds.

a. At the end of Phase 0, the issues of particul ar
interest at a Mlestone | review should be the progress
made in the selection of the nost suitable alternative
concept and the results of studies and anal yses for the
concepts under consideration.

b. At the end of Phase I, the issues of particul ar
interest at a Mlestone Il review should be the
progress made by the programsince M| estone |; the
results of early T&E;, for the nost prom sing design
concept, identity of those conponents requiring sonme
devel opnent and the background, with analysis, as to
why existing mlitary NDIs or commercial itens cannot

be enpl oyed.
C. At the end of Phase Il, the issues of particular
interest at a Mlestone Ill review should be the

progress nade in the devel opnent, the project's
readi ness for production and, nost inportantly, the
results of T&E
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G 3.5.3 E: control considerations.

a.

I s a fundanental bilateral need for effective EMC
stated in the requirenents statenent?

(1) That the itemis to neet all performance
requi renents while operating in the intended EVE?
(2) That the itemw |l not degrade nor suffer
degradation fromEM ?

Are E® control deficiencies in current systens noted in
the ORD or otherw se docunented, carried forward into
the IPS for resolution, and is there confidence that
they will be resol ved?

WIl there be high levels of radiated EM energy which
suggest possible inter-platformconcerns, particularly
joint platforns?

(1) Have analysis investigated this potential?

(2) Has T&E investigated this potential?

(3) Has Qperational Test & Evaluation (OT&E)
investigated this potential ?

E® control objectives for each phase were presented
with their fundanmental issues. Sonme of these may have
been sel ected at the previous M| estone as exit
criteria. Have these issues received adequate
attention in the current 1PS/IPA to ensure E control
objectives will be net?
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EVALUATI ON GU DE

Key Docunent : Prep'd in For Use in
Phase: Phase:
Iterative Preparation
G 3.6 TEST & EVALUATI ON MASTER 0 |
PLAN | Il
( TEMP) |1 111

G 3.6.1 Description. The Test & Evaluation Master Pl an
(TEMP) is the nost fundanmental of the Defense program docunents.
A TEMP should be required for all ACAT I & Il prograns, and the
initial edition should be available at the first occurring
mlestone (formally or not). Subsequently, at each succeeding
m | estone and annually on projects whose phases are significantly
| onger than a year, a revision should be required updating,
revising, and correcting earlier information and pl ans.

a. The TEMP shoul d describe the itemto be acquired and
t he expected system characteristics, define and
establish test objectives and critical issues, assign
responsibilities, identify resources, and present
schedul es for test and evaluation. Test resource
requi renents should be addressed in the TEMP along with
an anal ysis of inpedinents, plans to correct test
resource limtations, and a |listing of approved
eval uation criteria.

b. The Format for a TEMP is prescribed in DoD 5000. 2-R
The docunent has five parts:

(1) Part | should contain the m ssion, threat
assessnment capsule, list of m ninum acceptabl e
operational requirenents, system description, and
critical technical paraneters.

(2) Part Il should be an integrated test program
summary.

(3) An overview of all DT&E should be presented as
Part 111, including a listing of all DT&E

conducted to date, planned future DT&E and live
fire T&E when required.
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(4) Simlarly, Part 1V should present an overvi ew of
all OT&E, a list of critical test issues, a
listing of all OT&E conducted to date, and pl anned
OT&E renmai ni ng.

(5) Part V should present a detailed T&E resource
sunmary.

C. Whereas the TEMP is an overall planning and scheduling
docunent, the actual conduct of devel opnental and
operational tests are specified in their respective
detailed test procedures. The TEMP shoul d not exceed
30 pages, but the three required appendi ces and any
annexes deened essential by the DoD conponent are not
included in this page limt.

G 3.6.2 Perspective. O the fifteen types of KDs, twelve
pertain to what an itemis to achieve (the requirenents), two
report test results, but only the TEMP addresses the critical
aspects of how the item perfornmed or should have perfornmed. The
degree of influence a TEMP has in securing a desirable decision
for E® Control requirenents is a function of the Critica
Operational Issues found in Part 1V of the TEMP. These
statenents, covering itens of the highest concern, are usually
phrased as questions and are established in the TEMP in order to
facilitate evaluation of operational effectiveness and
operational suitability. The derived corollary issues of JECS
may be a useful source of critical operational issues for B
concerns, and their insertion in the TEMP is recommended during
the JECS review process of the initial draft TEWM.

a. A TEMP initiated for Ml estone | should control al
DT&E and OT&E and shoul d al so control Foll ow on Test
and Evaluation (FOT&E). Major changes in program
requi renents, schedul es, or funding should be
accommodat ed as routine updates of the TEMP later in
the life of the program The TEMP shoul d be updated at
| east annually to ensure that T&E requirenents are
current.

b. A TEMP initiated for Mlestone Il or an existing TEMP
whi ch during Phase | becones overtaken by najor events
and changes, can be prepared/updated for approval at
Ml estone IlI. The major portion of DT&E and OT&E t hat
can be realistically scheduled, can still be acconmo-
dated since little DT&E and al nost no OT&E is ever
acconpl i shed during Phase |I. Phase Il efforts should
ensure that the conpleted T&E will support a decision
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for project transition into Full-rate Production (FRP)
at Mlestone IlIl. The goal of EMD testing is to
confirmthat all significant design problens have been
identified; that solutions to these problens are
avai l able; and that the itemis effective and suitable
for its designed use. To acconplish this goal a series
of tests in both DI&E and OT&E nay be appropriate. The
EMD i tem hardware should be in the formof either an
EDM or prototype and preproduction qualification
testing i s appropriate.

The final elenent of DT&E in EMD should be a forma
techni cal eval uation of representative hardware and
val i dated software. The final elenent of OT&E during
EMD shoul d be a formal operational eval uation,
conduct ed usi ng production-representative hardware,
val i dated software, and mai nt enance and support

equi pnent pl anned for operational use.

In those instances when nore extensive testing is
necessary prior to making a commtnment for FRP, a

deci sion may be nade to start LRIP in an extended Phase
1. Additional testing should be performed on these
production nodels. A Mlestone IIl decision to enter
FRP should only occur after additional testing (both
DT&E and OT&E) establishes confidence in the item

desi gn.

Moving into Phase |1l after approval for FRP, DT&E

i ncl udes Production Acceptance Test & Eval uations
(PAT&E) (or 1st Article Testing); OT&E should be
conducted on production hardware to verify the absence
of additional problenms, wing out the engineering
design of newly proposed engi neeri ng changes, to
conpl ete and verify the adequacy of approved

engi neering changes, and to determne if production
itens incorporate all approved ECPs. Additionally,
these tests should be used to formul ate operati onal
procedures and tactics for the enploynment of the new
itens. Latent force level, joint operational, and
international EM problenms may first surface in the
depl oyed item during FOT&E

As time passes, the TEMP may require extensive changes
to incorporate information covering conpl eted DT&E and
OT&E. The TEMP gradually takes on the attributes of a
maj or technical history.
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G 3.6.3 E: control considerations.

a.

In projects where there is a significant probability
that there will be difficulty in attaining an
acceptabl e |l evel of EMC or adequate control over other
E® concerns, has the appropriate JECS prinmary issue(s)
been refined into an appropriate corollary issue(s) and
incorporated into the TEMP as a critical issue(s) for
effectiveness or suitability?

DT&E t o dat e:

(1) Have all BE* T&E requirenents been adequately
addr essed?

(2) Has EME simul ati on been adequately addressed?

(3) Have any required E® tests been by-passed as a
result of waivers or for any other reasons? What
is the potential operational inpact of not having
this E® test data?

(4) Has there been any evidence of susceptibility?
Have susceptibilities been properly evaluated in
terms of performance according to eval uation
criteria provided in the TEMP?

OT&E to date:

(1) Have any E® tests or tests involving E® been by-
passed?

(2) Has there been any evidence of Radi o Frequency
(RF) susceptibility, operational ineffectiveness,
or unsuitability because of E®?

Fut ure DT&E:

(1) WII DT&E retest for E® failures or shortcomni ngs
detected in DT&E?

(2) Have acquisition itens been nodified fromthe
configuration on which B> T&E was performed? |f
so, does the nodification require B> T&E? Has the
acqui sition item passed E® T&E?

(3) Have all BE* T&E requirenents been adequately
addr essed?

(4) WII planned DT&E retest for E® failures or
shortcom ngs detected during DT&E?

(5) Has evaluation of E* Control at the next higher
| evel of design been addressed to a sufficient
degree that installation requirenents are
adequately recogni zed?
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(6) WII PAT&E E® control testing be conducted and
accepted before any deploynent is permtted?

Future OT&E:

(1) Are tests planned to evaluate the effect of
modi fi cations inplenmented to correct previous B
probl ens? To evaluate the effects of correcting
non- EM pr obl ens?

(2) Are tests being planned to eval uate the
acquisition itemunder realistic EVME conditions?

(3) Have results of DT&E been used for planni ng OT&E?

(4) WII transmtters and receivers be operated
si mul taneously on adj acent channels with m ni num
requi red frequency separations?

(5 WII Or&E denonstrate the degree to which EMC is
attai ned between the acquisition itemand its
i ntended environnent under realistic operating
condi tions?

Fol | ow-on Test and Evaluation (FOT&E). |If required for
FOT&E, are there provisions for E® control testing and
eval uation at the next higher |evel of design for

addi tional operational uses such as in other aircraft
or ship types, etc?
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G 3.7 ELECTROVAGNETI C
COWATI Bl LI TY 0 I
PROGRAM PROCEDURES I Il
( EMCPP) |1 11
G 3.7.1 Description. It is essential a document for

managi ng the E® control effort of a program be prepared and
inpl emented at the earliest possible tinme so the greatest benefit

can be derived fromthe effort.

a. The EMCPP shoul d establish the sumtotal of direction
and efforts required to achieve EMC in the end-item
The EMCPP shoul d set forth the series and sequences of

surveys, anal yses, design efforts,
testing for the project
EMCPP shoul d present techni cal

t est
on a tinme-phased basis. The
details only in the

pl anni ng, and

depth essential to establish clearly the techni cal

policies that are to be in effect

options are desired.

control procedures.

b. The EMCPP shoul d be an essenti al

and what techni cal

Policy statenments for E® control
measures and techni ques forego detail ed descriptions,
rel egating the details of these subjects to detailed

docunent for Major

Systens which, for an end-itemat the platform|evel

provi des organi zati on and direction on probl ens of

ot herwi se overwhel m ng conpl exity.
| esser scope, the EMCPP shoul d be as useful, even
t hough scal ed down according to the scope of the

project and its needs.

C. Every program desi gnat ed as,
for, ACAT I or Il that

For

proj ects of

or neeting the criteria

is without the benefit of a

sui tabl e EMCPP shoul d be regarded as bei ng deficient
pl anni ng. The inclusion of comerci al

conponents as part of,

and NDI

or all of, the hardware in no

way mnimzes the inportance of this docunent.
Comrercial itenms and NDIs only represent an alternate
items and NDI's shoul d be
considered no better than the newest untested design

sol ution. Comrerci al
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until its capabilities have been denonstrated through
testing. Prior tests, properly docunented, should be
acceptable. A verifiable, docunented history of
trouble-free service in a fully conparabl e EVE may
suffice in non-critical applications.

A DIDis available for ordering the EMCPP on contracts
as standard deliverabl e docunentation. The form and
format of the EMCPP is specified by the DID. The
individual DIDis:

D - EMCS- 81528 - EMCPP

G 3.7.2 Perspective. The EMCPP is an iterative docunent,
and ideally is initially witten before MIlestone | in Phase O,
concurrently with the first iteration of the TEMP, and early
enough to influence the technical package (Specification, SOV
and CDRL) for the ADM Subsequently, during Phases | and Il, the
EMCPP shoul d be updated as appropriate, and early enough to
i nfl uence the techni cal packages being prepared for the foll ow on

phases.

a.

For projects that are tailored and initiated in a phase
|ater than Mlestone I, it is inportant that the EMCPP
be prepared as a first order of business. Projects
that are initiated later than Mlestone Il (i.e., in
Phase Il, EMD) still require and benefit fromthe
effort needed to produce a tinely and careful ly
prepared EMCPP. As the conplexity of a project

i ncreases, the span of a PMs direct involvenent in any
facet of the project is reduced. Nevertheless, the
nmore intimately a PMis involved in the preparation of
this docunent the greater should be his E® control

awar eness.

Deferring the preparation of this docunent until the
pri me hardware devel opi ng contractor becones avail abl e
could seriously dimnish the effectiveness of the
EMCPP. A devel oper or vendor usually does not have a
perspective or know edge base that qualifies himto
prepare this type of docunent. More inportantly, such
a docunent would then be unsuitably |late. The EMCPP
shoul d have been witten and approved, and shoul d have
i nfl uenced the preparation of the technical package for
the devel oper's contract. |If it is not practical to
prepare the EMCPP i n-house, a suitable consultant can
be contracted to provide the needed support.
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G3.7.3 E® control considerations.

a.

Does the EMCPP cover normal adnministrative natters
adequately? Are the follow ng covered:

(1) Purpose, background, scope?

(2) Updating instructions and provisions?

(3) Joint systens and force |evel relationship?

(4) |Is there a general project description and
overvi ew?

(5 Are all basic reference docunents |isted?

Does the EMCPP nake a clear and orderly presentation of
the project and procedures? Does it cover:

(1) B WPT/EMCAB responsibilities and role for a
maj or subsystem proj ect?

(2) Procedures for identifying and resolving potenti al
E® probl ens?

(3) Configuration control and E® control
consi derati ons?

(4) Inplenenting resources?

s there a section(s) covering the identification and
scopi ng of the EME and pl anning for the use of

predi ction and anal ysis techniques? Are the follow ng
specifically addressed:

(1) Determnation of the intended EME?

(2) Predictions of potential E® problens?

(3) Determ nation of degradation criteria?

(4) Determnation of safety margins?

(5) The need for tailoring E® control requirenments?

The EMCPP shoul d establish technical policy on the
application of various techniques and techni cal
measures. |s there a section that addresses the
identification and application of E® control require-
ments for the appropriate parts of the technical
package, installation plans, and technical docunen-
tation? Are the foll ow ng addressed:
(1) Frequency managenent ?
(2) Applicability of standards?
(3) Bonding and groundi ng?
(4) Installation criteria?
(5) CGovernnent - Furni shed Equi pnent (GFE) and
Contract or Furni shed Equi pnment (CFE)
consi derati ons?
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(6) Use of special materials or techni ques?

Does the EMCPP establish a workable E® test progranf
Are there sections/provisions to:

(1) Confirm suspected EM envi ronnental conditions?

(2) Isolate/identify EM problens?

(3) Develop & review formal E® test/verification
procedur es?

(4) Review DT&E and OT&E?

(5) Conduct acceptance and qualification tests?

(6) Conduct platformEM surveys and inter-platform
tests?

Does the EMCCP have a provision for becom ng the design
history of/for the project iten? WII| appendi ces be
added coveri ng/ cont ai ni ng:

(1) Current E® control specifications?

(2) Most recent data/results of formal testing?

(3) Current recommended E® control installation
practices?

When a EMCPP is acquired by invoking the DI D, have al
the requirenents of the DI D been achi eved?
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G 3.8 ADM EDM & FPM
SPEC FI CATI ON

- = O

G 3.8.1 Description. Preparing an equi pment specification
is a key part of the acquisition process. DoD policies and
gui delines for the preparation of specifications enphasize that
requi renents should be stated in terns of performance or "what-
i s-necessary"” rather than telling a contractor "howto" performa
task. Contracting to a performance specification allows a
contractor to becone nore efficient in his operations, to
i ncor porate product enhancenents, and to reduce both direct and
indirect costs associated with his effort. A perfornmance
specification should define the functional requirenents of the
item the environnent(s) in which it nust operate, and its
interface and interchange characteristics. A perfornmance
specification should state the requirenents in terns of required
results along with criteria for verifying conpliance, but w thout
stating the nethods for achieving the required results. Perform
ance specifications give a contractor the flexibility and freedom
in his design process to incorporate innovative approaches
W t hout being constrained by the specifications or contractual
i ssues. A properly constructed performance specification should
assure the Governnment of a quality product at reduced cost, and
greatly reduce Governnent oversight and contract adm nistration.

G 3.8.2 Perspective.

a. Fol | owi ng program approval at Mlestone |, a contract
for the hardware of an ADMis needed as a matter of
priority to push the new project forward i nto Phase I,
PD&RR. ldeally, the specification should be prepared
in Phase O prior to Mlestone |I. This may be practical
despite the lack of a formal program by using the
concept study resources and the support of a system
command or departnental |aboratory. The proposed
concept baseline, the general E® control requirenents
of the ORD, and the EMCPP when avail abl e, should be
used for guidance. In additional to invoking standards
such as M L-STD 461 and 464 (when applicable) to
achi eve EMC, other appropriate measures for spectrum
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managenment, E® control, EMP and lighting protection
radi ati on hazards concerns, etc., should be specified.
St andards covering these and ot her aspects of E® are
addressed el sewhere in this handbook.

Fol | ow ng program approval at Mlestone |Il, a contract
for the hardware of an EDMis needed as a matter of
priority to push the project forward into Phase ||

EMD. For maxi mum efficiency, the specification should
be prepared in Phase | prior to Mlestone II. The
basel ine for the project advances fromthe Concept
Baseline to that of the Devel opnment Baseline. The
specification should i npose the m ni num accept abl e
performance requirenents fromthe mature ORD, and in
addition, inpose requirenents that the item should
perform under specific environnental conditions,

i ncluding the EME. These additional requirenents
physi cal | y harden the EDM agai nst the degradi ng and
often destructive effects of the environments in which
it has to performand when neasures are incorporated to
achi eved these requirenents the EDMis said to be
mlitarized. The EDM shoul d denonstrate the itens's
ability to nmeet all performance requirenents under
operational as well as factory conditions, and
successfully conplete all schedul ed DT& and OT&E.

Fol |l owi ng program approval at Mlestone IIl, a
contract for the hardware of an FPMis needed as a
matter of priority to push the project forward into
Phase 1l11. For maxi mumefficiency, and usually to neet
t he schedul e of the project's POA&M the specification
shoul d be prepared during EVMD prior to Mlestone I11.
The FPM to be produced should be a production

engi neered version of the approved EDM Latitude

al l oned the designer in the EDM specification should be
el im nated and the perfornmance requirenents should now
be narroWy stated to ensure the characteristics of
the EDM are incorporated or inproved in the FPM
Changes made in the EDM specification by approved ECPs
shoul d be incorporated as a part of the new product
baseline into the FPM specification. The standards and
specifications referenced earlier in the EDM
specification will usually be repeated in the new

speci fication.
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G 3.8.3 E: control considerations.

a. Prior to the evaluation of a specification, program
docunent ation received to date should be reviewed to
determ ne the follow ng (as applicable):

(1) What is the acquisition itemintended to do?

(2) Is the itemtactical? nobile? transportable? for
a fixed-plant installation? strategic? target-
dependent ?

(3) Does the itemstand alone, or is it part of a
| arger systenf

(4) \What are the signal inputs and outputs, and their
range of frequency and associ ated power | evel s?

(5 \What are the Radio Service constraints and
requi renent s?

(6) What are the basic power support/supply
requi renent s?

(7) \What are the range and power requirenents?

(8) \What are the sensitivity requirenents for the
recei ving equi pnent ?

(9) Were will the acquisition item be used?

(10) What is the characteristics of the platform EME?

(11) Is the acquisition itemrequired to operate
continuously or intermttently?

(12) Are there any location, size, or weight
restrictions?

(13) When is the acquisition itemto be operative?

(14) How will the acquisition item be naintained,
oper at ed, and supported?

(15) To what extent is the acquisition item nanned
during operation? Are there any operating
stations with personnel located in the vicinity of
transm ssion |ines, couplers, or antenna
subsystens?

(16) What are the classification aspects of the
acquisition itemand its application?

(17) WII classified information be accessible in
clear-text format any point?

(18) Is the acquisition itemcritical to some mlitary
operation, and if so, what? Are joint forces
i nvol ved?

(19) Are there critical sequences for operations
involving this acquisition itens?
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(20)
(21)
(22)
(23)
(24)

(25)
(26)

(27)
(28)
(29)
(30)
(31)
(32)
(33)
(34)
(35)
(36)

(37)

(38)
(39)
(40)
(41)
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To what extent will mal functions affect m ssion
success or personnel safety?

What is the nmedium (radio, wire, cable) of the
transm ssi on?

How is the acquisition item matched and coupled to
t he nedi unf

I f antennas are part of the subsystens involved,
what speci al characteristics should be considered?
s the acquisition itemactive or passive (that
is, does it transmt, receive, or both)?

| s signal processing equi pnent required?

Wth what equi pnment does the acquisition item
interface directly?

What nodul ation techni ques are being used?

What waveforns are invol ved?

What are the spectrum requirenents?

What sensitivity and resolution are required?

What are the m ninmumthreshold responses, in both
anplitude and duration?

What are the requirenments for stability and
accuracy?

Is this equi pnent of anal og or digital design?
Are there any special renote control requirenments?
In what type of facility is the equipnent to be
instal |l ed?

What ot her equiprment will be in the sane
installation?

Are there any inherent, definable E® problens
expected as a result of the groundi ng systens
used?

Are there any space-avail abl e probl ens
anti ci pated?

Are there any special co-site problens
anti ci pated?

What are the inherent shielding characteristics of
the installation?

WIl the acquisition item be exposed to eneny

el ectroni c counterneasures (ECM?

Eval uation consi derations for the specification

i ncl ude:

(1) Are there existing E> problens with this or
simlar equipnent?

(2) Are performance requirenments specified for the
antici pated EME?

(3) Are any tests required to confirmor assess highly

probabl e or known E® probl ens?
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(4)
(5)

(6)

(7)

(8)
(9)
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Do bondi ng and groundi ng neasures conply with
appl i cabl e standards such as M L- STD 1310.

Have the basic requirenments of ML-STD 461 and 464
been invoked for systens, subsystens and equi pnent
items? |s self-conpatibility specifically
required?

Have om ssions or relaxations been applied to the
requi renents of ML-STD 461 and 464? |f so, are

t hese reductions supported by appropriate

cal cul ati ons based on acceptable data? Are they
formal |y docunented with approved ECPs that have
been subsequently applied by nodification to the
contract?

Is there a potential for severe |levels of electro-
magnetic fields in the EME? |f so, have the

requi renents of M L-STD 461 been increased?

Have appropriate tests of ML-STD 462 been i nvoked
to match the requirenments of M L-STD 4617

Have additional tests based on requirenments of

ot her standards been required?
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EVALUATI ON GU DE

Key Docunent : Prep'd in For Use in
Phase: Phase:

Count erpart Docunent Preparation

G 3.9 STATEMENT OF WORK ((SOW 0 |
SON Type |1 & | Il
SOWN Type |11 I 1 111

G 3.9.1 Description. The Statenment of Woirk (SON is one of
three principle parts of the technical package that is used in a
DoD hardware contract. The format for a SOWVis roughly the sane

as that used by specifications. 1In Section 1 the scope of the
SOW shoul d be established. Section 2 should be used to |ist
appl i cabl e docunents. In Section 3, supporting work requirenents

shoul d be presented in successive subsecti ons.

a. A specification alone is permtted to state the
qualitative and quantitative design and perfornance
requi renents for an item A SOWshould establish all
the other work that is to be acconplished on the
contract and describe this work in tasks that should be
acconplished if the necessary deliverabl e docunents and
data are to becone avail abl e.

b. The range of SOWtasks which nay be | evied upon the
hardware contractor is very broad. It varies with the
devel opnent phase being covered as well as with the
needs of the hardware item and program

G 3.9.2 Perspective. It is essential, for the devel opnent
of an item that the contractor be tasked in the SONto perform
the non-specification work that |eads to the creation of the data
itself and other types of deliverables. These deliverables wll
only be available if the work to prepare or obtain themis
specified (tasked) in the SOW

a. The SOW however, should not be used to order the
delivery of data itens under any circunstances. The
CDRL is the only proper vehicle for describing and
ordering non-hardware deliverables that result from
wor k tasked in the SOWN
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The preparation of a SOVNideally occurs during the

| atter stage of the Phase prior to the one in which the
SONw Il be used (e.g., late in Phase | if the SOWNis

i ntended to be used during EMD)

Maj or E® tasks that should be called for in the SOWare
t he establishnment of contractor control prograns,
control procedures, test procedures, and test/
verification reports.

It is inportant to recogni ze the significance and

di fference between tasking to performactivities, and
the preparation and delivery (via the CDRL) of many
unnecessary and expensi ve docunents. The direction of
activity and ordering of data essential to the
formul ati on of decisions or which constitute vital
records is, of course, a necessary neasure. The
acquisition of records and docunents having no | ong
termval ue, that are based on prelimnary designs, that
are collected prior to environnental and qualification
tests, is a pointless and expensive act. For exanple,
the requirenent for a contractor to devel op an B

control programduring Phase | is very justifiable;
however the preparation and delivery of docunmented
control procedures that wll need extensive changes in

the future can not be justified.

G 3.9.3 E control considerations. The follow ng questions
relate to provisions of the SOWN

a.

W1l the contractor have an adequate E® control program
that is in accordance with the guidance provided in
M L- HDBK- 2377

If a EE WPT/EMCAB is an appropriate neasure for the
project, is the role of the contractor defined?

Does the E® program provide for an EM CP in accordance
with ML-STD-461? A E31AR in accordance with M L-STD
4647?

For radar devel opnent projects, does the E® program
provide for an EMCCP in accordance with M L-STD- 4697

For aircraft systems projects, does the E® program

provide for an EMCCP/ E3l AR in accordance with M L-STD
461/ M L- STD- 4647
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If any standard tests are to be perfornmed with
commercial or NDI conponents of partially devel oped
subsyst ens, does the E® program provide for:

(1) An EM TP/ E3VP and EM TR/ E3VR i n accordance with
M L- STD- 462/ M L- STD- 464?

(2) An EMCTP and EMCTR for radar projects in
accordance with M L-STD 4697

(3) An EMCTP/ E3VP and EMCTR/ E3VR for a aircraft system
in accordance with ML-STD 461 and M L- STD-4647?

| f specific types of analyses or predictions need to be
performed, does the E® programidentify then?

Does paranetric nmeasurenents provide the data needed

for the preparation of a frequency allocation
application?
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: Prep'd in For Use in
Key Docunent:
y Phase: Phase:

Count er part Docunent Preparation

G 3. 10 CONTRACT DATA REQU REMENTS
LI ST
CDRL for ADM Denonstration
CDRL for EDM Devel opnent,
or
CDRL for FPM Manuf act uri ng

- — O

G 3.10.1 Description. The Contract Data Requirenents List
(CDRL) is the third of three principal parts of the Techni cal
Package for a hardware contract. Displayed on DD Form 1423 or an
automated version thereof, the list(s) is the data ordering
vehi cl e acconpanying a hardware contract. To sinplify the
probl em of preparing orders for data, and of preparing and
formatting the data itself, a Data Item Description (D D)
utilizing DD Form 1664 is used to define each itemon the CDRL.
DD Form 1664 establishes a standard requirenent for a data
product, often specifying nerely "the Contractor's format" but at
tinmes giving a range of detail. The SOWshould direct the
performance of any non-hardware-associ ated work necessary to
create the data used in a deliverable item if the information is
not a by-product of tests and verifications fromthe requirenents
of the specification. DD Form 1423 provides a format that can be
used to tailor the details of the data being ordered to the needs
of the project.

G 3.10.2 Perspective. The E* comunity uses DI Ds for
ordering various data itens associated with hardware devel opnment.
The nost comonly ordered docunents are EM Control Procedures
(EMCP)/E® Integration and Analysis Report (E3IAR), EM Test/
Verification Procedures (EM TP)/(E3VP), and EM Test/Verification
Reports (EM TR/ E3VR).

a. Data preparation and delivery are very expensive
activities frequently aggregating costs hi gher than
that of a conplete hardware system Data which wll
| ater be invalidated or changed by antici pated foll ow
on devel opnent activities should sel dom be ordered;
e.g., the ADMbuilt in Phase | wll usually have little
in common with the EDM or FPM of | ater phases. SOW
tasking for routine EM test/verification procedures
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and EM test/verification reports on the ADM and
orders for these CDRL products in Phase | may be very
hard to justify. On the other hand, an early effort in
the project to prepare an EM CP/E3I AR i s a sound
measure. Having obtained a basic EM CP/ E3lI AR i n Phase
| is not a lost effort when the project noves on into
EMD. The contractor for Phase Il, even if its a new
conpany, should be tasked to use the ADM EM CP/ E3I AR as
a base line and to update and expand the procedures for
additional use in Phase Il. Simlarly, an EM TP/ E3VP
devel oped for factory acceptance testing in EMD, nay be
whol Iy or at |east substantially useful for the PAT&E
tests in Phase I11.

CDRL entries other than DIDs can be tailored on DD Form
1423 as well as the DI Ds thensel ves. Wien applicable,
data itens should be tailored to buy only what is
actually need for a project while at the sane tine
requiring essential efforts be performed and critical
data be delivered.

G 3.10.3 E® control considerations.

a.

Does the CDRL order and require updates of sufficient
E® technical data and reports to support the eval uation
of the E® control effort?

Specifically, does the CDRL order, as applicable:

(1) D -EMCS-80199 - EM Control Procedures?

(2) D -EMCS-80201 - EM Test Procedures?

(3) DI-EMCS-80200 - EM Test Report?

(4) DI-EMCS-81540 - E® Integration Analysis Report?
(5 DI -EMCS-81541 - E® Verification Procedures?

(6) Dl -EMCS-81542 - E® Verification Report?

For radar equi pnent, aircraft systens, or other special
itenms, have the substitute or additional plans &
reports been ordered?

Where clearly established EMP requirenments exist, does
the CDRL order, as applicable:

(1) DI-NUOR-80156 - Nucl ear Survivability Program
Pl an?
(2) DI-NUOR-80926 - Nucl ear Survivability
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Assurance Pl an?
(3) DI-NUOR-80928 - Nucl ear Survivability Test
Pl an?
(4) DI-NUOR-80929 - Nucl ear Survivability Test
Report ?

Are appropriate offices |listed on the CDRL (DD Form
1423) distribution Section (Blocks 14 and 15) for each
of the above itens?

Are appropriate offices listed on the CDRL distribution
Section (Blocks 14 and 15) for:

(1) Prelimnary installation or installation control
draw ngs?

(2) Review copies of manuscripts (for technica
manual s) ?

(3) Specifications?
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Phase: Phase:

G 3.11 TEST & EVALUATI ON
( T&E) REPORTS

G 3.11.1 Description. Test and Evaluation (T&) reports
cover two types of testing:

a. Devel opnent Testing and Eval uation (DT&E) is conducted
to denonstrate that the engineering design and
devel opnent process is conplete, that design risks have
been m nim zed, and that the systemw || neet
specifications. DT&E should also be used to estinate
the systems mlitary utility. DT&E should be pl anned,
conducted and nonitored by the developer. DT&E is
acconplished in factory, |aboratory and provi ng ground
envi ronnent s.

b. Operational Testing and Evaluation (OT&E) is conducted
to estimate a prospective systems mlitary utility,
operational effectiveness, operational suitability
(i ncluding conpatibility) and the need for any
nmodi fications. OI&E shoul d be conducted by Service
Conmponent Test and Eval uati on Commands and is
acconplished in as realistic an operational environnent
as possible. Formal test reports should be prepared by
the testing agency. They should contain the data
obtained fromthe test, a description of the actual
conditions which prevailed during the test, and an
anal ysis of the test results which should be conpared
to the test objectives. Test report requirenments
shoul d be specified in the Test & Eval uation Master
Plan ( TEMP).

G 3.11.2 Perspective. DT& and OT&E shoul d be conducted on
all defense acquisition systens unless wai ved by the cogni zant
T&E authority. By law, the cognizant T&E authority is an
i ndependent command or agency wi thin each M LDEP
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T&E prior to Phase Il. The ability to conduct DT&E and
OT&E during Phase | beyond denonstrating new
applications and validati ng advance concepts is

probl ematical. Technically, T&E is conducted only on
devel opnental (EDMs), Lowrate Initial Production
(LRI P) hardware, or production (FPMs) nodels so the
results can be representative of equipnent that are in
final operational form Consequently, T&E in Phase |
is usually limted to denonstrations for the Phase |
needs. On occasion, a project wll produce an ADM t hat
is sufficiently simlar to the configuration of a

foll owon EDM and DT&E to resolve critical issues nmay
begin as soon as all Phase | testing has been
conpl et ed.

(1) The availability of a suitable ADM after
conpl etion of Phase | tests & denobnstrations, my
facilitate conmencenent of either DT&E or OT&E
(2) For large conplex systens, it is not unusual that
while the programas a whole is in Phase |, sone
| esser conponents are ready with EDM grade
hardware for DT&E and even OT&E

T&E in Phase Il and I1I1.

(1) DT&E testing, including all preproduction
qualifications testing, is conducted on an EDMto
confirmthat all significant design problens have
been identified, that solutions to these probl ens
are available, and that the itens tested are
effective and suitable for their intended use.

The final DT&E should provide the basis to
formally certify that the systemis ready for a
final dedicated phase of OT&E before the M| estone
11 review.

(2) OT&E should be conducted to verify the items
operational effectiveness and suitability and to
ensure that it nmeets operational requirenents.

The itemtested should be sufficiently
representative of the expected production nodel to
ensure that the T&E results validly supports a
producti on deci si on.

(3) The nature of the test(s) thenselves are al nost as

varied in nunber as there are itens. |n Phase |
or early EMD, the tests should favor the | ow end
of conplexity. Inability to resolve sone
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uncertainties sufficiently by testing may or may
not be a mpjor failure at this tinme. |In sone
cases, it may be obvious that the early design of
the EDM nay easily clear up a problem An attenpt
to validate the application of a technol ogy which
failed, however, mght well result in the
termnation of a program

(4) At the low end of conplexity, the itens may nerely
be placed in service, on line, nonitored, instru-
ment ed, and operated as they would day in and day
out when finally accepted. On the other end of
significance, a main battle force may be required
to performa series of scenarios in order to
generate data for evaluations. |In a successful
devel opnent, the report conclusions fromthe final
dedi cat ed phase of OT&E shoul d recommend
proceedi ng into production. The report does not
itsel f approve production but should be the
princi pal consideration in obtaining approval for
full-rate production.

Inability to resolve any uncertainty sufficiently
during testing of the EDMmay result in M|l estone |1
bei ng delayed. In this instance Low Rate Initi al
Production (LRIP) may be authorized or extended in
order to obtain nore data from additional units of the
item Such a decision results in scheduling another
round of DT&E and final OT&E to obtain nore concl usive
denonstrati ons of operational suitability and
operational effectiveness before MIlestone Il approval
i s sought.

G 3.11.3 E® control considerations.

a.

Have all the critical E® test issues identified in the
TEMP been addressed?

Are there other identifiable critical E® test areas
whi ch need to be noted for incorporation in future
testing?

For DT&E reports:
(1) Didthe test data denpnstrate conpliance with B
control requirenments of the specifications?

(2) D dtesting verify the effectiveness of proposed
spectrum control and utilization techniques?
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Were the E® control installation requirenents
adequate for the installation problens
encount er ed?

Have all the critical E® test issues been

addr essed?

Were all the planned E® tests perforned?

| s there any evidence of performance degradation
due to the EME?

Has the effectiveness of proposed spectrum control
and utilization techni qgues been denonstrated?
Did the devel opnent item denonstrate m ni mum
accept abl e performnce?

OT&E reports:

Were the tests conducted in a realistic
oper ati onal EME?
Does the report identify results, actions
requi red, proposed corrective actions (if any), and
characteristics that may influence the ability to
meet E® control requirenents in the operationa
envi ronment ?
Can observed E® deficiencies be resol ved:
(a) By installation neasures at the next higher

| evel of design?
(b) Through operational restrictions?
Are all critical E® test issues addressed?
Based on the reported information, what is the
overall force |evel inpact on warfare systens?
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Iterative Preparation

G 3.12 EM OONTROL PROCEDURES
(EM CP)/ E° | NTEGRATI ON AND
ANALYS|I S REPORT (E3I AR )

G3.12.1 Description. E® control procedures are the
t echni cal policy docunents of engineering projects. E control
procedures provide inportant direction and gui dance on projects
whi ch involve, or whose conponents are subject to, exposure to EM
energy. The purpose of these docunents is to define the
appropriate E’® tasks/actions and include: analysis, prediction
desi gn, engineering, fabrication, cabling, assenbly, integration,
checkout, testing, troubl eshooting, redesign, and data
col | ecti on.

a. DIDs are used to order E® Control Procedures on
contracts as standard deliverabl e docunentation. The
pur pose of each docunent is specified by the appro-
priate DOD. The DI Ds associated with M L-STD 461 and

464 are:

Dl - EMCS- 80199 - EM Control Procedures (M L-STD
461) .

Dl - EMCS- 81540 - E® Integration and Anal ysis Report

(M L- STD- 464) .

G3.12.2 Perspective. E® control procedures reveal the
extent of a contractor's E® awareness and hi s understandi ng of E®
control neasures.

a. In Phase | a contractor should be required, for a

project of any significance, to initiate formal E

pl anning even if there is no requirenent for an ADM
Enphasi s shoul d be placed on establishing procedures
for the reduction of potential E® problens. Unless
sone assenblies, or groups of a |large subsystem are
ready for Phase Il it is probably premature to go to
t he expense of testing during Phase |
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In Phase Il, EMD, the E® Control Procedures from Phase
| shoul d be updated and expanded. The contractor
shoul d be directed (in the SON to revise the E
control procedures used for Phase | into a docunent
suitable for EMD coverage. Testing should be conducted
to establish an appropriate range of E® control

measur es.

The E® control procedures used in Phase Il should have
governed t he devel opnent of the EDMwi th respect to B
consi derations. The sane EDM judged acceptabl e,
operationally suitable and effective, should be pro-
duced in full rate production. It is usually appro-
priate for the Full-Rate Production Mddel (FPM to be
governed by an extension of the E® Control procedures
used for the EDM An essentially cosnetic update of
the E® control procedures to cover Phase IIl should be
obt ai ned at m ni mal expense. Should there be a new
contractor for production, the SOVNand CDRL for the
production contract can direct the contractor (working
froma Governnent Furnished Information (G-l) copy of
the Phase Il (EMD)E® control procedures docunent) to
prepare only an anmendnent which establishes the old
docunment as the effective E® control procedures for
production during Phase I11.

G 3.12.3 E® control considerations.

a.

The EM CP is ordered by requesting D D D - EMCS-80199.
The EMCP is prepared in accordance with E® control/
EMC performance requirenents such as those of ML-STD
461. The EMCP is ordinarily required for all project
itens that either emt or are susceptible to EM enerqgy.
The EM CP shoul d identify how all of the E® control
requi renents are to be inplenented with enphasis on the
specific techniques that are to be enployed. The EM CP
shoul d establish the appropriate EMC neasures and E
control practices for the item Does the EM CP incl ude
the foll ow ng:

(1) An organization and adm nistrative section
show ng:
(a) Organization - lines of authority & control?
(b) Inplenentation - mlestones & schedul es?
(c) Requirenments on subcontractors?
(d) Equi pnent/subsystem description & instal-
| ation?
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(2) Procedures for spectrum conservation?
(3) An Electrical/Electronic Crcuit Design section?

(a) Alternative circuits & their advantages &
di sadvant ages?

(b) Trade-offs for EMC?

(4) Wring Design?

(a) Cable separation?

(b) Routing?

(c) G ounding?

(d) For naval platforns, have cabl e categories
been assigned in accordance w th NAVSEA
S9407- AB- HDBK- 0107

(5) Mechani cal Design?

(a) Conpartnentalizing and | ayout arrangenent?

(b) Filtering of openings?

(c) Shielding?

(d) Corrosion control?

(6) Analysis (prediction of EM |evels)?

(7) Discussion of E® testing?

(8) Discussion of E® problemresol ution?

(9) Method and frequency of planned EM CP revi sions?

The E3IAR is ordered by requesting D D D - EMCS-81540.
The E3IAR is prepared in accordance with E® control/
EMC performance requirenents such as those of ML-STD
464. The E3I AR shoul d descri be the application of the
E® control /EMC perfornmance requirenments and the

transl ation of these requirenents into system software
and hardware to achieve a cost-effective system The
E3I AR shoul d address the overall integration of the
various requirenents into a single system design which
conplies with the interface and performance require-
ments. Does the E3I AR include the follow ng:

(1) An introduction?

(a) System description?

(b) Statenent of the EM environnments for the
system and their inpact on the item being
devel oped?

(c) Statenent of any assunptions?

(2) Applicability of each requirenent to the systenf

(3) Systemdesign features associated with neeting
each inposed requirenent?

(4) Ceneral nethodol ogy for verifying each

requi renent ?

(a) Anal yses?

(b) Bench tests?
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(c) Conponent - piece parts test?

(d) Full systemtests?

(e) Inspections?

(5) Technical descriptions for each of the follow ng
areas included in contractually inposed

requi renents:

(a) Margins?

(b) Intrasystem El ectromagnetic Conpatibility
(EMO) including where applicable: ship hul
i nternodul ation interference, internal
el ectromagneti c environnents, and powerline
transi ents?

(c) Intersystem EMC?

(d) Lightning?

(e) Electromagnetic pul se?

(f) Subsystem and equi pnent el ectromagnetic
i nterference, including where applicable:
non- devel opnental items, commrercial itens,
el ectromagneti c spectrum conpatibility, and
DC magneti cs?

(g) Electrostatic charge control, including where
applicable: vertical lift and in-flight
refueling, precipitation static, and
expl osi ve subsyst ens?

(h) Electromagnetic radiation hazards, including
where applicabl e: hazards of el ectromagnetic
radi ati on to personnel, hazards of el ectro-
magnetic radiation to fuel, and hazards of
el ectromagnetic radiation to ordnance?

(i) Life cycle B hardness?

(j) Electrical bonding, including where
appl i cabl e: power current return path,
antenna installations bonding, and EM
bondi ng?

(k) External grounds, including where applicable:
aircraft grounding jacks?

(1) TEMPEST?

(m Em ssions control?

(n) Electronic protection?

A systens EMC Control Plan (EMCCP) is ordered by
requesting DID UDI -T-21330. The EMCCP is specifically
for air platformsystens and is prepared in accordance
with requirenents of ML-STD 461 and M L-STD-464. The
applicable E® control considerations (Questions) of

Par agraph G 3.12.3a and 3b can al so be used to eval uate
t he EMCCP

G 67



For

M L- HDBK- 237B

APPENDI X G

radar acqui sitions, a Radar Spectrum Managenent

Control Plan (RSMCP) can be ordered by requesting DI D
Dl -M SC-81114. The RSMCP is prepared in accordance
with the requirenments of ML-STD-469. Does the RSMCP
i nclude the foll ow ng:

(1)

(2)

(5)

(6)
(7)

| dentify, responsibility, and authority of the

i ndi vidual who will inplenent the contractor's

desi gn prograntf?

Nunmber and experience of full-tinme and part-tinme

radar design and EMC engi neers assigned to the

pr ogr anf?

Organi zational chart of all program personnel ?

Desi gn aspects of the acquisition itemas rel ated

to the requirenents specified in ML-STD 469? Are

the followi ng specific itens discussed:

(a) General design philosophy and reasons for the
proposed approach?

(b) Anticipated E problens and proposed net hods
for resol ution?

(c) Method(s) of inplenenting the design?

Detail ed description of facilities, available and

to be procured (identified separately) that wll

enabl e a contractor to denponstrate conpliance with

M L- STD- 469 requirenments?

Met hods of acconplishing design reviews with

subcontractors, if any?

Consi derations (Questions) of Paragraph G 3.12.3a

and 3b where appropriate?

A EME Control Plan (EMECP) may be required in
situations where a specification places limtations on
the inpact that a systenis EM em ssions nmay have on an
environnent. The inpact to the EME can be controlled
by limting the system s power |evels and field
strengths. The applicabl e considerations (Questions)
of Paragraph G 3.12.3a and 3b may be useful when

eval uating the EMECP
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EVALUATI ON GU DE

Key Docunent : Prep'd in For Use in
Phase: Phase:

Iterative Preparation

G 3.13 E* TEST/ VER FI CATI ON
PROCEDURES

G 3.13.1 Description. Three (3) different DIDs are
avail able for ordering E* Test Procedures on contracts as
standard deliverabl e docunentation. The form and format
specified for the test procedures varies, and in sonme cases
allows for use of the contractor's format. Selecting this option
usual |y reduces the cost w thout jeopardizing the validity or
useful ness of the data. The individual DI Ds are:

Dl - EMCS- 80201 - EM Test Procedures (ML-STD 461 &
462) .

D -MSC-81113 - Radar Spectrum Managenent Test
Plan (M L-STD 469).

Dl - EMCS- 81541 - E® Verification Procedures (M L-
STD- 464) .

G 3.13.2 Perspective. There is no substitute for
perform ng an actual test on an itemthat is controlled with
predeterm ned conditions. The tests can be repeated endlessly to
denonstrate the net inpact of small design changes or ot her
condi ti ons.

a. In Phase Il an initial, or updated from Phase I,
EM CP/E3I AR is supported by E® Test/Verification
Procedures and a E® Test/Verification Report. Testing
is mandatory if an itemis to be qualified to a
specification or standard (e.g., M L-STD 461/464).
Until the itemis actually tested, whether of
devel opnental , comercial or ND origin, there is no
assurance the item possesses the desired EMC qualities.

b. Reuse of the EDM E® Test/Verification Procedures during

Phase 111 is usually feasible if the devel oping
contractor is retained for production. However, it
wi |l probably be necessary to order new test/

verification procedures for use during production when
there is a change in contractors. The differences in
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facilities and avail abl e equi pment would in al

li kel i hood make an attenpt to reuse the E test/
verification procedures very difficult and ultimtely
may not be a cost savings.

The FPM bei ng produced in Phase Il should denonstrate
its qualification to the requirenments of the
specification just like its predecessors did.

G 3.13.3 E® control considerations.

a.

EM Test Procedures (EMTP) is ordered by requesting
DI D DI - EMCS-80201. The EM TP is prepared in accordance
with the requirenents of ML-STD-461 & 462 for EM and
EMP testing during any phase in which formal tests are
requi red. These test procedures provide the
fundanental range of required testing for an item The
useful ness of well a prepared EM TP does not necessary
end at the end of the phase. The EM TP can be revi sed,
expanded, and updated at mninmal cost, for reuse in
EM/EMP testing of the next phase as appropriate. Does
the EM TP include the followi ng features or

requi renents:

(1) An introduction?

(a) Description of the docunent's purpose and
relationship to the overall EMC progranf

(b) Table of EM tests required with
correspondi ng paragraph nunbers and test
met hods from M L- STD- 4627?

(2) An applicable EMC docunent list?
(3) A test site description?

(a) Description of facility?

(b) Description of facility groundpl ane and
nmet hod of groundi ng and bondi ng of test
sanpl e?

(c) Evidence of spot-check nmeasurenents of
anbi ent EM em ssions (radiated and
conduct ed) ?

(4) Test Instrunentation?

(a) Nonencl ature and bandw dt h?

(b) Scan speeds?

(c) WMatching transforner and band-rejection
characteristics?

(d) Antenna factors, current probe inpedances,
I ine i npedance stabilization networks (LISN)
i npedances and insertion | osses, and
i npedances of 10 uF capacitors?
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(5) Test Sanpl e Physical Layout Description?
(6) Test Sanple Operation Description?

(a) Operational node for each test frequency?

(b) Test sanple control settings?

(c) Test set control settings or characteristics
of input signals?

(d) Test frequencies at which oscillators and
cl ocks may be expected to approach their
[imts?

(e) List of performance checks which denonstrate
t he equi pnment neets mni mal working
requi renent s?

(f) Enuneration of circuits, outputs, or displays
to be nonitored and criteria specified to be
nmoni tored for degradation of performance?

(7) Measurenents Descriptions?

(a) Block diagramof test setup?

(b) List of test equipnent with method of
groundi ng, bonding or isolation?

(c) Procedures for probing test sanple;
determ ni ng placement and orientation of
probes and ant ennas; and sel ecting
nmeasur enent frequenci es and detector
functions?

(d) Required information to be recorded? (Sanple
data sheets, test |ogs and graphs, and test
[imts should be given).

(e) Modulation characteristics?

E® verification procedures (E3VP) is ordered by
requesting DID DI - EMCS-81541. The E3VP is prepared in
accordance with the requirenents of ML-STD-464. The
E3VP shoul d describe the overall verification
procedures (test, analysis, and inspection, as
appropriate) for each E® control/EMC perfornmance

requi renment specified in the contract for the system
bei ng devel oped. Does the E3VP include the follow ng:

(1) An introduction?

(a) Systemdescription, including any pertinent
information regarding verification issues?

(b) Statenent of assunptions and |imtations
associated wth verification?

(c) Ceneral objectives?

(2) A general description of an overall verification
matri x being used to denonstrate conpliance with
requi renents, including relative role of anal yses,
tests and i nspections?
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Met hods of verifications?

(a) Abstracts of the procedures used for
verifying each E® control/EMC perfornmance
requirenent ?

Engi neering factors affecting verification

procedur es?

(a) Facilities?

(b) Resources?

(c) Safety?

(d) Reports?

(e) Security?

Verification nmethodol ogy used to verify conpliance

for each of the following interface requirenent

areas that are contractually inposed:

(a) Margins?

(b) Intrasystem El ectromagnetic Conpatibility
(EMO) including where applicable: ship hul
i nternodul ation interference, internal
el ectromagneti c environnents, and powerline
transi ents?

(c) Intersystem EMC?

(d) Lightning?

(e) Electromagnetic pul se?

(f) Subsystem and equi pnent el ectromagnetic
i nterference, including where applicable:
non- devel opnental items, comrercial itens,
el ectromagneti c spectrum conpatibility, and
DC magneti cs?

(g) Electrostatic charge control, including where
applicable: vertical lift and in-flight
refueling, precipitation static, and
expl osi ve subsyst ens?

(h) Electromagnetic radiation hazards, including
where applicabl e: hazards of el ectromagnetic
radi ati on to personnel, hazards of electro-
magnetic radiation to fuel, and hazards of
el ectromagnetic radiation to ordnance?

(i) Life cycle B hardness?

(j) Electrical bonding, including where
appl i cabl e: power current return path,
antenna installations bonding, and EM
bondi ng?

(k) External grounds, including where applicable:
aircraft grounding jacks?

(1) TEMPEST?

(m Em ssions control?

(n) Electronic protection?
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(6) Detail ed procedures?

(a) Analyses?

(b) Tests?

(c) Inspections?

(7) Objective of each verification?

(a) References?

(8 Verification itens?

(a) Ildentification of the physical configuration,
such as structural features, nmechanical and
el ectrical equipnent installed, and software
status?

(b) Description of system functions (or
subsystenl equi pnent functions) that are
requi red or avail abl e?

(c) Description of provisioned equi pnent (itens
that are part of the resultant system
operation but are not necessarily devel oped
under the contract) such as weapons, pods,
and payl oads that are required?

(d) Operating details of the systenf

(9) Elenments of verification?

(a) Mbodels, techniques, and tools used for
anal ysis and predictions and their specific
application to this systen?

(b) Step by step procedures?

(c) Determ nation of applicable nmargins and the
nmet hods to be used for denonstration?

(d) Selection of critical circuits, functions,
and subsystens?

(e) Pass or fail criteria and nethods of
guantifying and eval uati ng degradati on?

(f) Description of test articles, test
facilities, test equiprment (including
instrumentation on and off the system
support equi prent, and calibration
t echni ques?

(g) Method of sinmnulating operational performance
when actual operation is inpractical?

A Radar Spectrum Managenent Test Plan (RSMIP) is
ordered by requesting DID DI -M CS-81113. The RSMIP is
prepared in accordance with the requirenents of ML-
STD-469. Does the RSMIP include the foll ow ng:

(1) Test conditions and procedures for the system and
t he sequence of operation during the tests?

(2) Inplementation and application of test procedures,
i ncl udi ng nodes of operation, control settings,
nmonitored points, and related informati on?
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Nonmencl at ure and general characteristics of test
equi pnent to be used?

Types of neasurenent standards and net hods of
calibration and cal cul ati ons to show t he expected
accuracy of each?

Dummy | oads, filters, dunmy antennas, and signal
sanplers that are to be used and their
descriptions?

Readout and detector functions to be used?
Details of test setups and test site procedures?
Maxi mum use of phot ographs and draw ngs?

Expect ed accuracy of neasurenents?

Nonmencl ature and description of test sanple?

Per sonnel required, both designated Governnent and
contractor representatives?

An EME Test Plan (EMETP) may be required in situations
where a specification places limtations on the inpact

t hat

a itenis EM em ssions may have on an environnent.

Does the EMETP include the foll ow ng:

(1)

(2)

(3)

An admi nistrative section describing the
contractor's organi zation, E® engi neering
personnel, their responsibilities and authorities
for preparing the EVETP?

Description of the desired em ssion profile of the
item the predicted harnonic and spurious
responses and their |evels?

Di scussion on the application of ML-STD 462 and

i ndustry standard (ANS, |EEE, EIA etc) test

met hods and procedures as applied to the

requi renents of the specification?

Description of the test sites and test procedures?
Consi derations (questions) of Paragraph G 3.13. 3a
and b where appropriate?
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EVALUATI ON GU DE

Key Docunent : Prep'd in For Use in
Iterative Preparation

G 3. 14 TEST REPORTS FOR EMC, EME,

Phase: Phase:

EM & OTHER E° DI SO PLI NES

G 3.14.1 Description. Only two (2) DIDs are currently
avail able for ordering E® Test/Verification Reports on contracts
as standard deliverabl e docunentation. The formand format of
these reports are specified by the DiDs. |In sone cases the
contractor's format is accepted. The individual DI Ds are:

Dl - EMCS- 80200 - EM Test Report (M L-STD 461).
Dl - EMCS- 81542 - E® Verification Report (M L-STD
464) .

G 3.14.2 Perspective. Test reports present a project's
"bottom Line". Wen test results are properly docunented and
clearly explained, the information provided forns concl usive
evi dence of the project's success or failure.

a.

The test results of a package of properly sel ected
tests perfornmed in accordance with standards such as

M L- STD- 462 and M L- STD- 464 provi de an EM basel i ne
profile of an item The test results should describe
the susceptibility and emtted interference | evels of
the itemas conpared to the requirenents of ML-STD 461
and M L- STD- 464.

The EM TR'E3VR i s the nost inportant source of B
control information that is readily available. Wthout
the information provided by an EM TR/ E3VR, anal yses
woul d be very difficult to perform and the EMC of the
project itemcould not be accurately assessed.

The need to docunent the EM characteristics of the EDM
during Phase Il is critical. These results becone the
criteria for E® testing during PAT&E. The Full-rate
Production Model (FPM should | ater duplicate or
surpass the test results recorded for the EDM
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G 3.14.3 E® control considerations.

a.

A EMTR is ordered by requesting D D D -EMCS-80200.

The EM TR shoul d be prepared in accordance with the
requi renents of ML-STD 461 & 462. Commencing with the
earliest phase in which formal tests are conducted, the
EMTR is used to record and eval uate progress toward
achi eving E® control objectives and to fornmulate future
testing requirenents in the succeedi ng phase. Does the
EM TR i ncl ude the foll ow ng:

(1) Admnistrative Data?
(a) Contract nunber?
(b) Procuring activity authentication and
certification of test perfornmance?
(c) Disposition of test itenf
(d) Description of test sanple, including
function and intended use, if known?
(e) The Root Mean Square (RVS) val ue of line
phase current?
(f) List of tests perforned and any aut hori zed
changes in limts or test references?
(2) Appendices (one for each test)? Does each
appendi x cont ai n:
(a) Testing equi pnent nonencl at ures?
(b) Testing equi pnent serial nunbers?
(c) Testing equi pnent calibration date,
procedures used and traceability?
(d) Photographs or diagrans of test setups?
(e) Transfer inpedance of current probes?
(f) Antenna factors, line inpedance stabilization
network (LISN) inpedance and insertion
| osses, and inpedance curve of 10 uF
capacitors?
(g) Identification of EM suppression measures,
if used?
(h) Test data before and after the application of
EM suppressi on neasures?
(i) Gaphs of X-Y recordings of Iimts and
neasur ed data?
(j) Data showi ng conpliance with requirenents,
thresholds or limtations?
(k) Sanple cal cul ations?
(3) Reconmendations and Concl usi ons?
(a) Results of test given?
(b) Renedial actions already initiated, if any?
(c) Proposed corrective actions, if any?
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(d) Characteristics of the test sanple that may
i nfl uence equi pnent's ability to neet
contractual EM control requirenents?

A E® verification report (E3VR) is ordered by
requesting DI D DI - EMCS-81542. The E3VR is prepared in
accordance with the requirenents of ML-STD-464. The
E3VR shoul d describe the overall verification results
(test, analysis, and inspection, as applicable) for
each E® control/EMC performance requirement specified
in the contract for the system bei ng devel oped. Does
the E3VR include the foll ow ng:

(1) Introduction?
(a) System description?
(b) Pertinent information regarding verification
i ssues?
(c) Assunptions and limtations associated with
verification efforts?

(2) Ceneral description of the results for the
verification of each E® interface and perfornance
requirenent ?

(a) Synopsis of verification procedures and
reference to detail ed procedures?
(b) Successes and failures?
(c) Inpacts of failures on operational
per f or mance?
(d) Recommendations to resolve failures?
(e) Lessons |earned?

(3) Detailed information covering the results of the
anal ysis, tests, and inspections used to verify
conpliance with each of the follow ng interface
requi renent areas that were contractual ly inposed:
(a) Margins?

(b) Intrasystem El ectromagnetic Conpatibility
(EMO) including where applicable: ship hul
i nternodul ation interference, internal
el ectromagneti c environnents, and powerline
transi ents?

(c) Intersystem EMC?

(d) Lightning?

(e) Electromagnetic pul se?

(f) Subsystem and equi pnent el ectromagnetic

i nterference, including where applicable:
non- devel opnental items, commrercial itens,
el ectromagneti c spectrum conpatibility, and
DC magneti cs?
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El ectrostatic charge control, including where
applicable: vertical lift and in-flight

refueling, precipitation static, and

expl osi ve subsystens?

El ectromagnetic radi ati on hazards, i ncl uding
where applicable: hazards of el ectronmagnetic
radi ati on to personnel, hazards of electro-
magnetic radiation to fuel, and hazards of

el ectromagnetic radiation to ordnance?

Life cycle E® hardness?

El ectrical bonding, including where
appl i cabl e: power current return path,
antenna installations bonding, and EM

bondi ng?

Ext ernal grounds, including where applicable:
aircraft grounding jacks?

TEMPEST?

Em ssions control ?

El ectronic protection?

(bj ective of each verification?

(a)

Ref erences, including source of detailed
verification procedures?

Verification itens?

(a) Ildentification of the physical configuration,
such as structural features, nmechanical and
el ectrical equipnent installed, and software
status?

(b) Description of system functions (or subsystem
or equi pnent functions) that were exercised?

(c) Description of provisioned equipnment (itens
that are part of the resultant system
operation but are not necessarily devel oped
under the contract), such as weapons, pods,
and payl oads that were used?

Resul t s?

(a) Wen verification was conducted?

(b) Were verification was conduct ed?

(c) W conducted the verification?

(d) Docunentation of setup, including the
verification article, facility, test
equi pnent and cal i bration?

(e) Verification observations, such as plots,
nmeasur enents, photos, draw ngs, | ogs,
checklists, data sheets, ratings, and
coment s?

(f) Denonstration of margins?
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(g) Description of any deviations fromthe
verification procedures?

(h) Status and disposition of verification
article?

(7) Concl usions?

(a) Status of conpliance with requirenents (pass
or fall)?

(b) Inpact of the results on system operati onal
per f or mance?

(8 Recommendations?

(a) Required corrective actions, nodifications,
or changes to operational procedures, nmanual,
or processes?

(b) Additional verification actions,

i nvestigations, resolutions, or studies?

A EMC Test Report (EMCTR) nay be required for radar
acqui sitions. The EMCTIR should be prepared in
accordance with the requirenents of ML-STD 469. Does
t he EMCTR i ncl ude the foll ow ng:

(1) The data required by TABLES | and Il of M L-STD
4697

(2) Discussion on how any observed deficiencies
reported in the EMCTR can be resol ved:

(a) During Phase Il, EMD?

(b) By installation nmeasures?

(c) At the next higher |evel of design?
(d) Through operational restrictions?

(3) Discussion on how out-of-specification conditions
are related to the performance of an itenf
Degradation at the mssion |evel ?

(4) Discussion on cost-performance trade-offs for each
possi bl e met hod of resolving an E probl en?

(5) Considerations (Questions) of Paragraph G 3. 14. 3a
and 3b where appropriate?

A EME Test Report (EMETR) may be required in situations
where a specification places Iimtations on the inpact
that a items EM em ssions may have on an environnent.
The applicabl e consi derations (Questions) of Paragraph
G 3.14. 3a and 3b may be useful when evaluating the
EMETR.
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Key Docunent : Prep'd in For Use in
Phase: Phase:

One-Time Preparation

G 3.15 ENG NEERI NG CHANGE
PROPCSALS, DEVI ATI ONS
& WAl VERS

G 3.15.1 Description. This evaluation guide addresses (3)
types of docunments whose uses are very simlar despite apparent
differences. The three (3) types of docunents are Engi neering
Changes, Devi ations, and Waivers. Al three (3) docunents are
covered together under a single KD for consideration within JECS.
These docunents are used to authorize changes in hardware (or
software) fromthat specified in current docunentation. The
Engi neeri ng Change Proposal (ECP) is the nost inportant and has
the nost extensive requirenents for information. The ECP data
requi renents covers all the data needed for a Deviation or
Waiver. DD Form 1692 is the prescribed standard format that is
i ntended specifically for an ECP (includi ng enmergency subm ssion
foll owups). The ECP after approval becones an Engi neeri ng
Change that authorizes the inplenentation of the actions it
pr oposed.

a. Engi neering change. Better known by its preapproval
name, ECP, the Engineering Change is part of a fornmal
procedure for devel oping, review ng, and approving
requests for changes to an itemthat is under
configura-tion control. Wen an ECP is approved, the
Engi neering Change results in a permanent departure
fromthe approved baseline configuration of the item
The ECP nmay propose a change to the electrical or
mechani cal design, or software, or it may request a
change in the specification or drawi ngs of the existing
configuration. Either way, the itemas defined by the
specification or draw ngs, becones changed, and the
changes resulting from an approved ECP becone
permanent. All itens manufactured subsequently shoul d
conformto the revised configuration.

b. Deviation. In sonme circunstances an item nay be unabl e
to qualify or nmay be otherw se found deficient when
conpared to requirenents of the specification. 1In this
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condition, the item does not neet a requirenent(s) and
hence cannot be accepted. However, if the itemrenains
useful at sonme |lower level, "failed delivery" nmay not
be in the Governnent's best interest. The Deviation is
a specific witten authorization, granted prior to the
manuf acture of an item to depart froma particul ar
requi renent (s) of an item s current approved confi gura-
tion for a specific nunber of units or a specified
period of time. The Deviation is not a pernanent
change. Moreover, according to the terns of the

Devi ation or the contract, the itemserial copies
affected may ultimately be reworked to bring theminto
conpliance with the approved configuration. The
approval of a Deviation may include a contingent clause
requiring the deficiency be corrected by the

manuf acturer at no cost, or for a price established in
t he approval docunentati on.

C. Waiver. The term Wiiver as used in this context is a
formal (witten) authorization to accept an item which
during manufacturing, or after having been submtted
for Governnent inspection or acceptance, is found to
depart froma specified requirenent(s), but
nevertheless is considered suitable for use "as is" or
after repair by an approved nethod. (The other usage
of the term"Wiiver", generally associated with
Spect rum Managenent, refers to the confirmng of relief
froma Radi o Service band regul ati on and, although at
times seemngly the sanme, has a different inpact
altogether). The Waiver is a one-tine action, and the
serial units covered by the waiver do not necessarily
have any | ower |evel of usefulness. The Waiver is not
a permanent change in the configuration.

G 3.15.2 Perspective. ECPs are seldomused prior to Phase
1, EMD, since formal baseline configurations are nornally not
established before this tine. However, once configuration
control is inposed, the use of ECPs is essential. The potential
requi renment for ECPs continues in Phase |11, Production,
Fi el di ng/ Depl oynent and Operational Support, so long as a
production line is active. Engineering Changes, Deviations, and
Wai vers all apply to hardware that has not yet been accepted by
the Governnent. Equi pnment units that have al ready been delivered
and accepted (except for hardware covered by | atent defect
cl auses) are not subject to control in this manner. Each Service
has its own term nology (Material Mdification Kits, Field
Changes, etc) and procedures that enable changes to be
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i ncorporated into equipnment that has already been delivered and
deployed in the field. Configuration control of an itemcan have
a nunber of subtle consequences to disciplines such as E3 control

and EMC,

a.

that are not always inmedi ately apparent.

ECPs shoul d al ways be eval uated for changes to the
items EM characteristics. An ECP may be used to alter
and inprove the E® control capabilities of an item or
alternately, a ECP having an entirely different
objective unrelated to E° may have collateral B

control consequences.

G 3.15.3 PE control considerations. Wen considering
docunents whi ch aut horize changes:

a.

VWhat is the inpact of a change on the total system
per f ormance when the change is nade and the nodified
itemis operated in the intended EVME?

What is the E® inpact of the change on the next higher
| evel of design?

| f adverse E® are suspected, is testing planned to
confirmor deny their existence?

| f an ECP, Deviation, or Waiver is proposed for the
correction of an E® control deficiency, will it achieve
its purpose w thout generating other problens? |If
performance trade-offs are required, have they been
eval uat ed?

Does the change result in a requirenent for operational
restraints or installation limtations (e.g., |oss
of /change in inherent shielding by substitution of
fiberglass for steel partitions to save/lower weight)?

Can Qbserved E® control deficiencies be resol ved:
(1) By installation neasures?

(2) At the next higher |evel of design?

(3) Through operational restrictions?

Can out-of -specification E® control conditions be
related to performance degradation at the m ssion
| evel ?

Have cost-performance trade-offs been identified for
each significant nethod of resolving an E® probl en®?
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JO NT E® CONTROL STRATEGY (JECS)

QOAL TO ELI M NATE DURI NG ACQUI SI TI ON THE DEGRADATI ON OF JO NT OPERATI ONAL CAPABI LI TI ES BY ELECTROVAGNETI C ENVI RONVENTAL EFFECTS
. Est abl i sh e Establish, in the e Establish E3 e Ensure that the « Ensure through i ¢ Ensure that
f und- anent al approved requirenent, control and testing devel opnent al nodel testing that the i docunent ati on
gui dance for that the specified requi renents for achi eves full produgti on nodel neets! supporting
bil ateral EM oper ati onal performance engi neering oper at i onal all E” control | redevel opnent or
conpatibility |l evel of the itemwl| devel opnent. performance levels in requi renents i upgradi ng of an i tgm
bet ween t he be fully achieved in the the i ntended EM established for it. I incorporates the E
desired platform i nt ended EME. e Determne that envi ronnent w t hout I control requirements
system or known or projected generating EM i needed to gorrect any
equi pnent item e Ensure that program EM or EMradi ation probl ems or ! exi sting E” probl ens
and the intended and preproj ect QI anni ng probl enms of the unr esol vabl e EM I of the current item
EM envi r onment addresses the E° control project itemare hazar ds. !
(EME) . organi zati on and j udged resolvable in 3 i
provi des arrangenents engi neering e Ensure that the E :
for appropriate early devel opnent. control requirenents !
OBJECTI VES EME assessnent, established for the |
anal yses, and testing producti on nodel will i
during devel opnent or preserve the EM :
acqui sition. per f or mance |
denonstrated by the i
e Ensure that sign- approved devel oprent :
ificant risks of EM or nodel . |
EM radi ati on hazards |
character-istic of or i
i nherent in each :
solution presented were |
adequat el y addr essed i
during the decision :
process. i
]
ACQUI SI TI ON !
PHASE PHASE 0 PHASE | PHASE 1 | PHASE 111
M LESTONE 0 I Il 111 PAT&E
DETERM NATI ON OF PROGRAM DEFI NI TI ON & ENG & MFG PRODUCTI ON, FI ELDI NG DEPLOYMENT & OPERATI ONAL
JECS PHASE M SSI ON NEED CONCEPT EXPLORATI ON RI SK REDUCTI ON DEVEL OPVENT SUPPORT

FIGURE G 1. JECS goal & objectives sumary (Reverse bl ank) G 83
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T&E CONSI DERATI ONS FOR EMC

H 1 Ceneral. T&E should be started as early as possible in
the acquisition process in order to reduce acquisition risks and
to estimate the capability of the item under devel opnent being
able to achieve all of its technical and operational require-
ments. Critical T&E issues, objectives, nethodol ogies, and
evaluation criteria should be defined during the initial phase of
an items acquisition. These criteria serve to define the
testing that should be required for each phase of the acquisition
process and provides the structure for the neasurenents program
Test procedures shoul d be devel oped to test and verify the
critical B EMC issues. Al significant changes to an itenis
configuration, and each major m |l estone, should trigger a review
of the EMC T&E requirenents in order to determne if individual
steps need to be nodified or updated.

H 2 Planning the T&E approach. The follow ng factors
shoul d be consi dered when planning the overall T&E for a project:

a. DT&E shoul d be planned to resolve E® risks, evaluate
al ternative design approaches and assist in the
sel ection of hardening conponents such as shi el ded
cables, filters, etc.

b. DT&E and OT&E activities that should be consi dered
i ncl ude:

(1) EMC tests as specified in applicable standards
such as M L-STD 449, M L-STD 462, M L-STD- 464,

M L- STD- 469 and M L- STD- 1605.

(2) Verification of effectiveness of proposed spectrum
control and frequency utilization techniques.

(3) Denonstration of an itenmls satisfactory operation
inits intended EMEs. Enphasis should be pl aced
on an item s utilization in |ocations where it
W Il be subjected to high | evels of EM energy.

(4) T&E for EMP should be conducted when the opera-
tional requirenents docunent (ORD) states that the
itemis to survive and operate in nucl ear
envi ronment s.

C. HERO tests shoul d be planned for those itens containing

El ect ro- Expl osi ve Devi ces (EEDs) or other types of
el ectronically or electrically initiated hardware.
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Ensure there is sufficient data available to assess an
items conpatibility. If required, test procedures
shoul d be prepared to acquire additional data during
DT&E.

Have an approach that establishes the relationships
bet ween test data and operational effectiveness.

Confirmtest results will provide sufficient data to
performa vulnerability analysis. This nmay be
acconplished by establishing rationale that rel ates
specific test data to the various steps in the process.
Vul nerabi lity anal yses should be presented in terns of
oper ati onal performance paraneters such as tinme between
fal se al arns, detection ranges, etc.

Itens should be tested with all transmtters and
receivers being operated that are normally required for
si mul t aneous operation. This includes all receivers
and transmtters on the itenis platformas well as

t hose on nearby pl atforns.

For those systens which cannot be protected from al
operational environnents, OT&E tests should be
performed with the itemin those EMES to determne if
its EMC performance is acceptabl e.

Ensure adequate test facilities are avail able and
special training is provided, when required, with
regards to the operation of the equipnment, subsystem or
syst em bei ng test ed.

Costs for analysis of test results in ternms of expected
operational performance. This is often equivalent in
scope to the data collection effort itself.

Any observed deficiencies in EMC shoul d be wei ghed

agai nst operational performance in terns of need,
urgency, risk and worth. Wen there is a need for nore
effective control the application of alternative design
t echni ques shoul d require additional T&E.

Feasibility studies during the conceptual phase.

Al though feasibility studies are not truly T&E, it is during
these studies that the greatest inpact can be nmade on the future
status of EMC. The use of previous T&E results, operational
information on similar E® problens, studies, and references to
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corporate nenory of |essons | earned can have a profound i npact
upon the future control of the EMenvironnent. It is during

t hese studies that inportant decisions can be nade relative to
critical configuration arrangenents and di nensional relation-
shi ps.

H 4 Analytical studies. Wenever possible, maxi num use
shoul d be nade of data acquired from previous E® predictions and
oper ati onal experiences, although in nmany areas, changes to the
desi gn may have rendered the previous predictions invalid.

Previ ous E® predictions should be analyzed in relation to the
current design to determ ne which predictions are still
applicable and which require revisions, and to identify those
areas requiring further predictions and anal ysis.

H 4.1 Changes. As the design changes fromthe baseline
configuration, additional E® predictions may be required to
provide inputs for the preparation of an EMC | npact Statenent
addressing these changes. Additionally, it is probable that
changes will continue to be made to the design until the tinme of,
and even after, an item s delivery. The need for E® predictions
is, therefore, continuing, and these predictions should be
requi red whenever a major change to the design, or configuration,
is antici pat ed.

H 4.2 Testing. E predictions may al so be used to initiate
early testing to verify the existence of a major problemand to
permt an early start on devel oping technically sound engi neering
sol uti ons.

H 5 Mdel studies. Modeling study techni ques have been
refined to the point where they constitute accurate and reliable
prediction tools. As the design changes fromthe baseline
configuration, it may be necessary to update nodel studies. It
is vital that managenent procedures ensure that all participants,
fromthe analyst to the equipnent installer, are operating with
the sane and | atest information.

H 6 Test and evaluation master plan (TEMP). The TEWMP, or
for smaller prograns, the TEP, is the controlling (planning)
docunent for T&E. The TEMP prescribes the T&E requirenents,

I ncluding EMC testing, for an acquisition program The TEM
contains the integrated requirenents for DI&E and OT&E. As such,
It describes the end-itemto be acquired and the expected system
characteristics, defines and establishes the test objectives and
identifies critical issues, assigns responsibilities, identifies
resources, and presents schedul es for devel opnent and operati onal
test events for each of the test phases during an itenis
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acquisition. Test resource requirenents are addressed in the
TEMP along with an anal ysis of inpedinents, plans to correct test
resource limtations, and a listing of approved eval uation
criteria. Were as the TEMP is an overall planning and
schedul i ng docunent, the actual conduct of devel opnental and
operational tests are specified in their respective detailed test
procedures. The TEMP is prepared early in the acquisition
process, ideally prior to the Ml estone 1 decision for each new

i tem bei ng devel oped, and should be reviewed at | east once

annual ly. The TEMP shoul d be updated, as required, to

i ncorporate significant T&E results and any changes that occur in
the acquisition plan or m | estones.

H 6.1 TEP. The TEP format is generally the sane as that
prescribed for a TEMP, except that all el enents need not be
included. OT&E, as well as other selected el enents, depending on
the nature of the product, may be excluded from TEPs.

H 6.2 EMCtesting. The TEMP (or TEP) shoul d provide for
appropriate EMC testing. Approval of the TEMP (or TEMP revi sion)
constitutes direction to conduct the T&E program and includes the
comm tment of the Research, Devel opnent, Test and Eval uation
(RDT&E) support. Failure to update the TEMP, as required, can
result in inadequate T&E resources. Procedures for DT&E and PAT&E
shoul d be drawn up directly fromthe TEMP or TEP.

H 6.3 Review guidelines for TEMP. A TEMP Eval uati on QGui de
I's presented in Appendix G Paragraph G 3.6.

H 7 Devel opnent test and evaluation (DT&E). During DT&E
there is a need to identify OT&E requirenents, obtain required
test data, and prepare associated EMC analysis. DI&E is
conducted in factory, |aboratory and proving ground environnents.
A final step in a successful DT&E programis certification that
the systemis ready for OPEVAL.

H 7.1 Preinstallation testing. Preinstallation testing is
conducted to ensure the integral conponents of a system function
as specified in their intended EMEs. Test prograns shoul d be
designed to verify conpliance with contractual EMC performance
requi renments. Test procedures should indicate neasurenent
obj ectives, test configurations, test points, detailed
measur enent procedures, and the formats for recordi ng data.
Specific test techni ques shoul d be based on the general
procedures in the EMC standards. Preinstallation testing, as
applicabl e, includes the follow ng:
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. Engi neeri ng devel opnment testing.
. First article testing.
. Accept ance testing.
. I ntegration testing.
. Spectrum si gnature testing.

Preinstall ation testing nmay be conducted by Governnent
| aboratories, centers, or facilities, or it may be required of
prime contractors, subcontractors, or vendors.

H 7.2 Land-based test sites testing. Land-based test site
testing of entire systens can be an inportant part of DI&. A
system s conplexity determ nes whether construction of a |and-
based test site is warranted. |Insofar as possible, testing at
| and- based test sites should include EMC consi derations. For
systens whose conplexity does not warrant construction of a |and-
based test site, DIT&E and Initial Operational Test and Eval uation
(IOT&E) will frequently consist only of T&E of individual
unproven systemns. For these situations E considerations shoul d
be addressed through engi neering anal ysis, nmathematical and brass
nmodel i ng, specific systemto-systeminterface tests, and pl anni ng
for the earliest possible EMC testing of the conplete platform

H 7.3 Ship construction testing. Ship construction testing
I's conducted by the prinme contractor. It is inportant that
managenent procedures provide for appropriate observations of
critical tests and that installation check out testing provides
for EMC denonstration tests in the EME. Builders trials are
conducted by the prine contractor and should be observed by
Gover nnment personnel. They should include the requirenent for
EMC denonstration tests of conplete systens.

H 7.4 Arcraft flight safety testing. Aircraft flight
safety testing is conducted by the prinme contractor and is
mandat ory for acceptance of the aircraft by the Governnent.

H 8 Production acceptance test and evaluation (PAT&E).
PAT&E is defined as testing that is conducted on production
itenms to denonstrate a systemneets all of its requirenents.
Specific objectives of the PAT&E shoul d be included in the TEMP.
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H 9 Total ship tests (TST). Conpletion of the Total Ship
Test Program for Active Fleet Ships (TSTP/ AFS) provides for
conpr ehensi ve tests which should determ ne the readi ness status
of equi pnent, single systens, or integrated ship systens during
the life cycle of a ship. Test prograns should be devel oped,
verified, and proven under the direction of the Total Ship Test
Director (TSTD), Test Procedures Devel opnment Managers ( TPDWVB),
and Test Procedures Devel opnent Agents (TPDAs). The TSTP shoul d
be designed to provide Fleet personnel and industrial activities
wth the capability, utilizing standard tests devel oped in the
Pl anned Mai nt enance Sub-System (PM5S), for determ ning the
condition of material readi ness of shipboard equi pnent and
systens. Each TSTP should provide for appropriate EMC testing.
The Project manager shoul d be responsi ble for supporting the
devel opnent of the TSTP, with the objective of providing a
conplete set of PMS procedures at the tinme of Fleet introduction.

H 10 Aircraft testing. The purpose of this test is for the
contractor to denonstrate the performance and EMC of the aircraft
as well as its ability to performits m ssion.
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E° MODELS AND S| MULATI ONS

|.1 GCeneral. FPE analysis ranges fromsinple estimates
t hrough conputationally intensive solutions of electromagnetic
field equations. Sinplified coupling anal yses are useful for
feasibility studies, and for general trade-off assessnents of
alternative system designs, and can often be perforned with only
handbook references and manual conputations. Analytic nodels and
si mul ati on-based conputer codes are often required for detailed
cal cul ati ons.

l.1.1 Models. A nodel is a representation of an actual or
conceptual systemthat involves mathematics, |ogical expressions,
or conputer sinulations that can be used to predict how a system
m ght perform or survive under various conditions or in a range
of hostile environnents.

.1.2 Sinmulations. Sinulation involves the process of
conducting experinments with a nodel (s) for the purpose of better
under st andi ng the behavi or of the system bei ng nodel ed under
sel ected conditions or of evaluating strategies for the operation
of the system under selected conditions or limts inposed by the
devel opnent of operational criteria. A sinulator provides the
acqui sition manager, analyst, or planner with the ability to
easily and inexpensively study the inpact of variations in
configuration, performance, or tactics. Sinulation provides the
mechani sm for an extrapol ati on from existing or planned
performance characteristics to projected operational performnce
characteristics.

.2 Analytical tools. Nunerous analytical, nodeling, and
sinulation tools for E® anal ysis have been devel oped by the
servi ces and DoD agenci es such as the JSC (fornmerly ECAC). The
fol |l ow ng paragraphs provide an overview on sone types of nodels
that are available at the JSC for E® anal ysis.

|.2.1 Transmtter nodels. These nodel s can be used to
predi ct the spectra of desired and undesired em ssions. For in-
band em ssions, the JSC maintains a handbook contai ni ng nodel s
of the spectra of desired em ssions for a wde variety of
nodul ations. These nodels vary: sone give the equation of the
spectrunt sone provide a nornmalized plot of the spectrum sone
provide rules to identify the bounds of the spectrum There are
al so nodel s for out-of-band em ssions which have been derived
enpirically. In many cases these nodel s have been incorporated
I nt o aut omat ed anal ysi s nodel s.
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1.2.2 Propagati on nodels. There are a nunber of nodels
for predicting propagation fromvery |l ow radi o frequencies
t hrough E-O frequencies. These nodels are designed to analyze
groundwave, diffraction, and tropospheric scatter propagation
t hrough an at nosphere whose refractivity may vary with hei ght.
These nodel s may be adapted to account for variability in
conductivity, permttivity, terrain, and frequency. Special-
pur pose propagati on nodels are al so avail able that provide the
capability to consider earth-space |inks, tropospheric ducting,
rai n-scatter coupling between antenna beans, foliage attenuation,
mllimeter wave, and E-O propagation effects.

I.2.3 Frequency assignnent nodels. Automated frequency
assignnment nodels are available to satisfy conmunications
requi renents. These nodels are applicable to single-channel,
mul ti channel , and frequency-hoppi ng radi os. The nodels have
applications in the frequency bands fromHF to SHF. Operational
applications include tactical units, air-ground-air |inks, HF
| ong- haul links, and | arge-scal e theater operations.

|.2.4 Receiver nodels. There are nunerous receiver EM
anal ysis nodels. Basically, a receiver analysis is done to
predi ct the extent of perfornmance degradation on a receiver
system resulting frominterfering signals. JSC mai nt ai ns an
extensi ve collection of technical nmanuals and aut omat ed nodel s
that are used to:

. Cal cul ate frequency dependent rejection as a function
of frequency offset.

. Predi ct spurious response frequencies and | evel s.

. Determ ne the effects of automatic gain control

capture, filter ringing, and |oss of synchronization.

. Sinul ate both tinme and frequency domain receiver
processing by using tinme sanpling, digital filtering,
and fast Fourier transformtechni ques.

. Model a variety of receiver termnal devices and error
correction codes.

. Conpar e out put performance neasures such as bit error
rate to the characteristics of the desired and
interfering signals at the detector input.
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|.2.5 Environnental analysis nodels. Mdels are avail able
to anal yze interference power |evels, power-density |levels, and
I nterference-to-noise (I/N), signal-to-interference (S/1), or
jamm ng-to-signal (J/S) ratios of equipnent in selected
envi ronnment s. Sonme of these nodels have an interactive
hi st ogram di spl ay capability that enables the user to graphically
summari ze the resulting data. Models are also available to
predict and to display el ectronmagnetic radiation (EVR) data for
envi ronnents contai ning vast nunbers of equi pnent. These nobdel s
can be used to performnear-field corrected power-density
anal yses and can be used in conjunction with other nodels to
perform anal yses to identify E® interactions, using such
paraneters as received interference power, I/Nand S/1. The
anal ysis results can be plotted graphically as a function of
frequency. These plots depict the EMR environnment in specific
geographi c areas such as the ones encountered by an aircraft, a
m ssile, or a spacecraft traversing an area or any user-defined
EMR envi ronnent .

|.2.6 Cosite analysis nodels. Unique interference
I nteractions occur when a | arge nunber of undesired signals with
hi gh- power | evels are present in a cosite environnent (i.e., on
the sanme platformor near other systens). Mbdels are avail able
to assist the project engineer in performng a cosite analysis.
A cosite analysis capability needs to be supported by a data base
of applicabl e equi pnent characteristics. Cosite analysis
capabilities include:

. Determ ning the performance of existing collocated CE
systens.

. Eval uating the design of systemconfigurations in terns
of cosite perfornmance.

. Determ ni ng constraints on frequency assignnents.

. Eval uating a variety of equi pnent types including

conventi onal communi cati ons receivers and transmtters,
frequency- hoppi ng receivers and transmtters, and
r adars.

|.2.7 Electro-optical systens analysis nodels. There are a
nunmber of analysis capabilities that apply to E-O systens such
as infrared sensors, |aser comunication |inks, and mssile
seekers. These nodels are used to perform systens anal yses
relating to target signatures, atnospheric transmttance, optics
of f-axis patterns, sensor performance, and dynam c target
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engagenent. Analysis techni ques have al so been devel oped for
predicting lowlevel interference and janm ng thresholds of E-O
receivers and for estimating the higher threshold levels to
sensor overl oad and damage.

|.2.8 Coverage contour nodels. These nodels enable the
user to interactively generate area coverage contours of path
| oss, terrain elevations, line of sight, and jamm ng-to-signal
rati os. The overlays can then be displayed on a workstation
along with digitized maps. This capability uses the Arc/Info
geographic informati on systemto mani pul ate, analyze, and displ ay
t he geographi c data.

|.2.9 Radar analysis nodels. There are a nunber of
anal yti cal nodels and conputer prograns for analyzing the EMC of
radar systens in the presence of undesired signals. The overal
performance of a radar system as well as the perfornmance of
functional conponents, such as search, track, or track-while-
scan, can be evaluated. The nodels can be readily adapted to
eval uate the perfornmance of special function radars, such as
I mging radars. Autonated capabilities exist that are tailored
for the | evels of analyses and types of environnents comonly
encountered. These environnents may contain a | arge nunber of
potential interference sources, including various types of
surface and vol une clutter

.2.10 ATC, 1FF, and NAVAIDS nodels. These nodels provide
capabilities to assess the performance of air traffic control
(ATC), identification friend or foe (IFF), and navigation aid
systens (NAVAIDS) in user-defined interference environnents.
Scenari o databases are used to define hypothesi zed environnents,
and includes definitions of equipnent characteristics such as
antenna paraneters, transmtter power, receiver sensitivity, and
processing capabilities. Drawing information fromthe scenario
dat abases, the ATC/ | FF/ NAVAI DS nodel s are then used to predict
systens performance relative to the system design and the
I ntended environnent. These nodels can be used in support of the
acqui sition process, systens engineering, and systens
I ntegration.

|.2.11 Space system analysis nodels. These nodels can be
used to anal yze el ectromagnetic interactions of |arge
constellations of satellites and terrestrial systens. Friendly,
neutral, and/or threat systens can be included in the analysis.
The nodel s determ ne the incident power density or the received
signal power at uplink, downlink, and crosslink receivers. A
graphics interface capability enables the anal yst to view the
satellite orbits and the power |evels calculated for various
poi nts along the orbital path.
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.3 Conputer codes. There are a |arge nunber of conputer
prograns avail able for use as tools for solving a variety of
anal ysi s and nodel i ng problens. These conputer codes are capable
of providing very useful interpretations to rather conplex
problenms. |In general, a detailed understanding of the theory of
the analysis nmethod is not required in order to be able to use
the codes effectively. The theory has already been inpl enented
in the codes; however, the user has to be sure that the sel ected
code is applicable to the particular problem at hand and that the
probl em definition does not violate any of the constraints
dictated by the code's algorithm E analysis codes can be
broadly categorized into three major areas: (1) conputational EM
codes, (2) systemsinulation codes, and (3) circuit sinulation
codes. Conputational EM codes are used to conpute the fields
radiated froma driven structure; to calculate the currents
i nduced on a structure when illum nated by an incident field; to
conpute the fields scattered froman illumnated structure; to
conpute the fields coupled through an aperture in the surface of
an illumnated structure; and/or conbinations of the above.
System sinul ati on codes can be used to cal cul ate the response of
systens to conplex EMEsS. System codes may address either
intersysteminteractions, intrasysteminteractions, or both. PBE
anal yses and predictions are concerned with both types of
interactions. Circuit sinulation codes are used to perform
detail ed anal yses of the responses of electronic circuits to both
desired and undesired inputs. These codes incorporate |linear and
nonl i near conponent nodels in an anal ysis.

|.3.1 Conputational electromagnetic codes. There are
conput ati onal EM codes that can cal cul ate approxi mati ons for the
el ectromagnetic fields about, and coupling to, structures in both
the frequency and tinme domains. Frequency domain nodels are
usual ly separated into two groups. One is |ow frequency where
the structure under analysis is not greater than a few
wavel engt hs i n maxi mum di nensi on. The other is high frequency
where the structure is large conpared to the wavel ength. There
are al so hybrid codes which can connect both the | ow frequency
and hi gh frequency groups to provide an overall frequency
coverage approximation. Tinme domain nethods are al so avail abl e
for finding the el ectronagnetic response of a system Wth
Fourier Transforns, frequency domain nodels can often be used to
sol ve many tinme domai n problens and vice versa.

|.3.1.1 Fundanental codes. The fundanental types of
conput ati onal EM codes are wire (nethod of nonments, - MOM codes,
scattering (geonetrical theory of diffraction - GID) codes, and
finite difference (FD) codes. The MOM techni que uses either the
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electric-field or the magnetic-field integral equation (EFIE or
MFI E, respectively) solution to Maxwell's equations, converts the
EFIE or MFIE to a nmatrix equation using nunerical analysis
techni ques, and solves the matri x equation using nunerical

anal ysis techniques. Wre codes are restricted to electrically
smal | structures (i.e., relatively |ow frequency interactions)
since extrenely large nmatrices are generated for structures
exceedi ng a few wavel engths and the conputer tine and storage
requi renents becone prohibitive. Scattering codes, on the other
hand, solve the integral formof Maxwell's equations in the high
frequency Iimt. The lower frequency |imt for scattering codes
is limted by the spacing between the scattering centers of the
princi pal objects which conprise the nodel. The m ni mum spaci ng
bet ween scattering centers is typically required to be at | east
one wavel ength resulting in a lower frequency |imt of
approximately 100 MHZ. FD codes solve the differential form of
Maxwel | ' s ti me-dependent curl equations using a volumetric zoning
scheme. This technique allows an easy nethod for incorporating
regions of conplex material properties (permttivity and
perneabilty) and can be applied to anal yses of both 2- and 3-

di mensi onal structures in the tine domain.

|.3.2 Wre codes. The Nunerical Electronmagnetic Code -
Met hod of Monents (NEC-MOM) is a conputer code for anal yzing the
el ectromagneti c response of an arbitrary structure consisting of
wires and surfaces in free space or over a ground plane. The
code NEC-2 is the latest in a series of codes, each of which was
built upon the previous one. The NEC- MOM EM code provi des:

. The ability to conpute scattering by arbitrary thin-
Wi re configurations.
. The capability to nodel structures over a ground pl ane.
. A surface nodeling option.
. A sinplified approxi mation for |large interaction
di st ances.
. The use of the Nunerical Geen's Function for

partitioned-matrix sol utions.

. A treatnment for |ossy grounds which is accurate for
antennas very close to the ground.

. An option to conpute the maxi mum coupling between
ant ennas.
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.3.2.1 NEC MOM code. The NEC- MOM code contains an integral
equation solution (MFIE) specialized for snooth surfaces wth one
(EFI'E) specialized for thin-wre structures to provide conveni ent
and accurate nodeling of a wide range of structures. The
i ntegral equation approach is best suited to electrically small
structures (i.e., dinensions up to several wavel engths).

Al t hough there is no theoretical size limt, the nunerical
solution requires a matri x equation of increasing order as the
electrical size of the structure is increased. Hence, nodeling
structures with di nensions exceedi ng several wavel engths may
require nore conputer tinme and file storage capability than is
practical. 1In such cases, standard hi gh frequency approxi nations
such as geonetrical or physical optics, or GID techni ques are
nore suitable than the integral equation nmethods used i n NEC- MOM

.3.2.2 NEC MM nodels. A nodel for NEC-MOM may i ncl ude
nonr adi ati ng networks and transm ssion |ines connecting parts of
the structure, perfect or inperfect conductors, and | unped-
el ement | oading. A structure may al so be nodel ed over a ground
pl an that nay be either a perfect or inperfect conductor. The
excitation may be either voltage sources on the structure or an
i nci dent plane wave of linear or elliptic polarization. The
out put may include currents and charges, near electric or
magnetic fields, and radiated fields. Thus, the code nay be used
for antenna anal ysis, RF/ EMP/|ightning coupling analysis, or
scattering studies.

1.3.2.3 NEC MM sunmmary. NEC-MOMis a useful tool for
perform ng antenna, coupling, or scattering analyses. NECMMis
nost appropriate for use during validation and denonstrati on when
sufficient data becones avail able to generate accurate and
detail ed system nodels. Because NEC-MOM is a net hod-of - nonent s
code, the programis typically limted to VHF frequenci es and
bel ow.

|.3.3 Scattering codes. The Nunerical El ectronagnetic Code
- Basic Scattering Code (NEC-BSC) is a user-oriented conputer
program whi ch can be used to perform EM coupling and scattering
anal yses at UHF frequencies and above. Exanples of analysis
probl enms whi ch NEC- BSC addresses i nclude near and far zone
pattern cal cul ati ons of antennas in the presence of scattering
structures, coupling predictions between antennas in the presence
of scatterers, and radiation hazard predictions.
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1.3.3.1 NEGC-BSC. The analysis techniques used in NEC BSC
are based on uniform asynptotic techniques fornulated in terns of
the GID. In NEC BSC (Version 2), conplicated structures can be
simul ated using perfectly conducting finite elliptic cylinders or
using arbitrarily oriented flat plates that can be perfectly
conducting or dielectric. Any object that can be nodeled with a
reasonabl e nunber of flat plates and elliptic cylinders of
sufficient electrical size is a candidate for analysis. |In NEC
BSC (Version 3), perfectly conducting finite elliptic cylinders,
elliptic cone frustrum sections and finite conposite ellipsoids

can al so be used to nodel the structure. |In sone instances, it
is not necessary to build a conplete nodel of the scatterer. In
the case of a narrow beam antenna, only the part of the object
that lies near the main beam needs to be nodeled in detail. The

rest of the object can be only roughly nodel ed or |eft out
conpletely which results in a savings of the execution tine
while allowing a detailed structure to exist near the significant
scattering centers.

1.3.3.2 NEC- BSC npdels. NEC-BSC, which is essentially a
GID code, is generally useful at UHF frequencies and above. Each
plate in the nodel should have edges at |east a wavel ength | ong.
If a dielectric slab is present, the source should be at |east a
wavel ength fromthe surface and the incidence angle should not be
too cl ose to grazing. Each antenna el enent shoul d al so be at
| east a wavel ength fromall edges. The nunber of plates and
cylinders that can be used in a nodel is limted only by the
size that arrays can be di nensioned on the conputer. The
orientations of the plates and cylinders are arbitrary; however,
second order interactions can only be used for parallel cylinders
and for a pattern cut in a plane perpendicular to the axis of the
cylinder. The input section of the code is based on a conmand
systemwhich is designed to nmake the definition of a given
probl em convenient. The commands are grouped into four broad
classifications: (1) geonetry definition conmands; (2) pattern
control commands; (3) program control conmands; and (4) out put
commands. The geonetry definition conmands formthe | argest
group, wth subgroups that define units, coordinate definitions,
structure definitions for plates, ground planes and cyli nders,
and antenna information for sources and receivers. The pattern
control commands allow the user to choose fixed or swept
frequency, type of pattern cut (near or far zone), and bistatic
scatter options. The program control commands define when to
execute the given data set, when to initialize a new data set,
when to end the program and special considerations such as
limting the nunber of scattering mechani sns operating at any one
time. The output comands control the type of output generated.
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Normal i zation values are defined in the output comrands which
determ ne whet her the output represents directive gain, power
gai n, absolute antenna coupling val ues, or radar cross section.

.3.3.3 NECBSC sunmmary. NEC-BSC is a useful tool for
anal yzing el ectromagnetic radiation, scattering, and coupling
problenms. NEC-BSC is nost appropriate for use during validation
and denonstration when sufficient information becones avail abl e
to generate accurate and detailed systemnodels as required to
per f or m nmeani ngf ul E anal yses. Because NEC-BSC is a GID code,
the programis typically limted to UHF frequenci es and above.

1.3.4 Finite difference codes. Finite Difference Tine
Domain (FDTD) techniques provide a direct solution to Maxwell's
ti me-dependent curl equations by treating the illum nation of a
structure (containing conductors and dielectrics) as an initial
boundary value problem At t = 0, a plane wave source is assuned
to be turned on. The propagation of waves fromthis source is
sinmul ated by solving a finite difference analog of the tine-
dependent Maxwel |'s equations on a lattice of cells, including
the structure. By tinme stepping, i.e., repeatedly inplenenting a
finite difference analog of the curl equations at each cell of
the correspondi ng space lattice, the incident wave is tracked as
It first propagates to the structure and then interacts with it
via surface current excitation, diffusion, penetration, and
diffraction. Tinme stepping is continued until the desired | ate-
time or sinusoidal steady state behavior is achieved at each
lattice cell. The field envel ope, or maxi num absol ute val ue,
during the final half-wave cycle of tine-stepping is taken as the
magni t ude of the phasor of the steady-state field at each cell

1.3.4.1 FDTD. The FDTD techni que has two key advant ages
relative to other avail abl e nodeling approaches. First, it is
sinple to inplenment for conplicated netal/dielectric structures
because arbitrary electrical paranmeters can be assigned to each
|attice cell. Second, the conputer nenory and running tine
requi renents for FDTD techni ques are not prohibitive for many
conpl ex structures of interest. Wth FDID techni ques, the
requi red conputer storage and running tine increases linearly
with N, the total nunmber of unknown field conponents. Conputer
techni ques which require the solution of simnultaneous equati ons,
such as MOM techni ques, usually have a storage requirenent
proportional to N and running tinme proportional to N or N°.
Al so, since all FDTD operations are explicit and can be perforned
in parallel, rapid array-processing techniques can be readily
appl i ed whi ch enable 10° to 10° field conponents to be solved in
a single FDID problem as opposed to about 10° fiel d conponent s
for conventional approaches using sinultaneous equation
sol utions.
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|.3.4.2 EDTD nodels. A |large nunber of FDTD conputer codes
have been devel oped. Sone of the nore docunented codes include
THREDE, G3DXL3, FDTD3D, G-FDTD, ARGUS and STARBOX.

a.

THREDE is a 3-di nensi onal FDTD code devel oped primarily
for solving EMP propagation, coupling, and scattering
problenms. The incident field may either be propagating
in the formof plane waves or spherical harnonics, or
may be locally generated by a gamma flux. THREDE can
al so treat surface-current injection testing by

i nposing the incident field only at the injection
cells. A nonideal ground plane may be | ocated
arbitrary close to the scatterer, which nay al so have
arbitrary paraneters. One version of THREDE is a
total-field code which can treat problens including
nonl i near phenonena such as fiel d-dependent air
conductivity. A second version of THREDE is a
scattered-field code in which only the scattered field
is solved by the finite-difference algorithm

&3DXL3 (Ceneralized 3-Di nensi onal eXpandabl e Law ence
Li vernmore Laboratory) is a lineal descendent of THREDE,
augnented wi th an expansi on technique and the ability
to handl e | ossy dielectrics. G3DXL3 uses a first-order
absor bi ng boundary condition, optim zation techniques,
and a different indexing schenme to achieve a 50%

i nprovenent in operating speed. G3DXL3 has been
experinmentally validated using a cylindrical cavity
with variabl e size apertures.

FDTD3D is a 3-dinensional finite difference tinme domain
code for closed surfaces. The code is primarily used
for cavity coupling and scattering anal yses. FDTD3D
allows for the nodeling of volume and surface inpedance
and can handle Dirichlet, Neumann, inpedance, and

radi ati on boundary conditions. The code uses a finite
di fference solution with pul se basis functions and the
total field quantity is used for the formulation.
Curved surfaces are nodel ed by |inear approximtions.

G-DTD is an FDID code simlar to FDID3D but wth
considerably |l ess capacity. G-DTID is also used for
cavity coupling and scattering anal yses. The code uses
a finite difference algorithmw th separate field
guantiti es.

| -10
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e. ARGUS is a 3-di nensional FDTD code used principally for
pl asma, cavity, and scattering anal yses. The code has
an autonmatic nesh generation capability. ARGUS uses
finite difference and particle-in-cell (proprietary)
met hods and must be run on a Cray-class conputer for
efficient execution.

f. STARBOX is a 3-di nensional Maxwel|l's equation sol ver
with the capability of treating conplex geonetries,
shadowi ng effects, varying surface em ssivities, and
arbitrary illumnation angles. The code also treats
arbitrary cable configurations within cavities.
STARBOX uses an equi-grid, tinme centered, space
centered algorithmthat incorporates a Meeking routine
to define internal structures.

|.3.5 Hybrid codes. The General Electronmagnetic Mdel for
the Anal ysis of Conplex Systens (GEMACS) is a programthat can be
applied to the investigation of alnbst any el ectronmagnetic
phenonenon associated with radiating or scattering systens.
GEMACS is a practical tool that can be applied to maj or systens
during design, devel opnent, and production to investigate and
conput e antenna paraneters, radar cross sections, field coupling,
etc. in the frequency domain. Version 4.0 of the code
i ncorporates three different solution techniques: (1) MOM GID,
and FD. The MOM GID, and FD formnul ations in GEMACS can be
utilized separately or conbined to solve a wide class of problens
efficiently and accurately. The MOM formul ati on can be applied
to structures that are small in terns of a wavel ength; the GID
formul ati on can be applied to structures that are large in terns
of a wavel ength; and the FD formul ation can be applied to field
solutions internal to a cavity.

.3.5.1 GEMACS. In order to performa conplete anal ysis of
a system all regions of the system nust be considered (i.e.,
exterior surfaces, apertures, and interior cavities). The built-
in hybridization capability of GEMACS can anal yze the conpl ete
systemin all regions of interest. This hybridization process is
totally invisible to the anal yst once the types of interactions
and the output data of interest have been defined. The use,
coupling, and interactions of the various nodules, as well as the
transfer of data anobng the nodules in the proper dinensions, are
automatically handl ed by GEMACS
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The MOM fornul ation in GEMACS was originally derived
fromthe Antenna Mdeling Program (AMP). The primary
differences are in the geonetry and excitation
processes and in the use of the Banded Matrix Iteration
technique. The MOMtechnique is based on a nuneri cal
solution of Maxwell's integral equations. Two integral
equation forns are widely wused: (1) EFIE and (2)

MFIE.  The EFIE expresses surface currents in terns of
G een's function and incident electric fields. The
EFIE is well suited to one dinensional geonetries such
as thin wires or geonetries which are conposed of thin
wires. The MIE expresses surface currents in terns of
the derivative of a Geen's function and the incident
magnetic fields. The MFIE is well suited for snooth,

cl osed surface geonetries which are conposed of surface
patches. Up to 20,000 wire segnents and patches can be
used. However, a typical analysis of a structure with
a few hundred segnents at a single frequency requires
on the order of one hour of conputer tinme. An MOM

anal ysis of the same structure at 10 frequencies would
require approximately 10 hours of conputer tinme. Thus,
the actual limt is typically dictated by conputer
resources. To analyze a structure the size of a
fighter aircraft with 700 segnents in a reasonabl e
anount of conputer tine, the upper frequency is limted
to approxinmately 60 MHZ. If only part of the aircraft
structure is nodel ed, the upper frequency limt can be
ext ended.

Many of the GID formul ati ons in GEMACS were derived
fromthe BSC devel oped by the Chio State University in
1979. The BSC was extended in GEMACS so that reflected
and diffracted fields in the near zone of a structure
coul d be conmputed. The GID technique is based on an
extension of geonetrical optics. Geonetrical optics by
itself fails near surface discontinuities (e.g., plate
edges). GID corrects the scattered field by the anount
geonetrical optics is in error by defining additional
scattering centers at points on surface
discontinuities. The field diffracted fromthese edges
is related to the incident field by a diffraction
coefficient. The GID nodels nust be constructed within
the limts of one cylinder, two end caps, and 14 pl ates
whi ch may have at nost six corners. GID, |ike
geonetrical optics, is a high frequency asynptotic
techni que and sol ution accuracy degrades as the

wavel ength increases. Thus the plates used in the
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nodel shoul d be at | east one wavel ength 1|ong and the
antenna el enents should be at | east one wavel ength from
all edges. |If the smallest edge I ength on the
structure is two feet, the GID nodel would be useful
down to approxi mately 500 MHZ.

C. The FD fornulation in GEMACS is a direct solution of
Maxwel | ' s equati on which divides the structure being
analyzed into unit cells to create a lattice
representation of the structure and its interior
volune. The interactions between these unit cells are
then sol ved using nunerical solutions. The unique
feature of the FD nethod is its ability to nodel the
propagati on of an el ectronagnetic wave in a vol une of
space containing a dielectric or conducting structure.
GEMACS hybridi zes an FD algorithmwith the MOM and GID
formulations in the frequency donmain to solve both the
interior and exterior problenms, coupling themby finite
di fference nodel s of connecting apertures. The
apertures thenselves are treated as interior cavities
such that every geonetry is represented by at |east
three regions: the exterior, the aperture, and the
interior. Al regions are solved sinultaneously so
that all interactions are properly considered in
relationship to each other.

.3.5.2 CEMACS summary. GEMACS is a powerful and versatile
tool for analyzing electromagnetic radiation, scattering, and
coupling problens. GEMACS is nost appropriate for use during
val i dati on when sufficient infornmation becones avail able to nodel
structures and conductors as necessary to preform nmeani ngful E
anal yses. Because GEMACS conbines MOM GID, and FD techni ques
into a single hybrid anaIyS|s tool, the programis applicable to
a wde variety of systen1E anaIyS|s probl ens and may be used
over an extrenely broad frequency range.

|.4 System sinulation codes. The I ntrasystem
El ectromagnetic Conpatibility Analysis Program (I EMCAP) can
estimate el ectromagnetic conpatibility margins for platform
| ocated systens. |EMCAP utilizes a data file describing the
basic platform geonetry, system conplenent (and associ ated
ant enna, power, frequency and rejection characteristics) and
cal cul ates the extent to which systens may interfere with each
other as a function of frequency. The programuses sinplified
coupling techniques fromthe general theory of diffraction to
obtain bounded limts to the expected coupling of electromagnetic
signal s between systens. The system descriptors are then used to
cal cul ate how the coupled signals effect the desired system
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response. In general, absolute accuracy is sacrificed for
conput ati onal speed, allow ng various "what if" scenarios to be
performed in a short anount of tine.

.5 Grcuit sinmulation codes. Electronic circuit
si mul ati on has been possible since the |ate 1960's when the
Berkeley Sinulation Programw th Integrated G rcuit Enphasis
(SPI CE) software was devel oped. Since then, SPICE has evolved to
I ncl ude hi gh speed logic and mcrowave circuit nodeling. Grcuit
sinmul ators are available that can sinulate nost circuit
t opol ogi es (digital and anal og).

.5.1 Systemsinulators. Oher codes are avail able which
can sinmul ate system bl ock diagrans. Since these codes are
relatively new to the engineering software market, their
capabilities and availability are changing rapidly. Simulators
for radio frequency and m crowave bl ock system sinul ators provide
an assortnent of simlar capabilities such as:

a. Anal yze System Perfornmance for:
. Gai n and Phase.
. G oup Del ay.
. | npedance Match
. Dynam ¢ Range.

. Signal to Noise Ratio.

. Non- Li near Characteristics.
b. Anal yze System I nternodul ati on Characteristics.
C. Syst em Power versus Frequency.

d. Commruni cations Link Noi se Budget.

e. Circuit Optimzation.
Systemsimulators require a data file description of the system
bl ock diagram This data file may use "canned" nodels of each

bl ock or nodel s devel oped for other circuit sinulation tools that
are conpatible with the system sinul ator.
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J. EMC DATA

J.1 General. The significance and applicability of using
E® anal ysis tools such as nodeling is dependent upon the det ai
and accuracy of the available data. The data available to
support E® anal yses varies greatly across the lifetinme of an
item Early in the Concept Exploration Phase, information
avai lable to an analyst is primarily found in statenments
pertaining to the functional goals and m ssion objectives of an
itemand may be supplenented with additional information based on
an anal yst's experience wth simlar systens and equi pnent. As
an item s acquisition advances through the phases of its life
cycle, specific platformgeonetry, equi pnent EM characteristics,
antenna pl acenents, cable |layout, etc. are nore accurately
defined and thus the ability to performdetail ed anal yses grows
as the item matures.

J.2 Types of data. Accurate data describing the EM
characteristics of all devices, equipnent, subsystens, and
systens and the probable EMEs in which they are intended to
operate are required when conducting detailed E® analysis. The
information required to performvarious E® analysis can be
categorized into the follow ng seven (7) groups:

J.2.1 Platforminventory data. Platforminventory and
configuration data for aircraft, ships, subsurface ships and
vehicles are contained in this category. Platforminventory
Information is required for both currently installed equi pnment
and equi prent planned for future deploynent/installation.

J.2.2 Equipnent characteristics data. This includes radio
frequency (RF) paranetric data containing technical character-
Istics for transmtters, receivers, and antennas for equi pnent
identified in the PlatformInventory databases. The |evel of
detail of this data varies depending on it’s intended use.

Design engineers require detailed data while operational per-
sonnel may only be interested in general data.

J. 2.3 Frequency assignnent data. Frequency assignnent data
I ncl udes i nformati on on the authorization of specific users to
use discrete frequencies or bands of frequencies for specific
purposes with specific equipnent. The required data includes
bot h Governnment and non- Gover nnent frequency assi gnnent
i nformation. A large portion of this data is already resident at
the Joint Spectrum Center (JSO
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J.2.4 Equiprent enploynent data. This information includes
t he procedures and net hods by which the equipnment is used. This
I's operational doctrine and enploynent information regarding
actual usages. Sonme of this data is contained in the Electronic
Order of Battle (EOB) information.

J. 2.5 Topographic data. Topographic data includes both
geopolitical boundary data and digitized terrain informtion.

J.2.6 EM problemiresolution history data. EM problem
data includes a description of the E® problem how the problem
was resolved (when applicable), affected platforns, and the
status of the fixes for each affected platform Sources for
obt ai ning data on E® probl ens incl ude:

a. The Joint SpectrumInterference Resolution (JSIR)
Program

b. The Shi pboard El ectromagnetic Conpatibility |nprovenent
Program (SEMCI P) Techni cal Assistance Network (STAN).

C. The SEMCI P Managenent | nformation Tracking System
(SMTS).

d. The Air Systens EM Corrective Action Program
(ASEM CAP) Managenent I nformation and Tracki ng System
(AMTS).

J.2.7 Test results data. This data includes the results
from various equi pnent EM/EMC tests and neasurenents that were
conducted in accordance wth specified EMJ EM standards.

J.3 Databases. DoD conponents conducting E® anal ysis may
request data fromthe JSC. The JSC maintai ns extensive database
resources to support DoD E® anal yses. These database resources
i ncl ude the foll ow ng:

J.3.1 Background environnental database. This database
cont ai ns automated and nonaut omat ed records of the el ectro-
magnetic environment of mlitary and registered civilian
comuni cation-el ectronics (C-E) operations worldw de. The
environnental file includes data from

. Al'l i ed Radi o Frequency Agency.
. Canadi an Departnent of Transportation.

. Departnent of Defense.
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. Def ense Mappi ng Agency.

. Federal Communi cati ons Conmi ssi on.
. Nat i onal Acadeny of Sciences.
. Nati onal Tel ecommuni cati ons and | nfornmati on

Adm ni strati on.

. I nt ernational Tel econmuni cati on Uni on.
. North Anmerican Aerospace Defense Command.
. Satellite and M crowave Engi neering Link Data Sources.

J. 3.2 Equipnent characteristics database. The equi pnent
characteristics database contains nore than 80,000 records of
basi c technical characteristics of mlitary and commercial CE
systens. These data records have been created froma variety of
sources such as technical orders and nmanual s; manufactures
brochures; and frequency all ocation, commercial, and neasurenent
docunent ati on. Extensive data are available for nost DoD
systens. Technical data for foreign equipnent are al so
avai |l abl e.

J. 3.3 Frequency resource record systens database. The
Frequency Resource Record System (FRRS) dat abase contains nore
t han 180, 000 DoD frequency-assi gnnent records. Each record
I ncludes adm nistrative and technical data such as the type of
assi gnnent, the assigned frequency, organizational information,
and the equi pnent | ocati ons.

J.3.3.1 EFERRS data. FRRS data are provided by DoD
conponents to support worl dw de frequency-managenent activities,
Joint Chiefs of Staff (JCS) contingency requirenents, and EMC
anal ysis requirenents to the extent that the data are applicable.

J.3.4 Tactical database. The Tactical Database (TACDB)
contains data on G E configurations of mlitary units and
pl atforns such as aircraft, ships, and tanks and conmerci al
aircraft and ships. In addition, the TACDB contains data on
representative CE deploynents (e.g., locations and use of CGE
equi pnent) based on currently approved mlitary scenari os.

J.3.5 Space systens database. The JSC Space Systens
dat abase contains CE characteristics of radio frequency
equi pnent associ ated with space systens which are extracted from
satellite launch notifications, NASA and other governnent agency
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publications. |In addition, this database contains paraneters for
orbiting spacecraft. These paraneters are provided by the US
Space Command; whereas, paraneters for future spacecraft, which
reflect the projected orbit, are extracted fromtechnical
docunents such as the International Frequency Registration Board
(I'FRB) notifications and entered into the database. The JSC al so
mai ntains a hard-copy file of orbital paraneters that contains
data from nunerous sources.

J.3.6 Electro-optical systens database. In support of the
Air Force Electronic Warfare Center (AFEWC), the JSC conpil es
both US and friendly country electro-optical (E-O system
characteristics in the Electronic Warfare | ntegrated Repro-
gramming (EWR) format. This database forns the E-O portion of
the US Non- Communi cations systens database established by the
Joint Chiefs of Staff.

J. 3.7 Topographi c database. This JSC dat abase cont ai ns
digitized terrain-elevation data, obtained fromthe Defense
Mappi ng Agency, for approximtely half of the earth's | and
surface. Current coverage includes all of CONUS, Europe, the
M ddl e East, Asia and portions of Canada, Africa, and South
Aneri ca.

J.4 Equipnent data elenents. Data needed for assessing the
el ectromagnetic conpatibility of comruni cation, radar, and
EW SI G NT equi pnent i ncludes the foll ow ng:

J.4.1 Transmitter infornmation.

. Transm tter power.
. Modul ation type and techni ques.

. Em ssi on bandw dths (3, 20,60 db).

. Har noni cs/ | evel s.

. | nt er nodul ati on products/|evels.

. Spurious em ssion/levels.

. Noi se pedest al / broadband noi se.

. Puise rate, wdth, rise and fall tinme, conpression
ratio.
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J. 4.2 Receiver information.

RF bandwi dt hs (3, 20, 60 db).

| F bandw dt hs (1st, 2nd, 3rd).
Filters (3,20,60 db).

Sensitivity.

Dynam c range.

- Processor gain/jamm ng rati o.
Susceptibility.

- Cabl e/ case penetrati on.

- Front end burnout |evel.

Noi se figure.

Local oscillator frequency.
Degradation threshold criteria.

- Signal to interference ratio.
- Interference to noise ratio.
- Synchroni zati on t hreshol d.

- Articul ation I ndex (Al).

- BIT Error Rate (ER).

- Resi dual error rate.

- Constant Fal se Al arm Rate (CFAR).

- Gai n conpr essi on.
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J.4.3 Antenna infornmation.

. Ef fective radi ated power.
. Ant enna type (parabolic, phased array, etc.).

. Ant enna hei ght.

. Mai n beam gai n.

. Aver age si del obe/ backl obe gai n.

. Hori zontal /vertical beam w dth

. Angul ar cover age.

. Sector scan rate.

. Pol ari zation (Horiz/vert/circular).

J.5 JSC hone page. Information on JSC operations and

capabilities can be obtained fromtheir Home Page, www. jsc.ml.
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