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Encryption over the Inmarsat M4

1. Introduction

This application sheet gives general information on how to use encryption devices with the Inmarsat M4.  We will discuss the use and limitations of the application and compare some of the equipment available.

2. The use for encryption over M4

Encryption is essential for Government agencies in their use of Inmarsat terminals but they are not the only ones to use encryption devices.

In an increasingly competitive market where industrial espionage is a reality, more and more corporations want to protect their data and voice communications from eavesdropping.

These systems are typically hardware based and can encrypt voice and/or data.  While the highest levels of encryption are restricted to only certain levels of government, lower levels running on the same hardware are available to the public.

The use of encryption devices with Inmarsat terminals has in the past generated difficulties and required special software upgrades to both the Land Earth Station and the satphones.  With the Inmarsat M4, things have gotten a lot simpler and no special upgrades are required.
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3. What should be expected

The encryption equipment is typically developed to work on conventional landlines (analog or ISDN).  The use of such equipment with the Inmarsat terminal presents some challenges due to the satellite delay and the limited bandwidth.

The Inmarsat M4 and its higher bandwidth has solved a lot of issues for most encryption devices but still presents problems for one.  We will detail below our experience with some of the most popular encryption systems and propose some new ones.

4. Equipment tested

We will detail the following equipment: STUIII, STE, KG84C, KIV 7.  These systems have been developed by companies contracted by the American National Security Agency for the use of the U.S. Government but some of them are available in exportable lower level encryption format.  We will also detail the TMC SL2000 encryption device, which is fully available to the public.

The STUIII:

This secure telephone is very popular in North America and some of its encryption levels are available for export.  Despite the fact that its production has stopped, it will still be used for many years.  The STUIII allows voice, fax and data secure transmissions. 

By using the Inmarsat M4 3.1Khz audio 64K channel, you can achieve STUIII 9.6Kbps secure calls without any upgrades to the satphone or the LES.  It is even possible to establish satphone-to-satphone STUIII secure calls, something almost impossible on Mini-M or B.  We have also established a double-hop call from a STUIII compatible Inmarsat B (with the special STUIII upgrade) to an Inmarsat M4 with no special software.

The STUIII secure calls are clearer with M4 than with Inmarsat Mini-M or B.

The KG84C and the KIV 7:

These secure data units are used in North America over ISDN lines.  Widely used over Inmarsat B, they do not require any special upgrades to the LES or to the satphones.

These units can be used with the Inmarsat M4 the same way they are used with the Inmarsat B.  The KG84C and KIV 7 do not have an RJ45 ISDN interface and require a terminal adapter to work with the M4.

These encryption devices are not believed to bee available for export outside of North America.
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The STE:

The STE secure telephone is the successor to the STUIII, KG84C and KIV7.  It is a secure ISDN telephone for voice, fax and ISDN data that is also STUIII compatible.  This unit is still restricted to US and Canadian Government use only, but an exportable version is planned.

The STE is a very sophisticated and probably the most secure telephone in the world. However, it is very sensitive to the signaling that it detects on the telephone line and will step down to the lower STUIII mode if it does not find the line suitable enough. 

This has been an issue with the M4.  Because the signaling generated by the Inmarsat M4 is not exactly the one of a regular terrestrial ISDN line, the STE phone does not detect an end-to-end ISDN connection and drops down to STUIII.  Since it is an Inmarsat signaling issue, all LES are facing the same problem.  France Telecom and its LES manufacturer are currently working on solving this issue.  As an international operator, we have a temporary solution, which consists of generating the missing signaling at the network level.  When the STE phone sees the full signaling on the line, it proceeds with STE level secure transmission.

The TMC SL-2000:

This encryption device is fully available to the public and exportable.  It works on regular telephone line and is fully tested on the Inmarsat M4 3.1Khz audio 64K channel.

The SL-2000 performs secure voice, fax and data transmission.  It also encrypts files stored on your computer and e-mail attachments.  Also, it allows simultaneous secure voice and file transfer.

5)   Conclusion

It is a lot easier to use encryption devices with the M4 than it is with any other Inmarsat terminal.  The M4 provides a larger bandwidth and a cleaner and clearer secure channel.  It also allows for satphone-to-satphone secure communication. 

The encryption device of choice depends on the client and its eligibility to use certain devices.  The SL-200 is the most readily available and the STE the most restricted.
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