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Video surveillance over the Inmarsat M4

1. Introduction

This application sheet gives general information on how to use the Inmarsat M4 for remote video surveillance.  We will discuss the use and limitations of the application and some of the equipment available.

2. The use for video surveillance via M4

Remote video surveillance is a limited but growing market.  Corporations and Government agencies have a growing number of assets in remote areas and a growing need to protect them.  It can be an oil company that wants to prevent oil and tools theft on their remote unmanned rigs, a Government that wants to protect its evacuated embassies in war zones, a country that wants to get a better control on its remote borders or even a Corporation that wants to protect the assets in its remote offices.

Some low-end systems can use regular telephone lines but the quality and usability is relatively poor. To be really effective, remote video surveillance needs an ISDN line and the Inmarsat M4 provides the perfect solution.

The remote video surveillance systems are a combination of video conferencing and detection technologies.  They widely range in prices and features.  We have chosen one system in particular that was integrated and fully tested by one of our ISP’s.  This system offers all the features that can be found on video surveillance systems and has an integrated Euro ISDN connection, making it a perfect match for the M4.

3. What should be expected

A remote video surveillance system consists of a base and a remote end.  The base is a regular desktop computer fitted with video conferencing boards and video surveillance software.  The remote is video/audio codec with input/output interfaces connected to video cameras, detectors and security devices.  The remote end is able to run its own security and defense program and will dial the M4 satellite telephone to report to the base.

The video surveillance system can be used for both preventive monitoring and intrusion detection and deterrence.

Preventive monitoring: 

In this mode, the base can dial into the system and use the remote controlled cameras and security devices to monitor the remote site.  The operator can switch from one audio/video source to another and can activate any security devices or defense mechanism (open or close doors, activate sirens…)

Intrusion detection and deterrence:

In this mode the remote end will detect an intrusion, run its security program and dial the base to transmit the live video/audio feed.  The detection will occur through any of the many sensors that can be connected to the system: infrared (for heat signature), seismic (for footsteps), magnetic (for vehicles and weapons), laser beams, tripwire… 

If the base is manned, the operator can take control of the remote site and react to the intrusion.  If the base is unmanned, the incoming audio/video feed will be automatically stored on the hard drive and the remote end will react to the intrusion according to its programming.  The operators can later review the footage and even isolate frames for enhancement and positive identification of the intruders.

The video transmitted via the M4 comes in as an AVI type file.  The picture is of good quality at a rate of about 10 frames per second.  This is typically quite sufficient for video surveillance.  The snapshots taken from the stored video are BITMAP files that can be enhanced by specialized software.  The video can be transferred to any type of VCR for viewing on regular TV monitors.  The quality of the picture will deteriorate when shown full-screen.

The quality of the picture will improve by adding a second M4 channel, going from 64K to 128K.  This solution has yet to be tested.

4. Equipment tested

The GVS 2000 is a global video surveillance system that was integrated and tested by our Canadian partner Network Innovations Inc.  It can use either the Inmarsat B or Inmarsat M4 terminals. 

The basic GVS 2000 can be connected to 4 remote cameras and 10 different digital sensors, such as motion detectors, trip wires, metal detectors and so on.  It also connects to I/O devices allowing the base to remotely open and close doors and turn on and off any electrical device.

The system can be extended to up to 32 video cameras and 256 different sensors and I/O devices.

The package includes a security system, video codec and one Inmarsat M4 mobile ISDN units at the remote end, plus receiving software and video codec at the control room.

Remote end:

Satellite system: Inmarsat M4 mobile ISDN 64Kbps

Security system:  Codec unit with camera and sensors connections and keypad



ISDN connection to satellite or terrestrial ISDN with built-in channel aggregation

Optional local recording of images in alarm conditions (on memory card). 

Optional motorized or stationary video cameras available in color or black and white.

Control room:

Receiving station: PC equipped with a codec board to control all the devices located at the remote site

 Control of the zoom, pan & tilt and focus features and remote control of I/O devices

 NT1 for ISDN connection

 Video surveillance software

Recording of video sequences to PC hard disk for viewing and VCR transfer

Optional external monitor for live viewing of incoming video

