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DSP 9000

Military Radio Ciphering System

The DSP 9000 is a family of
Military Ciphering Systems that
provide long-term, strategic sccurity
for communications transmitted
over narrowband channels. The
DSP 9000 is available in base
station, manpack, handset, and
implant board configurations. A
programmable interface and
MIL-SPEC design make the DSP
9000 capab
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unit selects the appropriate key by
means of a real rime clock at a time
interval set by the security officer.
Automatic downline key indexing
insures that the receiving unir
always selects the proper key

for decryption.

Handset and Implant Models

Advanced DSP technology and the
latest miniaturization techniques
have allowed the high-level security
and voice processing of the

DSP 9000 base station to be
reduced in size to fir in a handser
configuration, and as a board inte-
grated into a radio.

It is no longer necessary for field
soldiers to carry a separate crypto
unit. The DSP 9000 HS replaces
the existing radio handser, thereby
adding less than one pound to the
weight of the manpack radio. Prior
to a mission, a security officer loads
the DSP 9000 HS with 200 keys
and radio interface settings using
TCC’s SmartModuler, Once
loaded, the radio operator need

Fixed DSP 9000 base station installation
moa communications shelter.

only select cipher or plain mode.
With the addition of the HS model,
the DSP 9000 family now provides
a complere, integrated security
solution for air, ground and

sea operations.

The DSP 9000 Implant Board is
an embedded, modular encryprion
option board designed for easy inte-
gration into HE VHF and UHF
radios. Radios using the DS 9000
Implant Board will interoperate
with radios secured with a full-size
DSP 9000 unit or a DSP 9000

The crypro management systen facilitates
key generation, loading, dnd distribution.

HS handser unit. New radios
can be phased in, and radios
from different manufacrurers
can communicate securely.

Quality

TCC is dedicated to qualiry
products and services. TCC is
15O 9001 certified. ISO 9001,
granted to TCC by TUV, is

I]'I\‘ maost srringcnt .‘\T.H[](.Id!'d

available for roral quality sys-
tems in design/development. pro-

duction, installation and servicing,

Technical Specifications

CIPHERING
TECHNIQUE

Key Generator

CRYPTO KEY
VARIABLES

Total keys: 4.0

SYNCHRON-
[ZATION

FREQUENCY
CONTROL
FREQUENCY
OFFSET

AUDIO
INTERFACE

Characteristics

TCC proprietary Enhanced
Domain Transform (EDT),

L"()l'll'l'('l”('d I_‘-l\ d ll()l"t'“l'lt.‘ill’

System key: 8.39 x 107"
Nerwork key: 6.55 x 104
Local key: 7.2 x 10'¢

Inband digitally controlled
FSK sync burse (74 bits)

AUDIO
BANDWIDTH

REQUIRED
CHANNEL
BANDWIDTH

DIAGNOSTICS
X |0]II.’

ENVIRON-
MENTAI

High-stability erystal oscillator

EMI

+120 Hz maximum for HE-SSB

MTBF

‘Soft’ Selectable Interface

Technical Specifications continued on the next page,

DSP 9000 Family

Voice Mode: 200 Hz to 2800 Hz
Dara Mode: 200 Hz to 3000 Hz

500 Hz to 2400 Hz Minimum

BITE run at power on and on
demand from keypad

Humidicy:

120 hours, 95% non-condensing

MIL-STD-810C, Method 507
MIL-STD-461B, Class A3
Exceeds 10,000 hours

per MIL-HDBK-217F &
MIL-STD-756
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DSP 9000

Technical Specifications continued

DSP 9000 Base Station

KEY MANAGEMENT

OPERATION
SIZE AND WEIGHT

POWER

AUDIO INTERFACE

PUSH TO TALK
SIGNAL

DIAGNOSTICS

ENVIRONMENTAL

OPTIONS AND
ACCESSORIES

Key Storage:
800 Local Keys stored in two key-
banks containing 400 keys

Key Loading:
SmartModule™ or KFD-800 keyfill

devices, or keypad entry
Half duplex and full duplex models

Height: 2.25" (5.7 cm)

Width: 8.25” (21 ¢cm)

Depth: 11.07 (28 cm)

Weight: 5.7 lbs (2.6kg) half duplex
6.8 lbs (3.1kg) full duplex

DC Voltage: +9 to +32 VDC

AC Voltage: 115/230 VAC,

S0/60 Hz

Current: 1 wart (90mA@12VDC)

H-189/HC-250 handset
4 wire/600 ohm
MIC/Speaker
Telephone direct wired

Contact closure to ground or to
positive supply (+32 V max.)

Full range of BITE including:
CPU, RAM, ROM, DSP, analog
test, audio loop, keypad,

keyfail, key storage and display.

Temperature:
Operating: -20" C to +70" C
Storage: -40" C 1o +85° C

Vibration:
1.5G pL‘;!k. 55-220 Hz
MIL-STD-810C, Method 514

Shock:
40Gs @ 11ms
MIL-STD-810C, Method 516

m TCC secure phone

m KFD-800 keyfill device

m SmartModule keyhll device
® Remote control head

® 19 inch rack mount

m Shock mount assembly

®m Automatic Test Equipment
® Crypro Management System

(978) 546-3803

Granite Island Group
127 Eastern Avenue, #291
Gloucester, MA 01931

http://www.tscm.com/

DSP 9000 Handset

KEY MANAGEMENT

OPERATION

SIZE AND WEIGHT

POWER
REQUIREMENTS

AUDIO INTERFACE

PUSH TO TALK
SIGNAL
ENVIRONMENTAL

lemperature:

Waterproof:

Vibration:

Shock:

Key Storage:
200 Local Keys stored in two
keybanks containing 100 keys

Key Loading:
SmartModule™ keyfill device,
or keypad entry

Half duplex

Height: 97 (23 cm)
Widch: 27 (5.1 ecm)
Depth: 4" (10.2 ¢m)
Weight: 2.0 lbs (.9kg)

Externally supplied, 9 - 18 VDC
1 wartt (90 mA @ 12 VDC)
6-pin MIL-C-55116 connecror
Aux connectors with DC power

Orhers available on request

Contact closure to gmund

Operating: -20° C to +60° C
Storage: - 40" C ro 485" C

Submersible to 1 meter

1 Grms, 5-200 Hz random curve,
MIL-STD-810D, Method 514.3

100 Gsar 11 ms
MIL-STD-810D, Method 516.3

DSP 9000 Implant Board

KEY MANAGEMENT

SYNCHRONIZATION

OPERATION

POWER

SIZE AND WEIGHT

ENVIRONMENTAL

Temperature:

EMI

Key Storage:
200 Local Keys stored in two key-
banks of 100 keys

Key Loading:
SmartModule™ or keypad entry

Inband digitally controlled FSK sync

burst (74 bits)
Half-duplex (Push-to-Talk)

DC Volrage: 5V DC Input
Current: 220mA (typical)

Length: 9.757 (248 mm)

Width: 3.78” (96 mm)

Heighe: 0.77 (18 mm) component
side 0.15” (4 mm) solder side
Weight: 6 oz.

Operating: -20° C to +70" C
Storage: 40 Cro+70°C

4-layer board with separate ground
and power planes

RFI filtering on [/O signals

Metal EMT shield over components
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