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CHAPTER 1

DOCTRINAL FUNDAMENTALS

1001. Introduction. Intelligence strivesto accomplish two objectives. First, it provides
accurate, timely, and relevant knowledge about the enemy (or potential enemy) and the
surrounding environment. In other words, the primary objective of intelligence is to support
decison making by reducing uncertainty about the hodtile situation to a reasonable
level—recognizing, of course, that the fog of war renders anything close to absolute certainty
impossible. The second intelligence objectiveisthat it assists in protecting friendly forces
through counterintelligence. Counterintelligence includes both active and passve measures
intended to deny the enemy vauable information about the friendly Situation. Counterintelligence
aso includes activities related to countering hostile espionage, subversion, and terrorism.
Counterintelligence directly supports force protection operations by helping the commander deny
intelligence to the enemy and plan appropriate security measures. The two intelligence objectives
demondtrate that intelligence possesses either positive—or exploitative—and protective
18 elements. It uncovers conditions that can be exploited and smultaneoudy provides warning of
19 enemy actions. Intdlligence thus provides the basis for our own actions, both offensve and

20 defengve. Identifying, planning, and implementing MAGTF counterintelligence operations and
1 Mecsres are the main focus of this publication.

22 1002. Objective. Counterintelligence (Cl) isthe intelligence function that is concerned with identifying
23 and counteracting the threat pased by hodtile intelligence capabilities and by organizations or individuas
24 engaged in espionage, sabotage, subversion, or terrorism.

25 | Counterintelligence -- Information The objective of Cl isto enhance command security by
26 |9athered and activities conducted to

27 protect against.elspionage, other denying an ad\_/erSm/ mformatlorl thet _m' ght be used to
intelligence activities, sabotage, or conduct effective operations againg friendly forces and to
28  |assassinations conducted by or on protect the command by identifying and neutrdizing
29 | behalf of foreign governments or espionage, sabotage, subversion, or terrorism efforts. Cl
30 |elements thereof, foreign . e .
5] |organizations, or foreign persons, or provi d_es critical mtelhgeme Support to command force
international terrorist activities. (Jt protection efforts by helping identify potentid threats, threet
32 cgpabilities and planned intentions to friendly operations while
33 helping deceive the adversary asto friendly capabilities, vulnerabilities and intentions. Physical security
reduces our vulnerability. Operations security reduces our exposure. Combating terrorism efforts
combl ne to make us aless lucrative target. In so doing, Cl increases uncertainty for the enemy, thereby
maklng aggnificant contribution to the success of friendly operations. Cl dso identifies friendly
37 vl nerabilities, evaluates security measures, and asssts with implementing gppropriate security plans. The

32 integration of intelligence, Cl and operations culminates in a cohesive unit force protection program.

OCoOo~NOUlLPA WDN P

10

12

16
17

35

40
41
42
43



MCWP 2-14, COUNTERINTELLIGENCE

1

21003. Basisfor CI Activities

3

4 a. Hostileobjectives. Adversaries can be expected to use every available means to thwart or

5 otherwise impede our forces with his efforts directed towards intelligence, epionage, sabotage,

6 subversion, and terrorism operations. Hodtile intelligence collection activities are directed toward

7 obtaining detailed knowledge of our forces and their capahilities, limitations, centers of gravity,

8 vulnerabilities, intentions, and probable courses of action. These activities dso obtain information

9 concerning the area of operations, including wesether, terrain, and hydrography.
10
11  b. Adversarial advantage. Adversary knowledge of friendly operations will engble him to
12 concentrate his efforts. His efforts are on preparing the objective for defense, attacking friendly staging
13 areas, and disrupting the operation through espionage, sabotage, terrorism, and subversve activities.
14 Accordingly, Cl is essentid to the security of our forces—commencing with routine garrison operations,
15 to the inception of planning and until the operation is completed—in order to deny the enemy any
16 advantage and manipulate his understanding of us.
17
18 (1) Hostile Espionage Activities. Foreign intelligence services must be estimated with being at
19 least as effective as our own. An adversary should dways be given the benefit of the doubt in assessng
20 his cgpabilitiesin collecting information and producing intelligence onfriendly operations. Foreign
21 intdligence sarvices do not normdly develop vitd inteligence by obtaining one dl-reveding fact. Rather,
22 mogt of their worthwhile intelligence is the product of the assembly, comparison, and interpretation of
23 many smdl and seemingly inggnificant items of information.
24
25 (2) Enemy Sabotage Activities. Sabotageisan act or acts with intent to injure, interfere with,
26 or obgtruct the nationa defense of a country by willfully injuring or destroying, or atempting to injure or
27 degtroy, any nationd defense or war materid, premises or utilities, to include human and natura
28 resources. Immediately prior to the outbresk of hodtilities, during combet, and even during military
29 operations other than war (MOOTW) the enemy can be expected to employ sabotage techniquesto

30 disrupt friendly operations.
31
32 (3) Subversive Activities. Subversive activities are designed and conducted to undermine the

33 authority of friendly forces and/or that of the local government in order to disrupt friendly activities or to
34 gain aid, comfort, and mora support for the cause of the enemy or hostile force or group. Subversive
35 activity can be directed againg individuas, groups, organizations, or entire populations. Frequently,

36 subversive activity supports, concedls, or provides afavorable environment for espionage, sabotage, and
37 terrorist operations. Subverson is an action designed to undermine the military, economic,

38 psychologicd, palitical strength or morale of aregime.

39

40 (4) Terrorist Activities. Terrorigt activities are often extreme. Any persondity, organization,
41 or ingalation of palitical or military sgnificance could be a potentid terrorist target. Terrorists have

42 become adept in the caculated and systematic use of violence or threat of violence in pursuit of their

43 politica or ideologica gods. Although the tactics and modus operandi of terrorists may vary from group
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1 to group, the techniques they employ to dramatize their gods through fear, intimidation, and coercion are
2 amilar.

3
5 | military unit, an activity, or an
6 |installation to protect itself against all a. Historical Services Perspectives. Cl hashad along
acts designed to, or which may, . . " RS IRT .
7 impair its effectiveness. (Joint Pub hIStory of bemg a stoveplpé dI'SCI pllne Thefour Services
8 |1.02). each perceive and execute ClI differently.
9
10 (1) Navy and Air Force. The Navy'sNava Crimind Investigative Service (NCIS) and the Air

11 Force's Office of Specid Investigations (0S) have traditionally viewed CI with a strategic focus drawn
12 from their perspectives as, primarily, law enforcement organizations. NCIS ismainly acivilian

13 invedtigative organization with achain of command directly from the Secretary of the Navy to the

14 Director, NCIS. The Director of Navd Intelligence (DNI), however, has policy and oversight

15 respongbilitiesfor Navy Cl. Cl activities of NCIS are funded from the Foreign Counterintelligence

16 Program (FCIP). OSl is afidd operating agency of the Air Force. Policy and programmatic oversight
17 rests with the Secretary of the Air Force Office of the Ingpector General, not the Director of Intelligence.
18 Cl activities of OSl are dso funded from the FCIP. Like NCIS, thereis no programmatic provision in
19 OSl for Tacticd Intelligence and Related Activities (TIARA) funding or resources.

20

21 (2) Marine Corps and the Army. The Army and Marine Corps maintain Cl as a component of
22 ther intdligence gaffs. The Marine Corps Cl orientation is entirely tacticd, with funding exclusively within
23 the Navy Department's budget for TIARA. The Army emphasizes both strategic and tactica Cl and,
24 thus, Cl is supported by amixture of FCIP and TIARA resources.

25

26 (3) Joint. Because of these differences in emphasis and support for Cl, during the devel opment
27 of joint Cl doctrine, the issue arose asto whether Cl should fal under the staff cognizance of intelligence
28 or operations. Doctrind evolution has placed the Cl of the combatant commands and JTFs command
29 under the J2.

30

31 b. Joint Operationsand CI. Inexercisng command and control of Cl, different rules aso apply.
32 In peacetime and times other than the execution of an NCA-approved OPLAN, Service Cl dements are
33 under the command or operational control of their Service (in the case of the Navy and Air Force) or
34 operating forces headquarters. Under execution of an NCA-approved OPLAN, however, the

35 commanders exercise command and control of ClI eements organic to or supporting their commands.
36 There are, however, continuous requirements for keeping the commandersinformed of any Cl activities
37 within their aress of interest.

38

39 c. Cl and Intdligence. Cl, likedl intelligence matters, is acommand responsbility. In preparing
40 for operations, al units must develop a Cl plan and implement gppropriate Cl measures to protect

41 themsalves from potentid threets. Cl isintegrated into the overdl intelligence effort to identify and

42 counter an adversary's intelligence efforts. Failure to adequately plan for and implement CI operations
43 and measures may result in serious damage to the MAGTF. Continuing attention to Cl and effective

1-3



MCWP 2-14, COUNTERINTELLIGENCE

1 intelligence and operaionsintegration is thus required a al levels of command, from the MAGTF

2 commander through the individud Marine.

3

4  d. Cl and ForceProtection. Force protection isaresponsghbility of command. An operations
5 function, force protection is under the staff cognizance of the unit operations officer. Cl isadgnificant
6 contributor to the command’ s overal force protection
7 |Force Protection -- A security program effort. Security isamatter of vulnerability and threat
8 designed to protect soldiers, civilian assesgment in conjunction with effective risk

employees, family members, facilities, and ; ) . )
9 | equipment, in all locations and situations, management. Cl helpsidentify the hodtile intelligence

10 | accomplished through planned and threat, assgs in determining friendly vulnerabilitiestoit,
11 |integrated application of combating and aids with the development of friendly measures that
12 terrorism, physical security, operations can| or necate these. The commander weiahs the
security, personal protective services, and ) &ssen .eg - 9 )
13 supported by intelligence, Cl, and other Importance of |ntd||gmce and Cl to beused asatool in
14 | security programs. (Joint Pub 1-03 risk management. Marine Corps Cl eements provide
15 unique force protection cgpahilities through both active

16 and passive Cl measures and human resource intelligence (HUMINT) support. Often times, Cl

17 dements can provide unique intelligence support to the commander's estimate of the Stuation and

18 situation development (e.g., providing an assessment of the ‘mood’ of the area of operations, alowing us
19 to fed the pulse of an incident asit develops). Cl dso provides critical support to the command' s overdl
20 intelligence efforts by providing indications and warning (1&W) of potentia attack and support to

21 targeting and combat assessment efforts.

22

23 1005. MAGTF Counterinteligence Operations—Over view.

24

25 a. Responsbilities. Cl, likedl inteligence matters, is acommand responsbility. In preparing for
26 operations, al units must develop a Cl plan and implement appropriate CI measures to protect

27 themsdves from potentid threets. The unit intelligence officer plans, implements, and supervises the Cl
28 effort for the commander. The G-2/S-2 may have access to or request support from MAGTF CI units
29 and specidigsto asss in developing Cl estimates and plans. All members of the command are involved
30 in executing the CI plan and implementing appropriate Cl measures. Key participants in this process and
31 their specific respongbilities are:

32

33 ® Unit security manager (generdly the chief of saff or executive officer)—overdl integration and
34 effectiveness of unit security practices

35

36 * G-3/S-3—force protection, operations security (OPSEC), counterreconnaissance, and
37 decegption.

38

39 ® G-6/S-6—communications and information systems security

40

41 ® G-1/S-1—information and personnel security

42

43 ® Headquarters commandant—physica security of unit command post and echelons
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1
2 b.Cl Process. TheCl processat al levelsis conducted by using a standard methodology that
3 conggs of three steps: developing a Cl estimate, conducting a Cl survey, and developing the Cl plan.
4 Fgure 1-1 summarizes the Cl process.
5
6 (2) The ClI Egtimate. The Cl estimate details the capakiilities and limitations of hogtile
7 intelligence, subversve, and terrorist organizations that could carry out actions againg friendly units and
8 fadilities or againgt individuas, groups, or locations of concern to our forces, such as the loca population
9 or civilian organizations operating in the area. It dso provides an estimate of possible and probable
10 COAsthat these threat organizations will adopt. Intelligence and Cl andysts of the MAGTF CE and
11 CI/HUMINT company will normaly prepare a comprehensive Cl estimate that addresses threats to the
12 MARFOR or MAGTF by using an IPB methodology that is focused on Cl factors and the Cl threat.
13 However, each level of command must conduct its own evauation to determine which of the adversary’ s
14 capabilitiesidentified in the MAGTF Cl estimate represent a threet to their particular unit. The Cl
15 estimate must be updated on aregular basis, and the revised estimate or appropriate Cl warning reports
16 must be disseminated to dl unitsinvolved in the operation.
17

18
19 Iriglemen! Ol Memso es

20

21 ,
22
23 Develop I Flan

24
2 N
26

27 Cordoct Cl Survey
28

29 ’
30

31
32
33
34
35
36

37
38 (2) The Cl Survey. The Cl survey assesses a unit’s security posture againg the threets detailed

39 in the CI estimate. The CI survey should identify vulnerahilities to specific hodtile intelligence, espionage,
40 sabotage, subversion, or terrorist capabilities and provide recommendations on how to eiminate or

41 Minimize these vulnerahilities. The survey should be as detailed as possible. During the planning phase of
g2 @ operation, it may be possible to do aforma, written survey. Cl specidists from the CI/HUMINT

43 company may be available to assg in this effort. In atime-compressed Stuation, the survey will likely

F-cpore Cl Estiae

Figure 1-1. The Counterintelligence Process
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1 result from a brief discussion between the gppropriate intelligence, operations, communications, and

2 security personnel. In either casg, it iscritica that the survey look forward in both space and timeto

3 support the development of the ClI measures necessary to protect the unit as it carries out successve

4 phases of the operation; that is, the survey makes recommendations to improve the CI posture of the

5 command both now and in the future.

6

7 (3) The Cl Plan. The Cl plan details the activities and operations that the command will useto

8 counter the CI threat. It includes procedures for detecting and monitoring the activities of hostile

9 intelligence and terrorist organizations and directs the implementation of active and passive measures that
10 are intended to protect the force from these activities. The Cl plan is based on the threats identified in the
11 CI egimate and the vulnerabilities detected by the Cl survey. The MAGTF gaff Cl officer normaly
12 prepares a detailed, comprehensive Cl plan that addresses the entire MAGTF and is integrated with Cl
13 plans of the JTF and other pertinent forces. Included in the MAGTF CI plan are details of the
14 employment of dedicated CI capabilities and the conduct of specidized Cl operations intended to detect
15 and neutrdize or diminate specific Cl threats. Plans of subordinate MAGTF eements closdly follow the
16 MAGTF plan, normally adding only security measures that are gpplicable to their specific units. Aswith
17 dl plans, Cl plans must be continualy updated to ensure that they are current and support both ongoing
18 and future operations.
19
20  c. Cl Execution. Cl andysis develops threat assessments that can assist decision makersin
21 determining the threat posed to their plans, strategies, resources, programs, operations and systems by
22 foreign intdligence activity. An understanding of the interest and capability of adversarid intelligence
23 organizations to collect information on evolving U.S. technologies is critica to developing appropriate
24 countermeasures. Cl personne can readily obtain information from other national intelligence and security
25 organizations because of its unicue liaison arrangements. That capability not only supports the andytical
26 efforts of the nationa agencies and intelligence centers, but aso can give an added dimension to I&W.
27 One of the most highly effective tools of the Cl collection activity is the Cl Force Protection Source
28 Operation (CFSO), which has been used with great effectivenessin recently deployed JTFs. The CFSO
29 provides the commander with a collection and production capability to protect his force without resorting
30 to complex nationa coordination procedures. Therole of Cl is even greater as U.S. military operations
31 increasingly rely upon cooperation and support of our alies. Cl personnel can assess the capabilities,
32 effectiveness, organization and methods of operation of foreign intelligence sarvices aswell asthe
33 effectiveness of their security procedures and, thus, their ability to support or to detract from the U.S.
34 effort.
35
36 1006. Counterintelligence M easures. Cl measures encompass a broad range of both active and
37 passive measures designed to protect againgt the CI threat. There are two genera categories of Cl
38 measures; active and passive.
39
40  a. Active Measures. Active Cl measures are those designed to neutralize the multi-discipline
41 intelligence effort (al disciplines used to collect intelligence such as human intelligence (HUMINT),
42 9gnasinteligence (SIGINT), and imagery intelligence (IMINT)) and hostile efforts toward sabotage,
43 subversion, and terrorism. Active Cl measures include, but are not limited to counterespionage,
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1 countersabotage, countersubversion, counterterrorism, counter-reconnal ssance, conceament, and
2 deception operations. Active Cl measures vary with the misson and capabilities of the unit. Complex
3 active Cl measures such as counterespionage operations, counterterrorism operations, screening and
4 interrogations, and defendve source operations are conducted only by CI personnel or other specidized
5 organizations following the direction of thejoint force and/or MAGTF commander
6
7 b. Passive Measures. Passve Cl measures are those designed to concedl and deny information
8 to the enemy, protect personne from subversion and terrorism, and protect instalations and materia
9 againg sabotage. Measuresinclude, but are not limited to, security of classfied materid, personnel
10 security, physical security, security education, communications security, data security, €ectromagnetic
11 emission security, censorship, camouflage, conceament, light, and security discipline. Passive measures
12 are readily standardized in the unit's standing operating procedures (SOPS) regardless of the unit's
13 misson.
14
15 c. Typesof Cl Measures. Thethree generd Cl measures are denid, detection, and deception.
16 Frequently, the measures gpplied to accomplish one of these purposes contribute to the others.
17
18 (1) Denial Measures. Denid measures are gpplied to prevent the enemy from gaining access
19 to dlassfied and sengdtive information, subverting personnel, and penetrating the physica security barriers
20 established at command pogts and echelons, facilities and ingtdlations. Counter-reconnaissance is one
21 example of adenid measure that may be used.
22
23 (2) Detection Measures. Detection measures are used to expose and to neutralize enemy
24 efforts directed toward intelligence collection, sabotage, subversion, and terrorism. MAGTF units detect
25 or ad in the detection of these enemy efforts by collecting, andyzing, and reporting information on enemy
26 activities that may indicate an intelligence effort, by establishing checkpoaints to control the movement of
27 personnd within or through their areas of responghility, and by evacuations of possible enemy agents and
28 materiasto higher echelons for interrogation and exploitation. Other detection measures, usudly
29 accomplished by specidigts, include document trandation and analys's, screening, interrogation, and
30 offensve and defengve Cl activities,
31
32 (3) Deception Measur es. Deception measures are used to midead or otherwise confuse the
33 enemy concerning our capabilities, centers of gravity, vulnerabilities, plans and intentions. Deception
34 measures may include feints, ruses, demondrations, and the provision of fase information to the enemy.
35 Control of deception operations should be at the highest level of command that is likely to be sgnificantly
36 affected by the enemy’sreactions. Deception measures depend on effective command security for
37 success. Specid precautions must be taken to ensure that thereis no leakage of friendly force
38 information during the planning or execution of an operaion. When enemy intdligence activities are
39 identified, consgderation must be given to the potentid for using that activity in support of deception
40 measures. The potentid threat posed by the enemy must be weighed againgt the potentid intelligence
41 benefits of continued exploitation of the enemy'sintelligence systlem versus its destruction or other
42 degradation
43
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1 1007. Counterintelligence Support to Operations. MAGTF Cl support to operations normaly is

2 within one of the following two categories.

3

4  a. Support toMilitary Security. Military security encompasses al measures taken by a command
5 to protect itself from sabotage, terrorism, and subversion, and to deny information to the enemy. In

6 MAGTF units, it emphasizes protection of arfields and other mgjor ingdlations, and the defeat of hogtile
7 target acquisition efforts. Typical measuresinclude operations security (OPSEC),

8 counter-reconnai ssance, countersigns, passwords, and restrictions on access to selected areas and

9 ingdlations.

10

11 (1) Support to Operations Security

12

13 (a) OPSEC isthe functiond responsbility of the operations officer (G-3/S-3). To be

14 effective, OPSEC principles and concepts must be established and continuoudy proactive during the
15 conduct of MOOTW aswell asin combat environments. Commanders must determine what essentiad
16 elements of friendly information (EEFI) and operations must be protected, what OPSEC measures to
17 implement, when to implement them, and what leve of risk they are willing to accept. Commanders,
18 saffs, and individuds a al echeons of command are responsible for developing and implementing an

19 effective OPSEC program.
20
21 (b) OPSEC denies the enemy prior knowledge of EEFI regarding commeand activities,

22 plans, operdions, strengths, vulnerabilities and intentions. The enemy collects this information through a
23 vaiety of means—human, dectronic, photographic, etc. To effectively counter this threat, commanders
24 must have access to timely, reliable and accurate intelligence on enemy intelligence cgpabilities and

25 operations.

26

27 () CI supports commanders OPSEC programs by providing assessments of friendly

28 vulnerabilities; briefings on enemy threets of espionage, sabotage, subverson, and terrorism; and

29 assstance in establishing safeguards and countermeasures againg these threets.

30

31 (2) Support to Information Security and C2 Protect. Information security (INFOSEC) is
32 designed to protect sengtive information from exposure to potentia release or compromise. The

33 INFOSEC program includes a proper security classfication determination being made in conjunction
34 with gpplicable security regulations and the proper protection being afforded to the materia throughout it
35 life cycle. These measures included proper preparation, reproduction or manufacturing, storage,

36 utilization and destruction.  Failure to comply with required INFOSEC measures expose sendtive

37 information to potentia compromise. The rapid advancement of the microprocessor and the maturity of
38 computer age technologies have presented a significant new area of exposure that leaves us particularly
39 vulnerable. While these advances provide new capabilities and opportunities, they aso create new

40 vulnerabilities to be exploited. Information operations (10) is the move to recognize the potential and the
41 threats created by thistrend. 10 include actions taken to affect adversary information while defending
42 one s own information and information systems during both routine peacetime, MOOTW and combat
43 operations. Command and control (C2) Protect are those defensive measures taken to detect and
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1 prevent hodtile efforts againgt our C2 and supporting communications and information sysems.  The
2 ability to directly influence key decison-makers through the injection, disruption, manipulation or
3 degtruction of information and information meansis a powerful tool in the advance of military objectives.
4 Information system vulnerabilities include denid of service, information theft, information replacement or
5 introduction of fdse data. Defensive measure to provide information assurance include use of secure
6 networks, firewalls, encryption, anti-virus scans to detect malicious code, and proper systems
7 adminigration to include aggressive auditing. Information protection comprises the authenticity,
8 confidentidity, availahility, integrity, and non-repudiation of information being handled by anyone involved
9 with C2. It requires proper implementation of appropriate security features such as passwords,
10 authentication, or other countermeasures. The criticality for Cl in thisareais the ability to identify the
11 adversary's potentid capability to exploit, deny, degrade or destroy friendly C2 before an attack in order
12 to counter the attempt. The reporting and tracking of attempted and successful attacks will, through
13 trend analyss assst in the development of countermeasures.
14
15 (3) Counter-reconnaissance. Of dl the Cl measures that are taken by a unit in combat, one of
16 the mogt effective is counter-reconnaissance. Units may be assigned both reconnai ssance and
17 counter-reconnaissance respongbilities; these two activities complement each other and are inseparable.
18 Good reconnai ssance ensures a certain amount of security, and counter-reconnai ssance provides a
19 certain amount of reconnaissance information. However, a unit tasked with a reconnaissance misson is
20 not ordinarily given a supplementary counter-reconnaissance mission as completing the
21 counter-reconnaissance mission generaly requires defeat of hostile reconnaissance e ements, while the
22 primary god of reconnaissance is collection of information, not combat. Counter-reconnai ssance can
23 include the setting up of a defengve screen to deny enemy reconnaissance or an offendve screen
24 designed to meet and destroy enemy reconnaissance in combat air operations. Counterair operations
25 may be defined as counter-reconnal ssance when counterair operations deny or reduce an enemy's
26 capability for visua, photographic, or eectromagnetic reconnaissance.
27
28 (@) Principles of Counter-reconnaissance. Counter-reconnaissance elements focus on
29 friendly forces being screened. Hostile reconnai ssance forces are destroyed or neutralized by combat,
30 and friendly screening forces are echeloned in depth.
31
32 (b) Forms of Counter-reconnaissance. The defensve screen is protective. It isusudly
33 edtablished behind naturd obstacles. An offensive screen may be moving or stationary depending on the
34 activities of the friendly force being screened. The offensive screen meets the enemy’'s reconnai ssance
35 forces and destroys them.  The commander's adoption of aform of counter-reconnai ssance screen
36 depends on the Situation, mission, wegather, and terrain; thus the form of counter-reconnai ssance screen
37 adopted, need not reflect soldly the tactica misson of the command. The fact that there are offensive
38 and defensive screens does not imply a requirement for their employment only in support of alike tactica
39 misson. An offengve screen may well be employed to support atactical mission of defense, while an
40 attack mission may be supported best by a defensive screen.
41
42 (4) Support to Embarkation Security. Embarkation security conssts of the specid
43 gpplication of military and civil security measures to the embarkation phase which include the movement
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1 to the point of embarkation and the actuad embarkation. Examples include the screening of civilians
2 employed in the port or airfield, control of contact between troops and civilians, covering or removing
3 tacticd markings and other unit designations, and moving to the port or airfield under cover of darkness.
4
5 b. Support to Civil Security. Civil security operationsinclude dl the CI measures affecting the
6 population of the area. Typica measures include security screening of civilian labor, imposing curfews
7 and other circulation control measures, and the monitoring of suspect political groups. Civil security
8 operations are generdly conducted in coordination and in conjunction with law enforcement, civil affairs,
9 and other appropriate agencies.
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1 CHAPTER 2

COUNTERINTELLIGENCE FUNCTIONS AND SERVICES

2

3 “...Mogadishu has been one tough nut to crack... we are making steady
4 and perceptible progress. From my perspective, one of the most
5 encouraging outgrowths of our efforts in this socially, politically and
6 geographically complex urban environment has been the emergence of
7 tactical HUMINT as the driving force behind operations... in-by-9 out-by-5
8 service on priority intelligence requirements.”

9 “... been directed against clearly defined targets — there have remarkably
10 few dry holes. Spared the long unproductive walks in the sun sometimes
11 associated with the Vietham Conflict. The troops have remained alert,
12 tactically disciplined and tightly focused. | believe this accounts, in some
13 measure, for our low casualty rate.”

14 “... it's refreshing to see things in their proper order — INTELLIGENCE
15 DRIVING OPERATIONS ... instead of operations driving intelligence.”
16

MGen Wilhelm, USMC
Commander, Marine
Forces-Somalia

17 2001. Counterintelligence Functions. There are four Cl functions: Cl operations, Cl investigations,
18 Cl collection and reporting; and Cl analys's, production, and dissemination. (Seefigure 2-1)

19 a. CIl Operations. Offensve Cl Operations (OFCO) are the employment of specidized Cl

20 techniques and procedures. They are directed againgt the espionage, sabotage, subversive and

21 terrorism threat. These operations are planned, coordinated, and conducted by MAGTF Cl personnel
22 and include the following operations:

23 (1) Counterespionage Operations. These operations are designed to detect, destroy,

24 neutrdize, exploit, or prevent espionage activity. Thisis accomplished through the identification,

25 penetration, manipulation, deception, and represson of individuals, groups, or organizations conducting
26 or suspected of conducting espionage activities.

27 (2) Countersubversion Operations. These operations are designed to detect, prevent, or

28 neutralize the activities of subversve groups. Subversve activity is closdy related to and frequently

29 supports, concedls, or provides afavorable environment for espionage and sabotage operations. Based
30 on this environment, the countersubversive misson may include offensive measures directed toward the
31 origin of hogtile subversve plans and policies.
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Counterintelligence
Function

Objectives

Cl Operations

-- Determine foreign intentions

-- Support tactical and strategic perception
management operations

-- Support all-source intelligence and other Cl
operations

-- Support planning and military operations

ClI Investigations

-- Detect, exploit, prevent, or neutralize espionage
activities

-- Detect and resolve incidents of foreign directed
sabotage, subversion, sedition, terrorist

activities,
and assassinations

-- Documents elements of proof for prosecutions

-- Provide military commanders and policy makers
with intelligence and information to use to
eliminate security vulnerabilities and improve
security postures

ClI Collections
and Reporting

-- Provide indications and warning of security
threats to U.S. forces, facilities, and operations
-- Provide intelligence on threats to forces to
support planning and implementation of
defensive
or offensive countermeasures
-- Respond to commander’s priority intelligence
requirements

ClI Analysis, Production
and Dissemination

-- Provide analysis and assessments of threats to
U.S. forces, facilities, and operations

-- Provide causal analysis of past events to identify
vulnerabilities and risks

-- Identify adversary organizations, personalities,
and capabilities posing threats to forces,
facilities, and operations

1 Figure2-1

2 (3) Counter sabotage Oper ations. These operations require a comprehensive program to
3 penetrate saboteur, partisan, or other dissdent groups. The god of the program isto determine
4 sabotage plans and to identify saboteurs, method of operation, and specific targets and thus MAGTF

5 force protection.

. Objectives of Cl Functions

6 (4) Counterterrorism Operations. These operations are planned, coordinated, and

7 conducted to detect, prevent, or neutraize terrorist groups or organizations by determining terrorist
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1 plansor intentions. These operations are dso employed to identify terrorists, methods of operation, and
2 specific targets.

3 (5) Exploitation and Neutralization Operations. These operations are targeted against

4 persondities, organizations, and ingtdlations of intelligence or Cl interest, which must be saized,

5 exploited, or protected. Screening and interrogations are operations designed to identify and apprehend
6 enemy intdligence agents, subversives, terrorigts, and saboteurs who attempt to infiltrate friendly lines

7 and operations or concedl themselves among the popul ation.

8 b. ClI Investigations. Cl investigations are investigations concerning personnd, security matters,
9 espionage, sabotage, terrorism, and subversive activities (including defection). A Cl invedtigationisa
10 duly authorized, systematic, detailed examination/inquiry to uncover and report the facts of amatter. Cl

11 invedtigations fal under the jurisdiction of the Navd Crimind Investigative Service (NCIS). NCIS

12 operates aworldwide organization in support of the Department of the Navy and holds exclusve

13 invedtigative jurisdiction. These investigations are about matters involving actud, potentid, or suspected
14 espionage, sabotage, and subversion, including defection. During combat operations, the exclusive Cl
15 jurisdiction held by the NCIS in garrison is assigned to MAGTF commanders and executed by

16 MAGTF Cl dements under the staff cognizance of the unit intelligence officer. Such authority is subject
17 only to legd congderations and restrictions, which may be imposed by the MAGTF commander or

18 other higher authority. Additiondly, MAGTF Cl dements conduct investigation of friendly prisoners of
19 war and persons missing (non-hodtile) in action cases. Thetype of sengtive activities required in these
20 investigations include collecting information of potentid intelligence vaue on friendly personnd possibly
21 in enemy hands (to include debriefings of returned POW/MIA, with emphasis on identifying, locating,
22 and recovering additional personndl), and the collection of information that aids in identifying, locating,
23 and recovering those friendly personnd known or suspected in enemy hands. Initid damage

24 as=ssments relating to the possible compromise of operationad and sensitive materid must be included.

25 c. ClI Collectionsand Reporting. Cl collections and reporting are a Sgnificant force multiplier,
26 which isintended to identify actual and potentia threats to the command. Collections includes:

27 (2) Liaison. Coordination (within authorized juridictiond limitations) conducted by Cl

28 dementswith locd intelligence, Cl, security and law enforcement organizations/agencies, and civil affairs
29 and psychologica operations units where appropriate.

30

31 (2) CI ForceProtection Source Operations (CFSO). CFSO are overt source collection
32 activities of an expedient nature intended to identify threats to the command in support of the

33 commander’ s force protection misson.

34 d. Cl Analysis& Production. Limitedinitid analysisis conducted by MAGTF Cl dements that
35 origindly collected and reported the information. Detailed analysis occurs as part of the MAGTF's
36 dl-source intdligence effort.
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1 2002. Counterintelligence Services. Cl servicesinclude Cl surveys and vulnerability assessments,
2 evaudions, ingpections, training and technica services. They are conducted to enhance the security of
3 the command against espionage, sabotage, subversion, and terrorism. Technica Survelllance

4 Countermeasures (TSCM) involve the employment of services and techniques designed to locate,

5 identify, and neutrdize the effectiveness of hogtile intelligence service s technica surveillance activity (see
6 chapter 11).

7 2003. Cl Support to the Strategic, Operational, and Tactical L evels of War

8 a Thelevdsof war form ahierarchy. Tactica engagements are components of battle, and battles

9 are dements of acampaign. The campaign, in turn, isitsef but one phase of a dtrategic design for
10 gaining the objectives of policy. While aclear hierarchy exigts, there are no sharp boundaries between
11 levels. Rather, they merge and form a continuum. Consequently, a particular command echelon is not
12 necessarily concerned with only oneleve of war. A commander's responsibilities within the hierarchy
13 depend on the scale and nature of the operation and may shift up or down as the operation develops.
14 (See MCDP 1-1, Strategy, and MCDP 1-2, Campaigning, for additiona information on the levels of
15 war.)

16 b. Cl providescritical support to dl three levels of war. (Seefigure 2-2) While certain activities
17 may cross levels based on the environment and the nature of the threst, the levels and type of Cl

18 support remain farly diginct. The digtinctions are based on the supported commander’ s intelligence and
19 ClI requirements. If the support satisfies nationd interests and policy objectives, it is part of the Strategic
20 level ClI support. When the objectives and requirements focus on the overdl joint force and its

21 operations and sustainment, Cl support is at the operationd level. Tactica Cl support addresses the
22 immediate needs of commanders, particularly maneuver commanders, conducting the battles and

23 engagements, with Cl support emphasizing force protection from proximeate threats. This publication
24 will focus predominantly on tactical Cl support to MAGTF operations.
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Levels of Cl Support

Strategic Counter-proliferations R&.D and Acquisitions Support
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OFCO
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Counterespionage Support
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1 Figure 2-2. Levels of Counterintelligence Support
2 a Strategic Cl Support
3 (1) The gtrategic level focuses on national security objectives, and involves the Nationa

4 Command Authority (NCA), Nationa Security Council, JCS, and Congress. The perspective isfar

5 more “macro” in looking at how the instrument of nationa power is used to satisfy the overarching

6 nationd objectives, interests and policies. Marines support these programs independently and are fully
7 integrated into these programs conducting Cl Operations, often under the sponsorship of another

8 sarvice or naiond agencies.

9 (2) Strategic-leve ClI hdps provides answers to the question, “What thrests exist to the national
10 interests and instruments of nationd power?’ Strategic Cl primarily supports nationd-level programs,
11 satisfying requirements across the spectrum of potential combat. Strategic Cl emphasizes systems
12 protection, acquigtion, proliferation, and strategic level Offensve Cl Operations (OFCO). Although
13 the above programs may also impact on the operationd and tactica level, they are generdly focused on
14 addressing nationa-level requirements and support. The impact of these programs should be on
15 nationd-level decison-making with direct linkages supporting combatant commands srategies and
16 initigtives. National-level agencies centraly manage and control strategic Cl support, since the scope of
17 these operations spans across geographic regions or service or organizationd lines.

18 b. Operational Cl Support
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1 (1) The operationa leve looks at how to trandate the national strategy and objectivesinto

2 redity through the use of assgned forces. Although Strategy, derived from nationa policies and

3 objectives, defines the nature of the operations, the operationd levd is respongble for the pecific

4 implementation of those drategies. The operationd leve links Strategic security objectivesto the tactica
5 decigon making and the employment of forces. It istheleve that wars are conducted. The operational
6 level looks at the design, organization and integration of strategies, campaigns, and mgjor operaions.

7 The operationa-level commander isthe principa supported commander at thisleve; JTF and MAGTF
8 commanders aso are key recipients of operationd level Cl support.

9 (2) Operationa CI support, across the joint spectrum of potential employment, is probably the
10 mogt daily active areaof Cl support. 1t has amgor impact on the overall ability of commandersto
11 conduct operations in support of national objectives. Operationa Cl focuses on threats to plans and
12 operations, particularly within the context of the wider scope of the campaign, rather than the more
13 specific scope of the tactical commander. Operationa Cl focuses on the question of “What are the
14 threats to continuity and the ability to retain the tempo of overdl operations?” Operational level Cl
15 emphasizes contingency planning, liaison, collections (including CFSO), counterespionage investigations,
16 offensve and defensive Cl operations, analys's, production and dissemination of threat related reporting.
17 In contingencies and warfare, many operationd Cl activities focus on the rear areas, Snce that is where
18 criticd C2, logistics and other sustainment islocated. The combatant command's joint intelligence
19 center and the JTF joint intelligence support eement are the principa planners and producers of
20 operationa Cl support.
21
22  c. Tactical Cl Support. The integration, sustainment, and protection of tactical level forces are of
23 primary concern at thislevel. The perspective focuses on implementing or achieving national objectives
24 through the use of tactical forces. To agreat extent, the tactical level 1ooks at the application of
25 resources (means) applied to achieve nationd objectives (ends). Responshility for fighting bettles and
26 engagements rests with tacticd commanders. Tacticd Cl support emphasizes direct support to tactica
27 commanders intelligence and force protection requirements and operations through the identification,
28 neutrdization/destruction and potentia exploitation of threats to maneuver forces through the collection
29 of threet related information.

30 (1) Tactical Cl istailored to the needs of the MAGTF and subordinate commanders. MAGTF
31 Cl addresses the immediate and continuing need of the MAGTF and subordinate commanders for

32 intelligence relating to al manner of threats posed againgt tactical or maneuver forces. Cl conducts

33 vulnerability assessments to look within at the command's overdl security posture. Cl provides threat
34 asessments to evauate the infrastructure, capabilities, and intentions of potentid threats to the

35 command. Cl dso provides commanders with assessments of the civil population within the area of
36 operations, to include determining their response to the MAGTF presence and actions. The following
37 provides typica examples of Cl tactica support:

38 (&) Non-combatant Evacuation Operations. Cl dements deploy to the embassy and other
39 evacuation Stes to coordinate and validate the screening of evacuees and assSts @ the evacuation Site to
40 ensure no one attempts to infiltrate with the evacuees.
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1 (b) Peace Operations. Cl helps identify and monitor the warring factions and possible third

2 parties to determine potentia thresats to the peacekeeping/peace enforcement forces.

3

4 (¢) Humanitarian and Disaster Relief.  Cl helpsidentify potentid threats to the relief force,

5 providers of aid and assistance, and aid recipients. Often the Situation requiring assstance is caused by

6 conflict and can flash with little warning.

7

8 (d) Psychologica Operations. Psychologica operations are normaly an activity embedded

9 within other operationd activities. Cl can assist in gauging the effectiveness of psychologica operations
10 and assigt in pecid  contingency planning.

11 (2) Due to the intelligence requirements of commandersin direct contact with adversaries and
12 the indigenous forces, the line between Cl and HUMINT at thetacticd leve is blurred dmost beyond
13 differentiation. Ground order of battle (GOB) intelligence isakey area of Cl support and seeksto

14 identify enemy forces, digpositions, capabilities, and vulnerabilities. In particular, the identification of
15 threats posed againgt the MAGTF and the development of countermeasures are key areas Cl supports.
16 MAGTFstypicdly task organize Cl and HUMINT eementsinto HUMINT exploitation teams (HET).
17 HETs satidy both Cl and HUMINT requirements through the collection of threat information from al
18 sources. The teams accomplish this through collection activities including Cl force protection source
19 operations (CFSO), liaison, interrogation, observation, and debriefings. Threat information in a

20 contingency environment is highly perishable and may have limited utility to anyone other than forcesin
21 direct contact. The standard reporting vehicles are the CI Information Report and the Cl SALUTE
22 Report. In addition to this time-sengtive direct support, the MAGTF al-source fusion center (AFC) is
23 the other key producer of tactical Cl support.

24 2004. Garrison Support. The primary peacetime/garrison misson of Cl activitiesis planning,

25 preparing, and training to accomplish tactica Cl functions. A secondary misson isto advise and assst
26 commanders in the planning, coordinating, and implementing of command security and force protection
27 efforts. See chapter 10 for additiona information on garrison Cl services,
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1 CHAPTER 3

2 ORGANIZATION & RESPONSIBILITIES

33001. General. Cl, likeintdligence, supports the entire spectrum of the battlefiddd and al warfighting
4 functions. Its effective integration within the intelligence effort requires a basic understanding of the

5 nationd through tactical intelligence organizations. The commander, through hisintelligence officer,

6 depends on coordination and support from many organizations at al command echeons to satisfy his Cl
7 and operationa requirements.

8 3002. Commander. Intelligence and Cl are inherent and essential command responsibilities that
9 require the persond involvement of the commander. Commanders at al command echeons are
10 respongble for formulating Cl plans and implementing Cl measures. To do so, commanders must have
11 acomprehensive understanding for the capabilities and limitations of Cl—an understanding of concepts
12 and theory, and an understanding of the practica capahilities, limitations and support requirements of his
13 Cl personnd, systems, procedures, operations and products. He must specify Cl requirements, focus
14 its efforts and operations, and provide any necessary guidance to ensure atimely and useful products
15 and support. Cl activities and measures help the commander shape the bettlefield for a decisive action.
16 Cl measures support effective command security and force protection operations. While the inteligence
17 officer advises on, plans and implements command Cl activities, it is the commander who ultimately
18 determines the meaning and effectiveness of the CI provided and how to useit. Additionaly, the
19 commander supervises the overdl intelligence effort to ensure that the product istimely, relevant, and
20 us=ful.

21 3003. Intelligence Officer. The commander directstheintelligence and Cl effort. Theintelligence
22 officer manages these efforts for the commander, acting as the principa advisor on intelligence and Cl
23 and implementing activities that carry out the commander’ s respongibilities. The intelligence officer is
24 a full participant in the commander’ s decisionmaking process, ensuring that intelligence and CI
25 are effectively used throughout the command during all phases of mission planning and

26 execution. His Cl responshilities pardld his basic intelligence responghilities and include:

27 a Fadlitate understanding and use of Cl in the planning and execution of operations.

28  b. UseCl support situation development and the commander’ s estimate of the Situation through the
29 identification of enemy capabilities, srengths, and vulnerabilities as well as opportunities and limitations
30 presented by the environment.

31 ¢ Assg the commander in developing priority intelligence requirements and supporting Cl
32 requirements.



MCWP 2-14, COUNTERINTELLIGENCE

1 d. Enaurethat the command sintelligence and Cl requirements are received, understood, and acted
2 on by organic and supporting intelligence assets as part of an integrated, al-source intelligence effort.

3 e Supavistheintegraion of Cl in the development and dissemination of al-source intdligence
4 products that are tailored to the unit’'s misson and concept of operations.

5 f. Monitor the effectiveness of Cl activities and the flow of intelligence and ClI products throughout
6 the command.

7 0. Provide necessary Cl support to command security and force protection operations.

8 3004. Operations Officer. The operations officer isthe commander's principa daff assgant in

9 matters pertaining to organization, training and tactica operations. In addition to planning, coordinating
10 and supervising the tactical employment of units, his principa respongibilities requiring Cl support
11 include:

12  a Panning and coordinating command security (to include operations security and signd security).
13  b. Planning and coordinating command force protection operations.

14 ¢ Recommending missions and, with the intelligence officer, coordinating reconnaissance and
15 counterreconnai ssance operations.

16  d. Planning and coordinating eectronic warfare and command and control warfare operations and
17 activities (to include eectronic protection and C2 protection).

18 3005. Individual Marines. All officers, staff noncommissioned officers, and NCOs—regardless of
19 rank or military operations specidity—uwill ensure that the security of their unit is not compromised

20 through comprehengve understanding of the unique security vulnerahilities of their operations and

21 functions and the enforcement of necessary personnel, information, operations and e ectronic security
22 messures.

23 3006. Marine Corps Counterintelligence Organization
24  a. Cl within the Operating Forces

25 (2) CI/HUMINT Companies. Counterinteligence HUMINT company (CI/HUMINT Co)
26 are combat support e ements organic to each Marine expeditionary forces (MEF) Headquarters Group.
27 CI/HUMINT company is organized and equipped under the 4714 series tables of organization and

28 equipment. Asintelligence specidigt teams, they are under the command of the MAGTF commander.
29 The MAGTF commander exercises control through the Assistant Chief of Staff, G-2 to accomplish the
30 CI/HUMINT mission. The Assigtant Chief of Staff, G-2 exercises direction of the CI/HUMINT
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1 company through the CIHO. The intelligence company commander, MEF headquarters group,
2 exercises command, control, and supervision.

3 (8) Mission. Themission of the CI/HUMINT Co isto provide CI support and conduct
4 Cl and human resources intelligence (HUMINT) operations in support of the MEF, other MAGTFs, or
5 other units as directed.

6 (b) Tasks

7 ® Conduct tactica Cl activities and operations, to include CI force protection source
8 operations (CFSO), in support of MAGTF or Joint operations.

9 ® Conduct screening, debriefing and interrogation of personne of intelligence/Cl
10 interes.
11 * Direct and supervise intdligence activities conducted within the interrogetion facility

12 and the document and materid exploitation facility.

13 ® Perform Cl and terrorism threat andlysis and assist in the preparation of Cl and
14 intdlligence studies, orders, estimates, and plans.

15 ® Conduct low level source HUMINT operations.

16 ® Collect and maintain information designed to identify, locate, and recover captured or
17 missing personndl.

18 ® Debrief friendly personnd recovered from EPW, hostage or detainee status.

19 *® Trandate and exploit captured documents.

20 ® Assg in the conduct of tactica exploitation of captured materia and equipment.

21 ® Conduct limited Cl investigations during combat or operations other than war.

22 ® Conduct Cl surveys and evauations.

23 ® Conduct TSCM operations.

24 ® Maintain foreign area specidists who can provide sociologica, economic, cultura and

25 geo-politica information about designated countries.
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1 (c) Organization. Each MEF has one CI/HUMINT Company within the MEF

2 headquarters group. A CI/HUMINT Company consists of a headquarters section, a Cl platoon, an
3 interrogator-trandator (IT) platoon and three to five HUMINT exploitation teams (HETS). The Cl

4 platoon is organized into a platoon headquarters, four CI teams (CIT), and a Technical Surveillance

5 Countermeasures (TSCM) team. The T platoon is organized into a platoon headquartersand Sx I T
6 teams (ITT). Figures 3-1 shows the organization of CI/HUMINT Co within | and Il MEF; figure 3-2
7 showsthe organization of 111 MEFs CI/HUMINT Co.

/

| & |l MEF

Capt 0202/0204
1stLt 0204
MSgt 0211
Cl / HUMINT |sgt 0211

Sgt 0251
Company |2k 0151

2dLt 0204 Cl HUMINT IT 1stLt 0204
WO 0210 Platoon Exploitation Platoon [2dLt 0204
MSgt 0211 Team MSgt 0251
Clerk 0151 x 2] Clerk 0151 x 2

ClTeam | [TECHTeam |yo o210 IT Team |

MSgt 0251
SSgt 0211 |I
GySgt 0211 Sgt 0211
OySgt0211  S&gP 0211x2_Sqrozsl x 2
SSgt 0211 x 2 Sgt 0211 x 3TOTALS =115 MSgt 0251
Sgt 0211 x 5 0202/0204 Capt = 1 SSgt 0251 x 2
0204 1stLt 2 Sgt 0251 x3
0204 2dLt
0210 CWO

0291 MGySgt
0211

0251

8 Figure3-1. CI/HUMINT Company, | and I MEF
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Il MEF
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SSgt 0211 II SSgt 0251 x 2
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SSgt 0211x2  SSgt 0211 TOTALS = 82

0202/0204 Capt
0204 1stLt

0204 2dLt

0210 CWO

0211
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Sgt 0211x5 Sgt 0211x 3

w w
WO WNN

0151

1

2 Figure3-2. CI/HUMINT Company, |1l MEF

3 (d) Command and Control (C2) and Concept of Employment

4 e Command and Control. The CI/HUMINT Co commander exercises full command

5 authority over his subordinate elements, less el ements which have been detached under a particular task

6 organization. The CI/HUMINT Co isunder the direct operationa control (OPCON) of the MAGTF

7 commander. The MAGTF commander exercises OPCON through the MAGTF G/S-2. Tactica

8 control or specified support relationships of CI/HUMINT eements may be provided to subordinate

9 commanders of the MAGTF depending upon the Situation. However, regardless of the MAGTF C2
10 and support relationships, technica control (TECHON) of dl MAGTF CI/HUMINT Co dements will
11 generdly be retained by the MAGTF commander. Findly, the commanding officer, MEF headquarters
12 group, exercises adminigtrative control over the CI/HUMINT Co.

13 ® Concept of Employment. The CI/HUMINT Co combinesthe MEFsCl and IT
14 capabilitiesinto one organization to provide unity of effort in Cl and HUMINT operations and support
15 to force protection. The company is employed in accordance with the concept of intelligence support,
16 the CI plan, and the intelligence operations plan developed by the MAGTF G/S-2. The CI/HUMINT
17 Co or task-organized HETs are usually employed in generd support of the MAGTF. Subordinate

18 elements of the company may be placed in generd support of the MEF, placed in direct support of

19 subordinate commands, or attached to subordinate elements. Additiondly, a task-organized

20 detachment will be provided to most subordinate MAGTFs and may be used to support joint
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1 operations. In al cases other than GS, the degree of OPCON or TACON granted subordinate
2 commanders over designated CI/HUMINT Co dements will be specified by the MAGTF commander.
3

4 (e) Adminigrative, Logisticsand Other Support

5 ® Adminigrative. CI/HUMINT Company and its subordinate units are not cgpable of
6 sdf-adminigtration. Administrative support is provided in by the parent MEF's Headquarters Battalion
7 or other designated unit. Administrative support for HETs and CI/HUMINT Company detachmentsis
8 provided by the supported unit.

9 * Maintenance and Supply. CI/HUMINT Company and its subordinate units are
10 capable of firs echelon maintenance support of organic equipment. All higher maintenance is provided
11 from the parent MEF's headquarters group, other designated externa units, or the supported unit.

12 ® Trangportation. CI/HUMINT has limited organic vehicular transportation support
13 to support Company and subordinate units operations. Externa trangportation support from the parent
14 MEF's headquarters group, other designated unit or the supported unit is necessary to displace dll

15 company dements.

16 ® Selected Items of Equipment*

17 TAMCN  Description Nomenclature Qty
18 A03809 Counterintelligence Equipment, Tech 1
19 Surveillance

20 A0420  Comm System, Counterintelligence 8
21 A0890  Facsimile, Digital, Lightweight AN/UXC-7 9
22 A1260  Navigation Set, Satellite (PLGR) AN/PSN-11 25
23 A2030 Radio Set AN/PRC-68A 2
24 A2065  Radio Set AN/PRC-104B(V) 8
25 A2070 Radio Set AN/PRC-119A 23
26 A2145 Radio Set AN/VRC-46 5
27 A2167 Radio Set AN/VRC-88A 20
28 D0850  Trailer, Cargo, 3/4-ton, 2-wheel M-101A3 7
29 D1158  Truck, Utility, Cargo/Troop Carrier M-998 35
30 1/4-ton, HMMWV

31 (2) HUMINT Exploitation Team (HET). Asdiscussed above, HETs are part of the

32 CI/HUMINT Co. The HET, gpart from misson specific task organized dements, isthe smalest

33 dement to deploy in support of aMAGTF and often serve as the basic building block for CI/HUMINT
34 CO support to subordinate dements of the MAGTF. Specific eements and capabilities provided in the
35 detachment will be based upon the mission of the supported unit, commander's intent, results of the

! T/Esfor C/HUMINT company had not been finalized by the time of publication of this manual. Theitemsand

quantities shown here were drawn from those designated for the I TP and the CITs in the T/Es for the intelligencea®ofpani es
22 Oct 97. Refer to the current tables of equipmimt accurate current information.
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1 intelligence preparation of the battlespace, and the supported unit's concepts of operations and
2 intdligence.

3 (a) Mission. HETsare used to support the MAGTF'sfocus of effort or other designated
4 units, to exploit sgnificant HUMINT or Cl collection opportunities, or to provide taillored support to

5 individua subordinate eements of the MAGTF, in particular ements which will be operating

6 independently from the rest of the MAGTF (e.g., aHET isusudly attached to the MEU(SOC)

7 command eement).

8 (b) Tasks

9 ¢ Conduct offensve and defensive Cl activities, including counterespionage,
10 countersabotage, countersubversion, and counterterrorism, in support of tactical units.

11 ¢ Conduct intelligence collection operations utilizing CFSO.

12 ® Advise the commander concerning support to his force protection, OPSEC,
13 deception, and security programs.

14 ® Assg in the preparation of Cl estimates and plans for areas of operations reflected
15 by concept/operation plans.
16 ® Maintain information and Cl databases concerning persondities, organizations,

17 ingalations, and incidents of Cl interest in support of concept/operation plans.

18 ® Collect and maintain information designed to identify, locate, and recover friendly
19 personnel captured, misson (non-hotile), and missing in action.

20 ® Conduct ClI debriefings of friendly POWs who are returned to U.S. control.

21 ® Conduct liaison with unit, JTF, other services, adlied and hogt nation intelligence and
22 locd intdligence, Cl, and law enforcement agencies as appropriate.

23 ¢ Conduct Cl investigations about espionage, sabotage, terrorism, subversion, and
24 defection; and other specid Cl investigations, during combat operations per theater directives.

25 ¢ Conduct debriefings/interrogation of known or suspected foreign intelligence
26 personnd and agents taken prisoner.

27 ® Maintain foreign language proficiency to support operations.
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1 ® Assg in Cl surveysivulnerability assessments of commands and ingdlationsto
2 determine the security measures necessary to protect against espionage, sabotage, subversion,
3 terrorism, and unauthorized disclosure of, or access to, classfied materid.

4 ® Debrief Marine Corps personnd detained/held hostage by foreign governments or
5 terrorist organizations.
6 (c) Organization. HETscombine Cl and IT personnd in asingle unit to integrate Cl and

7 HUMINT collection capabilitiesin support of subordinate e ements of the MAGTF. The HET normdly
8 conggts of one Cl officer, two Cl enlisted specidigts, and three enlisted interrogator/trand ators capable
9 of planning and executing CI/HUMINT operations in support of the designated unit's intelligence and

10 force protection requirements.

11 (d) Command and Control (C2) and Concept of Employment

12 e Command and Control. HETsare normally attached to the units they support, but
13 may be placed in direct support. When attached they are OPCON to the supported commander, who
14 exercises this viathe unit intelligence officer. Findly, as discussed above, technical direction of HET
15 operations generdly will be retained by the MAGTF commander.

16 ® Concept of Employment. HETswill be employed in accordance with the supported
17 commander's concepts of intelligence and operations.

18 (3) Intelligence Section Staff OfficersCI/HUMINT Responsibilities. The MAGTF

19 G/S-2 section is the focus for MAGTF Cl and HUMINT planning and management. Its principa C2
20 node is the command element's combat intelligence center (CIC). The CIC may consist of a number of
21 subordinate e ements depending upon the size of the MAGTF, operationa requirements, and other
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1 factors (see figure 3-3).2

/Combat Intelligence Center (CIC) - intelligence operations center established
withinthe MAGTF CP. Performs primary functions of the MAGTF intelligence
section and includes the sub-elements listed below.

All-Sour ce Fusion Center (AFC) - primary andyss and production dement of
the MAGTF. Processes and produces al-source intelligence productsin
response to requirements of the MAGTF.

Surveillance and Reconnaissance Center (SARC) - primary element for the
supervison of MAGTF collection operations. Directs, coordinates, and
monitors intelligence collection operations conducted by organic, attached, and
direct support collection assets.

Operations Control & Analysis Center (OCAC) - man node for the
command and control of radio battalion SIGINT operations and the overdll
coordination of MAGTF SIGINT operations. Processes, anayzes, produces,

2 Figure3-3. MAGTF G/S-2 Combat Intelligence Center
3 and Subordinate Elements

4 Intelligence section and intelligence unit commandersOICs SIGINT and reated responghilities and
5 tasksinclude:

6 (a) Intelligence Operations Officer. Theintelligence operations officer is responsble to
7 the G/S-2 for the overdl planning and execution of MAGTF al-source intelligence operations. Specific
8 dutiesinclude:

9 ¢ Planning and implementing a concept of intelligence operations based upon the
10 mission, threat, commander's intent, and concept of operations.

11 * Deveoping, consolidating, validating and prioritizing recommended PIRs and IRs to
12 support MAGTF planning and operations.

13 * Planning, developing, directing MAGTF intelligence collections, production and
14 dissemination plans, to include the effective employment and integration of MAGTF multi-discipline
15 intelligence, Cl and reconnai ssance operétions.

See MCWP 2-1]) ntelligence Operations, for additional information on the CIC and its component parts.
39
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1 ¢ Coordinating and integrating MAGTF intelligence operations with other components,
2 JTF, theater, and nationa intelligence operations.

3 ¢ Evauating and improving MAGTF intelligence operations.

4 (b) Counterintelligence/HUMINT Officer (CIHO)®. The CIHO isresponsibleto the
5 G/S-2 (or the MAGTF intelligence operations officer) for the planning, direction and execution of
6 MAGTF CI/HUMINT operations. Specified dutiesinclude:

7 ® |n conjunction with the intelligence operations officer, other intelligence section Saff
8 officer, the CI/HUMINT company commander, preparing MAGTF CI/HUMINT concept of
9 operations, plans and orders; and directing, coordinating and managing organic and supporting

10 CI/HUMINT operations.

11 ® |n conjunction with the collection management officer and CI/HUMINT Co planners,
12 coordinating, planning, supervising, and asssting Cl collection requirements and taskings for MAGTF
13 operations.

14

15 ® |n coordination with the SARC OIC, CI/HUMINT Co commander, and G/S-3,

16 coordinating the movement, operation and reporting of CI/HUMINT Co units.

17 ® |n conjunction with MAGTF AFC OIC, CI/HUMINT Co commander, coordinate
18 MAGTF AFC andys exchanges and production with CI/HUMINT andysts, develop CI/HUMINT
19 reports, estimates and other products; and the integration of CI/HUMINT with al-source intelligence
20 production.

21 ® |n coordination with the dissemination officer, planning for the timely reporting of

22 CI/HUMINT-derived intelligence to MAGTF and externd eements and the rapid handling of

23 perishable CI/HUMINT information. Thisincludes, in conjunction with the G/S-6 and subordinate units
24 inteligence officers, the planning and coordination for special communications paths and operations.

25

26 ® Assding the intelligence operations officer with preparing and presenting intelligence
27 briefings and reports as required.
28 ® Serve asthe principa point of contact between the command and NCIS in matters

29 involving the investigation of actua, potentia, or suspected espionage, sabotage, terrorism intelligence,
30 and subversve activities, including defection, ensuring that information about these activities is reported
31 promptly to the nearest NCI S representetive. Informs the Crimind Investigation Divison (CID) of
32 the Provost Marshd Office (PMO) on crimind matters. These include those of aterrorist nature

33 uncovered in the course of a Cl investigation.

3

In intelligence sections without a CIHO, a designated officer will generally be assigned to perform
these tasks. If aHET or other CI/HUMINT Co element is attached, its senior CI/HUMINT officer will
serve in this capacity.
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1 ® Maintain liaison with other Cl and HUMINT agencies.

2 ® Monitor command CI/HUMINT MOS training and provide advice and assstance for
3 the maintenance of an effective program.

4 ® Coordinates, on behaf of the G-2, with the G-3 for support to the command’ s force
5 protection mission, including OPSEC, and deception.

6 ® Maintain CI/HUMINT reference materid for contingency planning and provides for
7 further dissemination as gppropriate.

8 ® Conduct planning for the CI processing of friendly prisoners of war (POWs) who
9 have been returned to friendly control.

10 ® \When acrigs action team is established in response to aterrorist or crimind Stuation,
11 provide personnd to jointly man the CAT with CID, NCIS, and if required, civilian law enforcement
12 agents.

13 ® When the MAGTF CE is designated as a Joint Task Force headquarters, the CIHO
14 may assume the role as the Task Force Cl Coordinating Authority (TFCICA). (See Joint Pub 2-01.2,
15 JTTP for ClI Support to Operations.)

16

17 (c) Collection Management Officer (CMO). The CMO isrespongble for formulating
18 detailed intelligence collection requirements (ICR) and tasking and coordinating internd and externd

19 collection operations to satisfy these. The CMO receives PIRs and IRs from the intelligence operations
20 officer, and then plans and manages the best methods to employ organic and supporting collection

21 resources. Through coordination with the CIHO and CI/HUMINT Co commander, the CMO is

22 responsible for the following CI/HUMINT-related tasks:

23 ¢ Determination and coordination of the collection effort of PIRSIRS that may be
24 collected via Cl resources.

25 ® Determination of PIRYIRs and preparation of requests for intelligence that are beyond
26 organic capabilities and must be submitted to higher headquarters and externd agencies for satisfaction

27 (d) MAGTF All-Source Fusion Center OIC. The MAGTF AFC OIC has primary
28 respongibility for managing and supervisng the MAGTF's al-source intelligence processing, anaytical
29 and production. Key dl-source and CI/HUMINT-related respongbilitiesinclude:

30 ® Maintaining al-source automated intelligence databases, files, workbooks, country
31 dudies, planning imagery, mapping and topographic resources, and other references.
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1 * Adminigrating, operating and maintaining intelligence processing and production
2 systems, both GENSER and SCI (e.g., IDISS, 1AS).

3 ® Andyzing and fusng al-source intdligence into tailored products in response to Sated
4 or anticipated PIRs and IRs.

5 ® Deveoping and mantaining current and future intelligence Stuationd, threat and
6 environmental assessment ,and target intelligence based upon al-source andys's, interpretation and
7 integration.

8 ® Direction and supervison of the MAGTF AFC's Cl anaytic team (CIAT). The
9 CIAT normdly consists of one ClI officer and two Cl specidigts. Its principd tasksinclude:

10 - Cl andysis and integration within al-source intelligence production.

11 - Cl database development and management.

12 = Production of Cl estimates.

13 - Maintenance of information on persondities, organizations, inddlations, and

14 incidents of Cl interest.

15 (e) Surveillance and Reconnaissance Center OIC. The SARC OIC isresponsible for
16 supervising the execution of the integrated organic, attached and direct support intelligence collection
17 and reconnaissance operations. Specific CI/HUMINT-related responghilities include:

18 ® Maintaining the satus of al ongoing intelligence collection operations, to include
19 deployed CI/HUMINT Co dements. This status will include:

20 - Mission, tasked |CRs and reporting criteriafor collection elements.

21 - Loceations and times of all redtricted fire areas and reconnai ssance aress of
22 operations.

23 - C2 rdationships with subordinate units, to include times of attachments.
24 - Primary and dternate communications plans.

25 ¢ Coordinating and monitoring organic and supporting CI/HUMINT and other

26 intelligence eements operations.
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1 ® Conduct detailed planning and coordination with CI/HUMINT Co dements for
2 CI/HUMINT collection. Ensure CI/HUMINT dements understand the collection plan and are able to
3 carry out their respongbilities under the plan.

4 ¢ Ensuring other MAGTF C2 nodes (e.g., the current operations center, the fire
5 support coordination center, etc.) are gpprised of ongoing intelligence, CI/HUMINT and
6 reconnal ssance operations.

7 ® Recaving routine and time-sengtive intelligence and Cl reports from deployed

8 collection teams; cross-cueing amongst intelligence and Cl collectors, as appropriate; and the rapid

9 dissemination of intelligence and CI reportsto MAGTF C2 nodes and others in accordance with
10 intelligence reporting criteria.

11 (f) Dissemination Officer. The dissemination officer isrespongble for the effective
12 conduct of intdligence dissemination within the MAGTF. Specific CI/HUMINT-related responsibilities
13 incdude:

14 ® Developing intelligence dissemination operational plans and supporting architectures
15 for both voice and data networked communications, and coordinating and integrating these with theater,
16 joint force and MAGTF CIS and intelligence systems.

17 ® Recommending intelligence dissemination priorities.

18 ® Advisng on and sdlecting dissemingtion means,

19 ® Monitoring the flow of intelligence and Cl throughout the MAGTF, ensuring thet it is
20 ddivered to intended recipientsin atimely fashion.

21 (4) Liaison

22 (@ ClI requires extensve liaison to be effective during tactica operations. Cl activities often

23 closly pardld functions and respongbilities of other organizations and agencies and, in some cases,
24 may overlgp. Close and continuous liaison and coordination aids in the effectiveness of operdtions, the
25 exchange of information, and in providing for mutua assstance.

26 (b) Policies and procedures for liaison and the coordination of Cl activities are developed
27 and promulgated a the MARFOR/MAGTF command echelons. Depending on the mission, area of
28 operations and the type of Cl activity, liaison and coordination is normaly conducted by Cl eements
29 with local intelligence, Cl, security and law enforcement organizations/agencies, and civil affairs and
30 psychologica operations units where appropriate. In dl cases, liaison must be conducted within

31 juridictiond limitationsimposed by higher authority.
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1 b. Marine CorpsCl Organizationswithin the Supporting Establishment. The Director of
2 Intdligence is respongible to the Commandant of the Marine Corps for forming plans and policies

3 pertaining to inteligence and ClI within the Marine Corps. The Head, CI/HUMINT Branch isthe

4 principa advisor to the Director of Inteligence for CI/HUMINT matters. The CI/HUMINT Branch
5 performs the following functions:

6 (1) Prepares plans, policies, and directives, and formulates controlled CI/HUMINT missions.

7 (2) Coordinates with nationa-level Department of Defense (DOD) and non-DOD agencies on
8 maiters deding with Cl and HUMINT.

9 (3) Acts asthe CI military occupationa specidty (MOS) sponsor (0204/0210/0211).
10 (4) Maintains gaff cognizance over Cl fidd units and staff management of training.
11 (5) Exercises saff responsbility for HUMINT resources and certain classified/specia access
12 programs.
13 (6) Coordinates with the NCISin specid investigations and operations.
14 (7) Conducts security reviews.
15 (8) Reviews reports from the fiddd commands concerning security violations, loss of classfied

16 materia, and compromises.

17 (9) Coordinates the release of information for foreign disclosure.
18 (10) Represents the Marine Corps on nationa level interagency Cl committees and
19 subcommittees.

20 3007. Naval Component Organization.

21 a N-2Inteligence Officer. While afloat, the N-2 coordinates activities of the attached NCIS
22 agent to identify thrests to the amphibious ready group (ARG). The N-2 coordinates vulnerability/threat
23 assessments and other intelligence and Cl support of ARG intelligence and force protection

24 requirements for the ships. Close coordination between the MAGTF G/S-2 and the N-2 is required to
25 ensure consolidation and dissemination of applicable threat related data for the formulation of the

26 commander’ s estimate. Monitoring and rapid reporting of time sengtive information is critica for these
27 deployed commanders as the situation develops. The criticd role is the monitoring for indications and
28 warning of impending attack during movement or the deployment of forces ashore. The ARG/IMAGTF
29 team continues this interactive rel ationship through the rapid collection, processng, production and

30 dissemination of intelligence and Cl in support of intelligence and force protection requirements.

31
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1 b. Attached NCIS Agent. Inconjunction with MAGTF CIHO and other CI eements, the NCIS
2 agent afloat assgts the command with the identification of threst and vulnerabilities of the ARG. Asa

3 specid daff officer under the staff cognizance of N-2, the NCIS agent dso has the respongibility for

4 crimind investigation in conjunction with the ship’s magter-at-arms and the MAGTF criming

5 investigation divison (CID) officer. During contingency operations, the NCIS agent serves asthe

6 principa planner and host for NCIS's surge capability viaits Specia Contingency Group (SCG). The

7 SCG isatask organized group of specidly trained NCIS agents prepared and equipped for deployment
8 into tactical Stuations short of combat.

93008. Joint Counterintelligence Organization

10 a. CI Staff Officer (C1SO). In accordance with DOD Dir 5240.10, DOD CI Support to U& S
11 Commands, each combatant command has a specid staff officer within the J-2 with staff cognizance for
12 dl Cl activitieswithin the theater. The CISO isthe J2's primary staff officer responsble for advisng,
13 planning and overseeing theater Cl activities. Respongbilitiesinclude:

14 (1) Advise commander & J-2 on Cl investigations, operations, collections and production
15 activities affecting the command.

16 (2) Advise commander on counterdrug, OPSEC, counterterrorism and antiterrorism activitiesin
17 the commands AOR.

18 (3) Coordinate Cl support activities within combatant command' s headquarters staff and with
19 component organizations.

20 (4) Coordinate the combatant commander’s Cl requirements with pertinent U. S, Cl
21 organizations and U. S. country teams as required.

22 (5) Coordinate tasking of Cl within AOR and area of interest upon implementation of NCA
23 approved /directed action.
24 (6) Coordinate with the military services for integrated Cl support to research and development

25 and acquigition programs to protect senditive or critica technologies.

26 (7) Ensure significant Cl threet information devel oped within commander’s AOR is forwarded
27 to the J-2, other staff officers, and subordinate component commanders.

28 (8) Ensure CI support requirements are identified and satisfied during development of command
29 intdligence architecture plans (CIAP).

30 (9) Ensure Cl gtaffing and andytic and production support is integrated the combatant
31 command'sjoint intelligence centers (JCs).
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1 (10) Ensure Cl collection, production and dissemination priorities are integrated into
2 command' s intelligence operations plans,

3 b. Task Force Cl Coordinating Authority (TFCICA). The TFCICA isaJTF headquarters staff
4 officer desgnated by the combatant commander as the executive agent for al Cl activitieswithin aJTF's
5 area of responghbility (AOR). The TFCICA coordinates and deconflicts with the Defense HUMINT
6 Service' s representative to the JTF and the HUMINT Operations Cell (HOC). Together these two
7 daff respongbilities combine to creste the JTF headquarters J-2X, which has the task of coordinating
8 and deconflicting al Cl and HUMINT activity within the JTF AOR. Thisincludes coordination with the
9 U. S. country team and any externd attachments and agencies conducting Cl and HUMINT activity

10 within the AOR.

11 3009. National Level Counterintelligence Support. The Defense Intelligence Agency (DIA) is
12 criticd in the planning and establishment of military Cl activities. DIA isthe principd DOD organization
13 for ClI andysis and production in support of DOD requirements. It focuses on hostile threat and foreign
14 intelligence and security services, to include the devel opment, population and maintenance of Cl

15 databases for persondities, organizations and ingdlations (PO&1). PO&I files become the

16 cornerstone of the Cl activities planning and targeting, and guide dl Cl and HUMINT activities DIA's
17 Defense HUMINT Service (DHS) isthe force provider for strategic HUMINT forces and capabilities.
18 During operations, e ements from DHS form a partnership within the supported JTF headquarter's J-2X
19 dement for the coordination and deconfliction of al HUMINT-source related collection activities.
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1 CHAPTER 4

2 COUNTERINTELLIGENCE EMPLOYMENT

3 4001. Operational Environment. Asforcesare committed to an operation, the threst picture

4 expands and Stuational awarenessimproves. AsU. S. military involvement increases, exidting threats
5 remain and may increase while new thrests may emerge. In ahumanitarian operations and other military
6 operations other than war (MOOTW), the crimind, terrorist, and espionage threats are generaly the

7 principd onesfacing the MAGTF. These threats continue into the upper levels of conflict, with the

8 addition of threats posed by irregular forces, specid operations force, and findly, by large-scde

9 conventiond military forces.

10 Within MOOTW and in lesser levels of conflict where there may be no designated MAGTF or joint
11 rear areg, Cl activities are directed at supporting force protection efforts by engaging with key civic
12 leaders, existing intelligence and security structure, factiond leaders and cooperdtive personnd, and
13 dlied forces. Threats are normally at thelow to mid level. Threets at the higher levels of conflict

14 normally involve conventiond or unconventiona force threats that require combat forces to counter.
15 MAGTF CI dements conducts actions in support of these operations within the MAGTF area of
16 operations and other assigned sectors as directed (e.g., the joint rear area (JRA)).

17 The primary operaiona environmenta factor influencing MAGTF CI activitiesis palitica, vice physical.
18 Accordingly, three basic political operationa categories can be used to frame Cl activities. These are:

19 ® Permissve Environment -- An operationd environment in which there are specific

20 agreements that allow Cl to conduct activities independently or in coordination with the host nation. In
21 these environments, MAGTF CI activities and support to the security posture of the deployed forces
22 are normally conducted in conjunction with the host nation, or the host nations has provided

23 concurrence, either direct or tacit.

24 ® Semi-Permissive Environment -- A operationd environment in which there are either no
25 in-place government organizations and/or laws, or where the government in power is not duly

26 recognized by the U. S. or other internationa bodies. In Situations of thistype, the rules of engagement
27 established by the JTF or multinationa force commander is often the key variable as the host nation's
28 civil, military and security agencies are frequently degraded or nonexistent (or may even be supporting
29 threat forces). The rules of engagement of the deploying force primarily drive limitations and restrictions
30 that may be placed on CI activities.

31 ® Non-Permissive -- A non-permissive operationd environment isoneinwhich U. S. Cl

32 activities and contacts with the hogt nation are extremely limited, normaly at the direction of the host

33 ndion. The Stuation in these countries may aso place the US in a Situation where the actions of the host
34 nation or individuas in the host nation government may be inimica to those of the US government. In
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1 mogt cases, the host government may severdly curtall contacts, normally only through asingle point of
2 contact. In some cases, the information provided may be of questionable vdidity.

3 MAGTF CI personnd must be aware of the differences in each operationa environment and be able to
4 establish operations based on the mission, nature of the environment and threat conditions. Since much
5 of the threat and vulnerability intelligence will be based on informeation provided by host nation or other
6 sources, vulnerability assessments must be assessed and rapidly updated as necessary.

7 Cl activities MAGTF commanders develop estimates of the Stuation, shape the battlefield and guide

8 intelligence and force protection operations. The MAGTF commander focuses the Cl effort by clearly

9 identifying priority intelligence requirements, careful assgnment of Cl missions and tasks, and aclear
10 statement of desired results. By orienting Cl capabilities, the commander guides who or what are the
11 ClI targets and the nature and focus of operations (e.g., whether Cl efforts will be designated primarily
12 as defensive Cl operations or offensve HUMINT operations).

13 4002. Employment of Counterintelligence Elements

14 a. Command and Control (C2) and Concept of Operations. The tactical concept of

15 operationsin depth governs C2 relationships and the execution of Cl plans and operations. Specific Cl
16 concept of operations and C2 rdationships will be established in either annex B (intlligence) to the

17 operations order, fragmentary orders or other directive.

18 (1) General Support. Cl dements normally operate in generd support of the MAGTF.

19 Operationa control of Cl eements by the force commander provides the commander with the meansto
20 mest the specific operationa requirements of the entire MAGTF and other supported forces with his

21 generdly limited organic Cl resources.

22 (2) Direct Support and Attachment. Situationa and operationd factors may require some
23 Cl dements to be ether attached to or placed in direct support of MAGTF subordinate eements (e.g.,
24 during operations involving widely separated units in areas of dense population). Unit commanders

25 employ CI personnd to satisfy their CI requirements or other mission specified by the MAGTF

26 commander.

27 (3) Technical Direction. Regardless of the type C2 relationships established, the MAGTF
28 commander will aways retain technicd direction authority over dl MAGTF Cl and supporting dements,
29 which will be exercised by the G/S-2 viathe CIHO.

30 b. Concept of Employment. MAGTF Cl elements can be deployed on an area coverage
31 concept or by unit assgnment.

32 (1) AreaCoverage
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1 (a) Geographic Area of Responsibility. MAGTF CI dements employed under area

2 coverage are assgned a specific geographic area of respongibility, under the operationa control of the

3 MAGTF commander. Under area coverage, Cl support is provided to all commands located within the
4 designated area. Such Cl eement continue to operate within the assgned area even though the tectical
5 Stuation or supported units operating in the areamay change.

6 (b) Continuity. Areacoverage provides the greatest continuity of tactica Cl operations. It
7 dlows MAGTF Cl operations to focus on the enemy's intelligence organization and activities while
8 remaining unfragmented and unrestricted by the tacticd areas of respongbility assgned to supported
9 units. It dso dlows MAGTF Cl personne to become familiar with the area, enemy intelligence
10 organization and operations, and Cl targets. Areacoverageis paticularly effective during MOOTW
11 (e.g., counterinsurgency operations) where the threet forces often operate on politica, vice military,
12 boundaries.

13 (2) Unit Assignment. MAGTF Cl eements employed on aunit assgnment bass normaly
14 remain with designated supported units. They operate within that unit's area of responsibility under the
15 specified C2 rdationships. Astactica unitsdisplace, it is necessary for higher echeonsto provide Cl
16 coverage for the areas vacated. Relief of an area can be accomplished by three methods -

17 augmentation, legpfrog system, and rlay system.

18 (a) Attachment. Cl dements may be detached from the MAGTF CE and attached to

19 subordinate commanders. This method provides Cl support under the operationa control of the

20 commanders to which attached for employment againgt specific Cl targets during the initid (and possibly
21 subsequent) phase of an operation. It also prepares for subsequent transfer of areas of respongbility
22 from subordinate unitsto MAGTF CE without loss of continuity. These Cl eements generdly operate
23 under the operationa control of the supported commander during the initid reduction of Cl targets. The
24 Cl dements then remain in place as the unit advances, reverting to the operationd control of the

25 MAGTF commander (or other specified commander). By remaining in place, the Cl dement ensures
26 continuous coverage regardless of tactica unit movements.

27 (b) Leapfrog System. Thismethod is sSmilar to the area coverage concept but on asmdler
28 scale. Under the legpfrog system, MAGTF Cl dementsinitidly responsble for a specified area are

29 detached from subordinate units and a new team attached as the operation progresses. The new Cl

30 dement is attached sufficiently in advance to permit it to become thoroughly familiar with current

31 operations within the area of respongbility. This method of relief permitsthe Cl dement familiar with
32 the area, informants, and targets to remain and conduct more extengve operations, while continuing to
33 provide necessary Cl direct support to subordinate commanders.

34 (c) Relay System. This method requires MAGTF Cl dementsto be held inreserve. As

35 the subordinate units advance, Cl eements are dispatched forward to assume control of designated
36 areas on arotational bass.
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1 ¢ CI Employment Congderations

2 (1) Characterigtics of the AOR influence the nature and extent of MAGTF CI operations. The
3 following factors influence Cl task organization, C2 and resulting concepts of operations and support
4 relaionships.

5 ® Higtorica/recent threet, espionage, sabotage, subversion or terrorism activities within the area
6 of operations
7 ® The population dengty.
8 ® The culturdl leve of the country.
9 ® The dtitude of the people and palitica groups toward friendly and enemy forces.
10 ® The peopl€e's susceptibility to enemy penetration (hostile intelligence threet) and propaganda.
11 ® The gtability of thelocal government, security and law enforcement.

12 (2) The number of MAGTF CI resources available, particularly HETS, is critical. Careful

13 planning, awvareness of Cl operations throughout the joint AOR, and detailed intelligence and operations
14 preparation are required. Cl targets which require early reduction must be sdected and the

15 employment of MAGTF CI operations planned. Care must be taken to not overestimate Cl element

16 capabilities—this risks overextending and dispersing Cl activity on many targets with limited

17 effectiveness.

18 (3) During amphibious operations, the commander, landing force (CLF), assumes operational
19 control over dl assigned Cl assets. Clear responsbility for Cl operations must be assigned amongst
20 MAGTF, nava and other supporting Cl lements.  Cl investigations of a generd support nature,
21 particularly in rear areas, may be tasked to NCIS or other supporting Cl elements. In such cases,
22 jurigdiction must be clearly defined to optimize overadl Cl support.

23  d. Employment of MAGTF CE CI Elements

24 (1) MAGTF CE CI eements normally operate in the rear area conducting the following tasks:
25 ® Oveadl MAGTF Cl operationd management and technica direction.

26 ® Coordination and integration of MAGTF Cl operations with JTF, multinationa and other
27 supporting Cl operations.

28 ® Conduct CFSO and HUMINT operations of ardatively long term nature.
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1 ® Provide assgtance on military and civil security matters,
2 ® Follow-up and complete Cl tasks initiated by subordinate elements.
3 (2 MAGTF CE CI dements normdly retain OPCON over technicd survellance

4 countermeasures, Cl ingpections, and Cl surveysfor the entire MAGTF. If required, it also establishes
5 and operates the MAGTF Cl interrogation center.

6 e Employment of Cl Elementswith the Ground Combat Element (GCE)

7 (1) Generdly, the number of MAGTF Cl dements employed in the GCE AOR is grester than
8 in other areas. In combat or occupied areas, the enemy has more opportunities to penetrate the Cl
9 screen because of the congtant contact of opposing ground forces and the presence of indigenous
10 displaced populations. After the area has been cleared of the enemy, the Cl element operating with the
11 GCE isusudly thefirgt security unit to enter thisarea. They help determine initid requirements and
12 establish initid security messures. Additiondly, Cl eement with the GCE perform critica preparatory
13 tasks for dl subsequent ClI and security operations. Prompt action by a Cl dement, particularly the
14 rapid development and dissemination of intelligence based upon interrogations or exploitation of
15 captured materials and documents, can be of substantial benefit to the GCE' s operations and force
16 protection efforts. Cl dements must identify and secure :

17 ® The most obvious Cl targets.

18 ® Agents left behind by the enemy for espionage and sabotege.

19 ® Enemy collaborators.

20 ® Key public buildings such as the seet of the local government, police stations and
21 communication centers.

22 (2) The Cl dement focuses its operations on the GCE's distant and close areas, with

23 responsibility for GCE rear area generdly being coordinated with Cl eements operating in generd

24 support of the MAGTF or those in direct support of the rear area operations commander. The Cl

25 dements operating with adivison are generdly deployed by task organizing multiple HETs. The HETSs
26 are responsble for the Cl coverage of specific areas within the jurisdiction of the command. Each HET
27 acts as an independent unit, but its activities are coordinated by the CI/HUMINT Company

28 Commander or by one of the HET OICs.

29 (3) Timeis of the essence during the assault phase of an operation. Cl dements employed with
30 atacking forceswill generdly limit their screening operation to identification and classfication of civilians
31 disguised as military personnd, enemy agents, and collaborators. If time permits, immediate tactica

32 interrogation may be conducted of suspects. Normally, suspects will be passed to rear area,
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1 intermediate detention facilities, ultimately arriving a the Joint Interrogation and Debriefing Center for
2 more detailed interrogations and classfication.

3 f. Employment of Cl with the Aviation Combat Element (ACE)

4 (1) Thereisno sgnificant differencein the misson of Cl dements employed with ether ground
5 or ar units. However, air units are normaly characterized by agatic Stuation. In air operations or an
6 arborne movement, CI personne are included in the tactical command echelon. They advise the

7 commander on the control and security of senstive areas, civilian control measures, and screening of
8 loca resdents and transents. They aso conduct security assessments of facilitiesin the vicinity as

9 required.

10 (2) The ACE is often widely dispersed with dements operating from separate arfidds. Since
11 arcraft and support equipment are highly susceptible to damage and difficult to replace, aviation units
12 are high priority targets for enemy saboteurs and terrorids. In many Stuations, ACE units employ large
13 numbers of indigenous personne in support roles, personne who are a key target of enemy intelligence
14 activities. Under such conditions, it may be necessary to provide HETs in direct support of ACE

15 elements.

16 9. Cl Support to the Combat Service Support Element (CSSE) and Rear Area Operations

17 (1) Within rear aress, the MAGTF CSSE (dlong with other MSE dements) is the principa

18 organizaions requiring Cl support. While the CSSE's Cl requirements are primarily concerned with

19 military security, those of civil affairs eements generdly ded with civil/military interaction and security of
20 the populace. Despite the apparent differences of interest between their requirements, their Cl

21 problems are interrdlated (e.g., a dissdent civilian population hampering the efforts of MAGTF civil

22 dfars dements atempting to establish effective adminidrative control in the area dso disrupting logistics
23 operations through sabotage, terrorism, and harassment attacks).

24 (2) MAGTF CE Cl dements performing genera support Cl operations normally provide Cl

25 support to CSSE and other rear area operation elements. This includes support for ingtalations and

26 facilities dispersed through the combat service support areas. The number of team personne supporting
27 civil afars units depends on the number of refugees to be identified in the area.

28 4003. Friendly Prisonersof War and Persons Missing (Non-hostile) and Missing in Action

29 a Friendly personnel who are captured by the enemy can be a source of information through the
30 compromise of documents, personal papers, or as the result of effective interrogation or coercion. Itis
31 afundamenta commander respongbility to take necessary steps to counter any possible disclosure that
32 would affect theimmediate tactica Stuation.

33 Cl units are assgned responsibility for investigating and determining risks posed to MAGTF
34 operations by friendly personnel who have or may have been captured, collecting informetion of
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1 potentid intelligence vaue on friendly personnd who may be under enemy control. They aso collect
2 intelligence information to aid in identifying, locating, and recovering captured friendly personnd. In

3 addition, Cl personnel conduct the intelligence and CI debriefings of friendly personnel who had been
4 captured and then returned to friendly control.

5 b. When friendly personnd have been or may have been captured, the identifying commander will
6 immediatdy notify their unit intelligence officer, who will then coordinate with the pertinent Cl eement to
7 initiate the Cl investigative process (see gpopendix E). The Cl unit may be able to immediately provide
8 information that could aid in the search and recovery efforts, such as routes to enemy detention centers,
9 locations of possible holding areas, and enemy procedures for handling and evacuating prisoners. I
10 appropriate, the Cl element can dso initiate immediate Cl collection action, such as usng Cl sourcesto
11 gain information for possible recovery or search and rescue operations.

12  c. If thesearch or recovery attempts are unsuccessful, the Cl unit initiates an immediate
13 investigation to gather basic identification data and to determine the circumstances surrounding the
14 incident. The investigation is designed to:

15 (1) Provide information to aid in subsequently identifying and locating the individud.

16 (2) Assessthe potentid intelligence value to the enemy.

17 (3) Callect inteligence information thet will be of value when evauating future intelligence reports.
18 The investigation must be as thorough and detailed as possible and classified according to content.

19 Every attempt is made to obtain recent photographs and handwriting samples of the captured Marine.
20 A synopsis of theinvestigation, including a summary of the circumstances, is prepared on the Cl report
21 form. The completed basic identifying data form is attached as an enclosure to this report.

22 In the case of arcraft incidents, the investigation includes type of aircraft, location and sengtivity of

23 dassfied equipment, bureau or registration number, call Sgns, and any aircraft distinguishing marks,

24 such asindgnia, etc. When feasble, the investigator should coordinate with the accident investigation
25 team or aviation safety officer of the unit that experienced the loss.

26 d. TheCl report, with the attached personne data form, is distributed to the following commands.

27 (1) MAGTF CE.

28 (2) Individud's parent command (divison, MAW, or Force Service Support Group (FSSG)).
29 (3) Each CI dement in the AOR.

30 (4) Other appropriate headquarters (e.g., combatant commander, MARFOR headquarters,
31 €tc.).

4-7



MCWP 2-14, COUNTERINTELLIGENCE

1 (5) Commandant of the Marine Corps (Code C4I-CIC).

2 e Thesereports are designed to aid follow-on Cl operations. They do not replace norma G/S-1
3 casudty reporting procedures. When the Cl report concerns amember of another Service assigned to
4 aMarine Corps unit, a copy of the report is aso provided to the appropriate component commander

5 and Service headquarters. All subsequent pertinent information is digtributed in the same manner asthe
6 initid Cl report.

7 f. MAGTF personnd returned to friendly control after being detained by the enemy are debriefed

8 by CI personndl. Normdly, CI personnd supporting the unit that first gains custody of the individua

9 conduct an initia debriefing to identify information of immediate tactical value and the locations of other
10 friendly prisoners of war. As soon as possible, the returnee is evacuated to the MAGTF CE for further
11 debriefing and subsequent evacuation to aforma debriefing Ste.

12 4004. Counterinteligence Support during Military Operations Other Than War (MOOTW).
13 The CI operations previoudy discussed are generdly applicable across the MOOTW, induding

14 non-combatant evacuation, peace, and humanitarian and disaster rdlief operations. Cl activities during
15 MOOTW require ClI personnd to be thoroughly familiar with the nature of operation, to include its

16 causes, characteristics, and peculiarities, and with the threat infrastructure directing and controlling

17 efforts. Basic Cl tasks are the denid of information to the threat force and the identification and

18 neutrdization of intelligence operations. A key am of MOOTW isto restore interna security in the

19 AOR, which requires avigorous and highly coordinated Cl effort. The nature of operation and the

20 thregt's covert methods of operation require the employment of a grester number of Cl personnd than is
21 generdly required for conventiona operations.

22  a Juridiction. Effective Cl operations require extensive coordination with the host country

23 intdligence, Cl, security, and law enforcement agencies. In such operations, MAGTF operations are
24 normally covered by a status of forces agreement (SOFA). The SOFA may include limitations and
25 redtrictions concerning the investigation and apprehension of host country citizens or other operations
26 matters.

27  b. MAGTF CI Employment

28 (2) The employment of Cl dements during MOOTW issmilar to that previoudy described. Cl
29 area coverage is generdly used as it provides continuity of operations. Also, asthe threat'sintelligence
30 operations usudly have been are well established, area coverage dlows MAGTF Cl personnd to better
31 understand and more effectively counter the threst.

32 (2) When assigning aress of responsbility, MAGTF Cl elements ensure coverage overlgpsto
33 preclude gaps occurring between areas. Threat forces usudly prefer to operate on the politica or

34 military boundaries where the assigned responsibilities of U.S. and dlied forces may be vague and

35 coordination is more difficult. Cl eements employed through unit assgnment are assgned responghility
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1 for the area of interest around specified unit's area of responghbility. Under the unit assignment concept,
2 rear area Cl dements assume responsibility for any gap in coverage that may develop.

3 c¢. Counterintelligence Measures and Operations

4 (1) Thebasic Cl operations, techniques, and procedures previoudy are generdly applicable
5 during MOOTW. However, such operations generaly require that both passive and active Cl
6 measures be increased and aggressively pursued to effectively counter the thregt's advantages and

7 capabilities.

8 (2) All MAGTF units mugt indtitute and continuoudly enforce Cl and security measures to deny

9 information to the threet force and to protect friendly units from sabotage. In coordination with host
10 country authorities, emphasisis needed on security measures and checks of indigenous employees or
11 other persons with accessto MAGTF ingdlations, facilities or command posts.

12 (3) A dgnificant factor during MOOTW is population and resources control. The movement
13 channds and patterns necessary for support, communications, and operations of insurgent forces are
14 observed and controlled. Prior to implementing control measures, the population should be informed of
15 the reasons for controls. Whenever possible, such controls should be performed and enforced by host
16 country agencies.

17 (4 MAGTF CI dements must implement imaginative and highly aggressve specid Cl

18 operations and HUMINT collection programs targeted againg the threet's intelligence infrastructure and
19 operationd forces. The primary objective of specid operationsis the identification, location, and

20 neutralization of specific members of the threet's infrastructure. A Cl specid operation consists of

21 systemétic intelligence collection and andysis with complete documentation concerning the activities of
22 each targeted individua. This provides the host country with an account of the individud'sillegd

23 activities once the person is apprehended. Penetration of the infrastructure must be obtained at dl levels
24 possble—HUMINT operations are implemented to cover critical areas to identify and locate threat

25 forces. Intdligence derived from HUMINT programs may aso be useful in Cl specid operations.

26 (5) INnMOQOTW, cordon and search operations may be employed to ferret out the threst

27 infragtructure. Idedlly, acadre of MAGTF Cl personnd are assgned to each unit conducting the

28 cordon and search operation in order to provide on scene exploitation and immediate reporting of threst
29 related time-sengtive intdligence. These operations may dso be employed to ferret out individud threet
30 unitsthat may use acommunity or area as cover for ther activities or as a support base. Cordon and
31 search operations should be conducted in conjunction with host country forces and organizations, with
32 U. S. forcesincluding CI units providing support, advice, and assistance for the entire operation. At a
33 minimum, host country personnel should be part of the screening and sweep e ements of any cordon and
34 search operation. Sweep/screening is often conducted in conjunction with medicd, civil affairs, and

35 psychologicad operations programs (which are accomplished after the screening phase).  Throughout
36 the operation, care must be exercised to prevent an adverse psychologica effect on the populace,
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1 More details concerning the intelligence and Cl gpplications of cordon and search operations are
2 contained in Army FM 30-64A, Cl Operations. Cordon and search operation basically consists of:

3 ® Security forces which surround the areg, usudly at night, to prevent persons from leaving
4 the area

5 * A sweep element that escorts detained people to a collection point at first opportunity.

6 ¢ Search elements that conduct detailed en-mass searches of the area.

7 ® Screening ements to process and screen detainees for identification of known or

8 suspected threat personnd.
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1 CHAPTER 5
2 COMMUNICATIONS & INFORMATION SYSTEMS SUPPORT TO
3 COUNTERINTELLIGENCE OPERATIONS'

45001. General. The MAGTF ClI effort is heavily dependent upon a secure, rdliable, and fast
5 communication and information systems (CIS) support to receive JTF, other components, thester, and
6 nationa Cl and dl-source intdligence and to transmit organicaly collected and produced CI product
7 and reports. CIS are dso required for the command and control of MAGTF and supporting Cl units
8 and their integration with multi-discipline intelligence operations. Every misson and Studtion is unique,
9 requiring some modifications to the supporting CI S architecture to support MAGTF Cl operations.
10 Detalled planning and close coordination between the CI/HUMINT company/detachment CO/OICs,
11 the MAGTF G/S-2 and G/S-6, and dl pertinent operationa and intelligence organizationsis critica for
12 egtablishing ardiable and effective Cl CIS support.

13 5002. Basic Cl CIS Requirements. Regardless of the size of the MAGTF CI/HUMINT forces,
14 there are certain standing Cl CIS requirements must be satisfied. These requirements are:

15

16  a. Thecapability to command and control subordinate units. Inteligence officersand

17 CI/HUMINT eement commanders/OICs must be capable of positive C2 of subordinate units and
18 integration of its operations with broader MAGTF and externa intelligence and operations C2.

19 Traditionaly single-channd radio (SCR) and record message traffic have been used to support C2 of
20 MAGTF Cl units. In semi-gtatic Stuations, secure e-mail or telephone may be the method of choice,
21 whilein highly fluid or mobile scenarios, cdllular, SATCOM, and VHF and HF radio may be used.

22  b. Theability to receive collected data and information from deployed CI elements. The
23 CI'S architecture must provide connectivity between organic and supporting CI/HUMINT eements
24 (such asthe HUMINT exploitation teams or Cl liaison dements), Cl analysis and production centers,
25 and supported MAGTF operations and intelligence centers. Requirements include the capability to
26 tranamit collection files and reports digitally viafiber-optics, wire, or radio in formats (both voice and
27 data) that are readily useable by the Cl and dl-source intelligence andlyss.

28  c. Theability to provideinteligenceto supported commanders. Cl CIS requirements will be
29 influenced by supported commanders intents, concepts of operations and intelligence, command

30 relationships, and standing PIRs and IRs. The CIS architecture must be capable of integrating

31 CI/HUMINT eement C2 and supporting CIS operations (to include specid communications

32 capabilities and channels unique to CI reporting) with the primary CI'S channd's used to by supported
33 commanders.

! See MCWP 6-22, Communications and I nformation Systems, for a detailed review of MAGTF
communications and information systems (CIS) and supporting tactics, techniques and procedures.
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1 d. Theability toshare Cl productsand reportswith MAGTF all-sour ceintelligence

2 centersand with ClI and all-source JTF, other components, theater, and national Cl and
3intelligence centers. The traditiona meansfor providing this capability are MAGTF generd service
4 secure record and voice communications. While these techniques continue to be used, they are rapidly
5 becoming secondary in importance to the use of the Joint Worldwide Intelligence Communication

6 System (JWICS), the Secret Internet Protocol Router Network (SIPRNET), and other CI unique CIS
7 capabilities which alow participants to access each others Cl products and databases and to

8 immediatdy pull required deta, intelligence and CI products.

95003. Command and Control

10 a JTF. Thejoint force commander has operationa control of al JTF Cl elements. He exercises
11 this authority viathe JTF intelligence officer (J-2). Within the 32, Cl activitiesfdl under the functiona
12 control of the Task Force CI Coordinating Authority (TFCICA) within the intelligence section’s J-2X.
13 All CI collection operations management, Cl production and CI dissemination tasks are exercised by
14 the TFCICA, to include source deconfliction with the Centra Source Registry, reporting coordination
15 and resource gpplication. Other functionad managers, such as the Defense HUMINT Service

16 representative within the 32X or the HUMINT Operations Cdl (HOC), have direct tasking authority
17 over their functiond assets, requiring close coordination and planning amongst dl to ensure effective JTF
18 CI/HUMINT operations.

19 Db. MAGTF

20 (1) The MAGTF commander has operationd control of dl MAGTF Cl dements. He exercises
21 thisauthority viathe MAGTF intdligence officer. The intdligence officer's principd saff assigtant

22 respongble for planning, directing and managing organic and supporting Cl operationsisthe

23 CounterintelligenceHUMINT Officer (CIHO). At the CI unit level, the CI/HUMINT company

24 commander/detachment OIC has command and operationd control. Regardless of the C2 relaionships
25 and MAGTF CI concept of employment, technica control of dl MAGTF CI/HUMINT company

26 eements will generdly be retained by the MAGTF commander.

27 (2) Thefollowing are the principa C2 nodes from which MAGTF Cl operations are planned
28 and directed:
29 (@) MAGTF Command Element Combat Intelligence Center (G/S-2). Cl dements

30 areintegrated within two key dements of the MAGTF CE combat intelligence center (CIC): the

31 survelllance and reconnaissance center (SARC) and the al-source fusion center (AFC). Additiondly,
32 the MAGTF CIHO will integrate Cl operations with those of the intelligence operations officer. The

33 SARC isthe primary eement for the supervision of MAGTF collection operations and is responsible for
34 the direction, coordination, and monitoring of intelligence collection operations conducted by organic,
35 attached, and direct support collection assats. A CI/HUMINT eement will be established within the
36 SARC to monitor ongoing operations and to maintain designated Cl radio nets. The AFC isthe

37 primary analysis and production element of the MAGTF, responsible for processing and producing
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1 dl-source intelligence productsin response to MAGTF requirements. Various Cl and

2 interrogator-trandator personnel are permanently assgned to the AFC to assist with its operations.

3 Besdes the Cl nets established within the SARC, CI/HUMINT dements working within the CIC will
4 have access to and use the full range of CIC CIS resources.

5 (b) CUHHUMINT Company HQ. Specidized Cl and interrogator-trandator platoons
6 elements as wdll as task-organized HET's generdly will be employed throughout the MAGTF. The

7 CI/HUMINT company commander exercises full command authority over his subordinate eements,

8 less dements which have been detached under a particular task organization. To support his

9 operdions, a CI/HUMINT company command posts generdly will be established in the vicinity of the
10 MAGTF CIC and using the full range of CIS supporting the CIC.

11 (c) Deployed CI/HUMINT Elements. CI/HUMINT dementswill generdly be

12 deployed at many echelons and locations within the MAGTF. For example, Sgnificant ements may be
13 ether attached to or placed in direct support of GCE forces or the rear area operations commander.

14 Likewise, CI/HUMINT eements may be employed a the MAGTF enemy prisoner of war (EPW)

15 compound and other EPW collection points. The CIS used by these Cl lements will be dependent

16 upon the Stuation. Generally these dementswill provide CIS resources to satisfy their organic C2

17 needs, while using the supported headquarter's CIS resources for broader requirements.

18 5004. CIS Support to MAGTF CI Operations

19 a General. TheCl CISarchitecture for any given operationisdynamic. Key reference
20 documentation with respect to a specific theater or MAGTF operdtion are:

21 (1) Combatant command, JTF and MAGTF CI/HUMINT plans developed for various
22 OPLANS.
23 (2) MAGTF command element intelligence standing operating procedures and combatant

24 commanders intelligence and CI/HUMINT tactics, techniques and procedures.

25 (3) Annexes B (intelligence), C (operations), J (command relationships), and K
26 (communications and information systems) of the MAGTF and JTF OPORDs.

27 (4) Thefallowing parts of Annex B (Intelligence) to aMAGTF OPORD: Appendix 3

28 (Counterintelligence Operations); gppendix 5 (Human Resources Intelligence Operations); and tab D
29 (Intdligence Communications and Information Systems Plan) to gppendix 10 (Inteligence Operations
30 Plan).

31 b. Communications Systems. Information sysems and supporting communications connectivity
32 are evolving rapidly within the Marine Corps and other dements of the military. The following

33 information provides typica key MAGTF Cl communications requirements. The MAGTF mission, the
34 nature of the threat, friendly concepts of operations and intelligence, supporting task organization and
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1 command relationships, and extent of dlied/multinationd operations are the key factors influencing what
2 specific Cl communications are established during operations.

3 (2) Intelligenceand CI/HUMINT Radio Nets. The following are radio netstypicaly
4 established for ether dedicated Cl needs or are intelligence nets that Cl elements may need to be
5 gations on:

6 (8 MAGTF Intelligence (UHF-SATCOM/HF/VHF). Used for rapid reporting and

7 dissemination of intdligence, collaborative planning of future MAGTF intdlligence operaions, and

8 command and control of ongoing MAGTF intelligence and reconnai ssance operations. Typica

9 organizations'dements participating in this net indude: the MAGTF CE; the GCE/ACE/CSSE
10 headquarters; intelligence, Cl and reconnai ssance el ements either attached to, OPCON to or supporting
11 the MAGTF; and others as directed.

12 (b) GCE/ACE/CSSE Intdligence (HF/VHF). Used to provide rapid reporting and

13 dissemination of intelligence, collaborative planning of future intelligence operations, and command and
14 control of ongoing intelligence and reconnai ssance operations. Typicd organizations'dements

15 paticipating in thisnet indude: the GCE/ACE/CSSE headquarters; headquarters of their major

16 subordinate units; intelligence, Cl and reconnai ssance elements either attached to, OPCON to or

17 supporting the a M SE headquarters; and others as directed..

18 (c) Counterintelligence/Human Intelligence (HUMINT) Team(s) Command

19 (HF/VHF). Usad for command and control of counterintelligence teams, interrogator-trandator teams,
20 and HUMINT exploitation teams (HET) operations, and the coordination of

21 counterinteligence/ HUMINT adminigtrative and logistic support. This net will also generdly terminatein
22 the MAGTF surveillance and reconnaissance center (SARC).

23 (d) CounterintelligenceHUMINT Reporting Net (VHF/HF). Used as ameans for the
24 rapid reporting of counterintelligence/ HUMINT data to supported units. Participants generdly include
25 counterintelligence teams, interrogetor-trandator teams, and HET operations, the SARC, and the

26 intelligence center of any supported units.

27 (2) CI/HUMINT Communications Equipment. Cl eements require extensve

28 communications support from the command to which they are attached. The command is responsible to
29 provide frequency management, cryptographic materids system (CMS) control, and logistics support
30 (eg., batteries and maintenance). These requirements include secure dedicated and shared systems

31 connectivity and are Stuationdly dependent based upon employment method, terrain, distance and other
32 factors. Cl dements usudly deploy with the following organic communications and information systems:

33 ® SINGARS radios -- primarily to support Cl eement C2 and intelligence reporting.

34 ® Motorola SABER radios -- principaly to support interna Cl dement communications of
35 an operationd nature (e.g., survelllance or security).
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1 c. Intdligenceand CI/HUMINT Information Systems. Thefollowing are informetion systems
2 and selected databases typically established for either dedicated Cl needs or are multi-purpose
3 intelligence sysems that Cl dements may either use or must interoperate with.

4 (1) Joint Deployable I ntelligence Support System (JDISS). JDISSisan al-source

5 automated intelligence tool that provides the backbone of intelligence connectivity amongst the nationd,
6 theater, JTF headquarters, component commanders, and other intelligence organizations. JDISS

7 employs a trangportable workstation and communications suite that eectronicaly extends ajoint

8 intelligence center to aJTF and other tactica users. Either SIPRNET or JWICS will provide the

9 principal communications connectivity for JDISS.

10 (2) Intelligence Analysis System (IAS). 1AS provides automated applications and other
11 toolsfor dl-source intdligence planning, management, anadys's, production and dissemingtion. Various
12 configurations of IAS will be organic to intelligence sections from the battaion/squadron through

13 MAGTF CE levds.

14 (3) Defense Counterintelligence Information System (DCIIS). DCIISisaDOD system
15 which automates and standardizes Cl functions at al command echelons. DCIIS contains standardized
16 DOD forms (for Cl investigetions, collections, operations, and andysis & production) and shared Cl
17 databases. DCIIS dso contains supplemental formsto satisfy tactica reporting requirements of Marine
18 and Army Cl dements. DCIIS isinteroperable with JDISS and other intelligence systems.

19 Communications connectivity isvia SIPRNET.

20 (4) Defense Intelligence Threat Data System (DITDS). DITDSisavalableviaJDISS,
21 IAS and other intelligence systems. It contains the DOD Cl/counter-terrorism/counter- proliferation
22 databases and isprincipdly used by Cl anaysts and production personnel. The system provides a
23 number of andlyticad tools, such as automated and graphica link andysis hot-linked to the underlying
24 reports, autometic time lining as well as access to various communications systems to support

25 dissemination.

26 (5) Migration Defense Intelligence Threat Data System (MDITDS). The MDITDS is
27 being developed to operate on the DCIIS to provide an automated production system for DODIIS

28 Indications and Warning (1& W), counterintelligence, counterterrorism, and Arms Proliferation/Defense
29 Industry communities. Many of the current intelligence/counterintelligence databases that resde on

30 other systlems will become resident within the MDITDS. Some of these include DITDS, SPHINX

31 (DIA's Cl database), CANNON LIGHT (U. S. Army CI database), BLOODHOUND (EUCOM ClI
32 database), Automated Intelligence Information Retrieval System (AIIRS), Automated Decison Making
33 and Program Timeline (ADAPT), Defense Automated Warning System (DAWS), Sensitive

34 Compartmented Automated Research Facility (SCARF), Terrorism Research & Analysis Program

35 (TRAP), and many others.



MCWP 2-14, COUNTERINTELLIGENCE

1 (6) HUMINT Operational Communications Network (HOCNET). HOCNET isthe

2 umbrella name given to a collection of systems and applications currently operationa or under

3 deveopment which support the Defense HUMINT Service (DHS) worldwide activities (i.e., Defense
4 Attaché Worldwide Network (DAWN)).

5 (7) Special Operations Debriefing And Reporting System (SODARS). SODARS

6 provides detailed misson debriefs and after-action reports from specia operations forces (SOF). As
7 SOF are often the first and perhaps only DOD force committed to an operation, they may provide

8 invaduable inteligence and Cl when developing pre-deployment threat assessments.

9 (8) AN/PYQ-3 CI/HUMINT Automated Tool Set (CHATS). CHATS consstsof CIS
10 hardware and software designed to meet the unique requirements of MAGTF CI/HUMINT eements.
11 Operating up to the SECRET leve and using the basdine DCIIS software suite, the system providesthe
12 capability to manage MAGTF Cl assts and andlyze information collected through Cl investigations,
13 interrogations, collection, and document exploitation. With CHATS, ClI units may dectronicaly store
14 collected information in aloca database, associate information with digital photography, and
15 tranamit/receive information over exising military and civilian communications.  (See appendix B for
16 additiona information on CHATS)

17 (9) Joint Collection Management Tool (JCMT). JCMT isthe principa automated tool for
18 dl-source intelligence collection requirements management. It provides a capability for management,

19 evauation and direction of collection operations. Using DCIIS, Cl collection requirements and taskings
20 can be accessed from the JCMT.

21 (20) Community On Line Intelligence Support End User Management (COLISEUM)
22 System. COLISEUM isthe automated, DOD Intelligence Production Program (DODIPP) intelligence
23 production requirements system that alows authorized users to directly submit multi-discipline

24 intdligence production requirements to commanders and intelligence production centers. COLISEUM
25 aso tracks responses and provide status reports on vaidated production requirements.

26 d. Summary -- Counterintelligence Command and Control and Supporting

27 Communicationsand Information Systems. Figure 5-1 depicts a notional MEF CI architecture,
28 whilefigure 5-2 depicts key Cl eements and supporting CIS within the MAGTF CE CIC. Together
29 they emphasize three key aspects of MAGTF CI C2 and supporting CIS operations:

30 »  Thetask organization and command/support relationships of MAGTF CI units --

31 CI/HUMINT company headquarters collocated with the MAGTF G/S-2. Although
32 company eements normally operate in genera support of the MAGTF, task-organized
33 Cl, interrogator-trandator or HETs may be either attached to or placed in direct

34 support of MAGTF subordinate units..

35

36 » Principd Cl systems (e.g., CHATS) employed within and in support of the MAGTF.
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»  Communications connectivity -- the principad communications pathways and the level
of security classfication.
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1 Figure5-2. Counterintelligence Elements Within the MAGTF CE CIC

2 5005. CI CISPlanning Consderations. Thefollowing identifies key CIS requirements and planning
3 congderations in support of MAGTF Cl operations.

4  a Ensurethat the MAGTF CE, CI/HUMINT dements, and other MAGTF units areincluded in
5 the digtribution of CI/HUMINT-related address indicator groups to receive pertinent JTF, theater, &
6 nationd inteligence and CI products.
7  b. Determine and coordinate radio nets requirements, supporting frequencies, and operationa
8 procedures in support of Cl operations (externd to MAGTF, interna MAGTF, intelligence broadcasts,
9 retransmission Sites, routine and time-sengitive operations, etc.).
10 c. Coordination of Cl CIS activation and restoration priorities and supporting procedures.

11  d. CMSrequirementsfor unique CI communications.

12  d. Determine and coordinate wire communications (to include telephones) in support of Cl
13 operations.

14 e Egablishment, operation and management of unique Cl communications.
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1 f. Determine and coordinate locd and wide area networks and unique intelligence networks
2 information systems requirements in support of Cl operations (hardware, software, internet protocol
3 addresses, etc.).

4 g Integration of CI/HUMINT dements CIS operations with those of other MAGTF and pertinent
5 JTF and other components intelligence and reconnaissance units (mutua support, cueing, etc.).

6  h. Communicationsintegration of CI/HUMINT eements employed in generd support with
7 collocated GCE, ACE, CSSE and other MAGTF dements (e.g., to provide time-sensitive reporting,
8 coordination of maneuver, &c.).

9 i. Coordination of Cl CIS and dissemination operations and procedures with alied and codition
10 forces.
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1 CHAPTER 6

2 COUNTERINTELLIGENCE PLANNING

36001. M arine Corps Planning Process and Joint Planning Process Overview!

4  a General. Planningisan act of preparing for future decisonsin an uncertain and
5 time-congtrained environment. Whether it is done at the nationd or the battalion/squadron leve, the key
6 functions of planning are:

7 (1) Planning leads to a plan that directs and coordinates action.

8 (2) Planning develops a shared Situationd awareness.

9 (3) Planning generates expectations about how actions will evolve and how they will affect the
10 desired outcome.
11 (4) Planning supports the exercise of initiative.
12 (5) Planning shapes the thinking of planners.

13 b. Marine Corps Planning Process (MCPP). The MCPP helps organize the thought processes
14 of acommander and his saff throughout the planning and execution of military operations. It focuseson
15 the threat and is based on the Marine Corps warfighting philosophy of maneuver warfare. It capitaizes
16 on the principle of unity of effort and supports the establishment and maintenance of tempo. The MCPP
17 steps can be as detailed or as abbreviated astime, staff resources, experience, and the Situation permit.
18 It applies to command and Staff actions a al echedons. From the Marine Corps component

19 headquarters to the battalion/squadron level, commanders and staff members must master the MCPP in
20 order to be full participants in integrated planning. Additionaly, the MCPP complements ddliberate or
21 crigsaction planning (CAP) as outlined in the Joint Operation Planning and Execution System (JOPES).

22 The MCPP establishes procedures for andyzing amisson, developing and analyzing COAs againg the
23 threat, comparing friendly COAs against the commander’ s criteria and each other, sdlecting a COA,

24 and preparing an OPORD for execution. The MCPP organizes the planning process into six

25 manageable, logicd steps. It provides the commander and his staff a means to organize their planning
26 activities and transmit the plan to subordinates and subordinate commands. Through this process, dl

27 MAGTF levels of command can begin their planning effort with a common understanding of the misson
28 and commander’ s guidance. The six integrated steps of this process are:

! MCwP5-1,Marine Cor ps Planning Process, is now in development and will provide detailed doctrine and TTP regarding
the MCPP. Jt Pub 5-00.2,Joint Task Force Planning Guidance, likewise provides detailed discussion of the joint planning
processes.
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MISSION ANALYSIS

COA ANALYSIS

COA COMPARISON/
DECISION

2 Figure6-1. TheMarine Corps Planning Process

3 (1) Misson Andlyss. Misson andyssisthefirst step in planning. The purpose of misson
4 andydisisto review and andyze orders, guidance, and other information provided by higher
5 headquarters and produce a unit mission satement. Mission anaysis drives the MCPP.

6 (2) COA Development. During COA development, the planners use the misson statement
7 (which includes higher heedquarters tasking and intent), commander’ s intent, and commander’ s planning
8 guidance to develop several COAs. Each prospective COA is examined to ensure that it is suitable,
9 feashle, different, acceptable, and complete with respect to the current and anticipated Situetion, the
10 mission, and the commander’ sintent. In accordance with the commander’ s guidance, approved COASs
11 are further developed in grester detail.

12 (3) COA Andyss. During COA andysis, eech friendly COA is examined againgt sdlected

13 threst COAs. COA andyssinvolves a detailed assessment of each COA asit pertainsto the threet
14 and the environment. COA analys's assists the plannersin identifying strengths and wesknesses,

15 associated risks, and asset shortfdls for each friendly COA. COA analysiswill aso identify branches
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1 and potentia sequels that may require additiona planning. Short of actudly executing the COA, COA
2 andlysis provides the mogt religble basis for understanding and improving each COA.

3 (4) COA Comparison and Decision. In COA comparison and decision, the commander
4 evduates dl friendly COAs—againgt established criteria, then againgt each other---and sdlects the
5 COA that he deems most likely to accomplish the mission.

6 (5) Orders Development. During orders development, the staff takes the commander’s COA
7 decison, intent, and guidance, and develops orders to direct the actions of the unit. Orders serve asthe
8 principa means by which the commander expresses his decision, intent, and guidance.

9 (6) Trandtion Trangtion isan orderly handover of aplan or order asit is passed to those
10 tasked with execution of the operation. It provides those who will execute the plan or order with the
11 Stuationa awareness and rationae for key decisons necessary to ensure there is a coherent shift from
12 planning to execution.

13 Interactions among various planning steps alow a concurrent, coordinated effort that maintains
14 flexibility, makes efficient use of time available, and fadilitates continuous informetion sharing.

15 c. Comparison of the M CPP and the Joint Planning Pr ocesses

16 (1) Joint Deliberate Manning. The deliberate planning processis used by the joint Saff and

17 commandersin chief (CINCs) to develop plans (OPLANs, CONPLANS, functiona plans) in support
18 of national strategy. The Joint Strategic Capabilities Plan (JSCP) apportions forces and resources for
19 use during deliberate planning by the combatant commanders and their service component commanders.
20 Thefigure below illustrates how the MCPP fits within and supports the joint deliberate planning process.

SC
é : é Delberate Planning Process

I Concept Plan . Supporting TPFDD
Initiation Development | Development Plan Review Plans Maintenance
Situational ' \

Awareness at

MAGTF
Begins Here W

Mission COA COA Comparison/ | Orders .
Analysis Dev Analysis Decision Dev Transition
MCPP
21 Figure6-2. The M CPP and the Joint Deliberate Planning Process

22
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1 (2) Criss Action Planning (CAP). CAP is conducted in response to crises where nationa

2 interests are threatened and amilitary response is being consdered. In CAP, the time available for

3 planning at the national leve is reduced to aslittle asafew days. CAP procedures promote the logicd,
4 rgpid flow of information and the timely preparation of campaign plans or OPORDSs. The figure below
5 illustrates how the MCPP fits within and supports the joint crisis action planning process.
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. " COA
Mission COA COA y Orders .
Znalysis | Developmert|  Analysis D“m[ Pﬂf;lﬂ"/ Development | |Asitian
MCP=
6
7 Figure6-3. The MCPP and the Joint Crisis Action Planning Process

86002. Counterinteligence Planning

9 a [ntdligence Planning. Cl planning and execution is conducted in concert with the Six phases of
10 the standard intelligence cycle. Thefirg phaseisplanning and direction. It conssts of those activities
11 that identify pertinent intelligence requirements (IR) and provide the means for satisfying those
12 requirements (see figure 6-4).” Intelligence planning and direction is a continuous function and a
13 command respongbility. The commander directs the intelligence effort; the intelligence officer manages

2 See chapter three of MCWP 2-1, Intelligence Operations, for comprehensive discussion of each
phase of the intelligence cycle and the overall conduct of intelligence planning and direction.
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1 this effort for the commander based on the intent, designation of priority intelligence requirements (PIR),
2 and specific guidance provided during the planning process.

Planning and Direction Functions
Requirements development
Requirements management
Collection management
Production management
3 Figure 6-4. Functions of the Planning and Direction Phase
4  b. Cl Planning -- General
5 (1) Focus. Cl planning and subsequent operations are conducted in support of the MAGTF or

6 designated subordinate commanders in order to both support the overdl intelligence effort and to aid

7 with force protection. Accordingly, Cl must be planned in conjunction with the overdl intelligence and

8 force protection efforts. The commander must incorporate Cl early in the planning processin order to

9 formulate his estimate of the Stuation, identify the MAGTF's risks and security vulnerabilities, and begin
10 shaping his overdl operations and supporting intelligence and force protection operations.

11 (2) Cl and HUMINT. Cl adso hasto be consdered with many other intelligence activities

12 because of the misson of Cl. HUMINT isthe intelligence activity that has the most important

13 connectivetieto Cl. Cl and HUMINT work hand-in-hand because of the nature of their targets and
14 the type of intelligence missons they perform: Cl destroying the enemy intelligence effort and HUMINT
15 collecting informetion about enemy activity. The differentiation and coordination required for the

16 effective exploitation of human sourcesis criticd, requiring integration of Cl activitiesand HUMINT

17 operations (e.g., interrogator/trandator exploitation of enemy prisoners of war (EPW)). See DIAM

18 58-11, DOD HUMINT Palicies and Procedures, and DIAM 58-12, The DOD HUMINT

19 Management System, for additiond information.

20 (3) Cl Aanning Respongbilities

21 (8 Intdligence Officer. Primary staff responghility for Cl operations planning lies with the
22 G/S2. Included in hisresponghbilities are:

23 ® Preparation of integrated, multi-discipline intelligence and reconnai ssance operations
24 and supporting Cl plans, orders, annexes, and gppendices.
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1 ¢ Coordination with the G/S-3 to ensure that the planned Cl effort will support the

2 concept of operations and the scheme of maneuver; to ensure effective prioritization and integration of
3 ClI operations with MAGTF force protection operations; to ensure integration of Cl operations with
4 PSYOP, civil afairs, and military police activities, and to ensure effective integration of MAGTF Cl

5 elements with subordinate units operations.

6 ¢ Coordination with the G/S-6 officer for communication and information systems
7 support to the Cl ements, including circuits and networks access, frequency assignment, equipment,
8 cdl sgns, and support to specid ClI communications.

9 ¢ Liaison with Cl agencies and units externd to the MAGTF, in particular the JTF
10 J-2X.
11 ® Coordination with the G/S-4 to ensure adequate |ogistics support of Cl eements, in

12 particular trangportation and the maintenance of Cl units unique equipment.

13 (b) CI/HUMINT Officer (CIHO). The CIHO isresponsbleto the G/S-2 (or the MAGTF
14 intelligence operations officer) for the planning, direction and execution of MAGTF Cl operations.
15 Specific dutiesinclude:

16 ® |n conjunction with other intelligence section gaff officers and the CI/HUMINT
17 company (Co) commander, prepare MAGTF ClI plans and orders.

18 ® |n conjunction with the collection management officer and the CI/HUMINT Co

19 planners, coordinate, plan, supervise, and assist Cl collection requirements and taskings for MAGTF
20 operations.

21

22 ® |n coordination with the SARC OIC, CI/HUMINT Co, and the G/S-3, coordinate

23 the movement, operation and reporting of CI units.

24 ¢ |n conjunction with MAGTF AFC OIC and CI/HUMINT Co, coordinate MAGTF
25 AFC andys exchanges with Cl analysts, and the integration of Cl with al-source intdlligence
26 production.

27 ¢ |n coordination with the dissemination officer, plan for the timely reporting of
28 Cl-derived intelligence to MAGTF and externd eements and the rapid handling of perishable Cl
29 information.

30 ® |n conjunction with the G/S-6, plan and coordinate Cl special communications paths
31 and operations.
32
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1 (c) CI/HUMINT Company Commander. The CI/HUMINT Co commander is responsible
2 for the effective conduct of MAGTF CI/HUMINT operations in support of the commander's intent and
3 the operationa and intelligence concept of operations. Specific Cl tasks include:

4 * Plan and employ CI resources in response to the commander's intent, threat Stuation
5 and the MAGTF G/S-2's guidance and direction and intelligence operations plan.

6 ¢ Effect TECHON of MAGTF organic Cl collection, processing and exploitation,
7 production, and dissemination operations, and the effective coordination of MAGTF Cl operations with
8 JTF, other services, theater, national, and other Service Cl agencies.

9 ¢ Coordinate movement and operations of Cl unitswith MAGTF staff ements and
10 subordinate units commanders, ensuring that al eement movements are coordinated with the current
11 operations center, fire support coordination center and the SARC.

12 ® Advisethe G/S-2, CIHO, intelligence operations officer, MAGTF AFC OIC,
13 collections officer, and dissemination officer on ClI employment and its integration with JTF, theater, and
14 nationa Cl operations.

15 c. Coordination Consderations. The complexity of Cl operations requires thorough

16 coordination with dl intelligence organizations. Detailed coordination ensuresthat Cl operations are
17 both focused upon intelligence priorities and are not duplicative. Constant coordination must be

18 accomplished with the JTF and other component forces, combatant commander, and other supporting
19 intelligence organizations to ensure that a coordinated, managesble and effective Cl operations are

20 conducted.

21 (2) CI Planning Consider ations. Key consderationsin planning Cl operations include:
22 (a) Friendly Consderations. The Cl operations effort must support and adapt to the

23 commander's intent, concepts of intelligence and operations, and the supporting scheme of maneuver.
24 Questions to answer include:

25 ® What isthe MAGTF area of operations (AO) and area of interest (Al)?

26 * What isthe MAGTF concept of operations, task organization, main and supporting
27 efforts?

28 ® Whét is the task organization and command/support relationships amongst dl

29 MAGTF intdligence, Cl and reconnaissance units? Can the friendly concept of operations be

30 supported by CI dements operating in MAGTF generd support, or are Cl direct support/attachments
31 to MAGTF subordinate units required?

32
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1 * What are the standing PIRs and IRs? Which have been tasked to supporting Cl
2 units? What specific information is the commander most interested in (i.e,, enemy air operations, enemy
3 ground operations, friendly force protection, target BDA, or enemy future intentions)?

4 ® What isthe MAGTF force protection concept of operations? What are the standing
5 EEFIs and their assessed priorities?
6 ¢ What are the Cl, intelligence and force protection concepts of operations of the JTF,

7 other components and theater forces? How can externa Cl assets be best integrated and employed to
8 support MAGTF operations?

9 (b) Enemy Considerations. Intelligence operations focus on the enemy. Prior to
10 commencing MAGTF Cl operations, we must learn as much as we can about the enemy. Key
11 adversary information which must be considered when conducting Cl planning include:
12
13 * What threat forces -- conventiona, law enforcement/security, paramilitary, guerrilla,
14 terrorigt -- are within the MAGTF AO and Al? What are their centers of gravity and critical
15 vulnerabilities? Isthisalarge enemy force organized aong conventiona military lines or asmdl, loosaly
16 knit guerrillas or unconventiond military force? What are their Szes, composition, and tactics,
17 techniques and procedures?

18 * \Who are the key enemy military, security and civilian leaders? What and where are
19 the enemy's critical nodes for command and control and whet are their vulnerabilities? What security
20 countermeasures do they employ to prevent Cl exploitation of their operations? What are its command
21 and control and CIS tactics, techniques and procedures?

22 * \Who are the know enemy persondities engaged in intelligence, Cl, security, police,
23 terrorigt, or political activities? Who are known or suspected collaborators and sympathizers, both
24 within the populace as well as within other parties?

25 * \What are the key inddlations and facilities used by enemy intelligence, espionage,
26 sabotage, subversive and police organizations? What are the key communications, media, chemicd,
27 biologicd, utilities, and politica inddlations and facilities?

28 * What are the nationa and loca politicd parties or other groups known to have ams,
29 beliefs, or ideologies contrary or in opposition to those of the U.S.? What are the student, police,

30 military veterans, and smilar groups known to be hogtile to the U.S.?

31 6003. CI Planning and the Intelligence Cycle

32 a. General
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1 (2) Theintelligence cycleis a procedurd framework for the development of mission-focused

2 intelligence support. It is not an end in itsalf, nor should it be viewed as arigid set of procedures that

3 must be carried out in an identical manner on dl occasions. Rather, the commander and the intelligence
4 officer must consider each IR individualy and gpply the intelligence cycle in amanner that developsthe
5 required intelligence in the mogt effective way.

6 (2) The application of the intelligence cycle will vary with the phase of the planning cycle. In

7 theory, aunique iteration of the intelligence cycleis carried out for each individua requirement. In

8 practice, particularly during the planning phase, requirements are grouped together and satisfied through

9 asngle, concurrent intelligence devel opment process that concurrently addresses Cl requirements.
10 During the planning phase, intelligence development is generdly carried out through two mgor iterations
11 of the intelligence cyde. Thefirg primarily supports decison planning. Completion of this iteration of the
12 intelligence cydle results in the preparation and use of basic intelligence and Cl products—intelligence
13 and CI estimates, supporting studies, and 1PB anadysis—that describe the battlespace and threat. These
14 products form the basis for development and sdection of MAGTF COAs. The second iteration of the
15 intelligence cycdle supports execution planning. It is an outgrowth of the sdlection of the COA and
16 formulation of the concept of operations; the implementation of the intelligence collection, production
17 and dissemination plan; refinement of 1PB analyss, and the generation of misson-specific intelligence
18 products and Cl measures which are integrated with the concept of operations to support mission
19 execution. During execution, requirements are satisfied on amore individualized basis. New
20 requirements are usudly generated in response to a specific operationa need. Each requirement is
21 unique and must be satisfied in atimely manner to facilitate rgpid decisonmaking and the generation or
22 maintenance of tempo (see figure 6-5).
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1 Figure6-5. Application of the Inteligence Cycle

2 (3) The G-2/S-2 provides Cl participation and assistance early in the planning phase of tactica
3 operations. The commanders benefit from Cl information given a this phase because it helpsto

4 formulate tactical plans and because CI/HUMINT operations, by their very nature, generaly require

5 more time than other intelligence disciplines to yidd substantive results. Cl aso providesthe

6 commander with cgpabilities that are offered by no other discipline or technicad system. Cl isone of the
7 tools that can help the commander anticipate the action of the enemy. Particular attention is directed to
8 identifying friendly vulnerabilities to be exploited by hostile collections assets and to recommending

9 specific Cl measures.

10 (4) The Cl effort focuses on the overdl hodtile intelligence collection, sabotage, terrorist, and
11 subversvethregt. The Cl effort is aso sufficiently flexible to adapt to the geographica environment,
12 attitudes of the indigenous population, misson of the supported command, and changing emphasis by
13 hodtile intelligence, sabotage, terrorist, and subversive organizations.

14  b. Planning the Activity. The effectiveness of MAGTF Cl operations depends largely on the
15 planning preceding the operation. The Cl staff officer, asssted by the CI/HUMINT Co commander or
16 HET OIC, performs four separate functions in carrying out his planning responsibilities. First, he directs

6-10



MCWP 2-14, COUNTERINTELLIGENCE

1 the effort to collect information on the enemy's intelligence, sabotage, terrorism, and subversion

2 cgpabilities, coordinating with the intelligence operations officer and collection manager to ensure Cl

3 collection requirements levied upon CI/HUMINT eements are redistic and within the capability of the

4 Cl dements and are integrated into the MAGTF s al-source intelligence collection plan. Second, in

5 coordination with the AFC OIC and the G/S-3 force protection planners, he support the production of
6 intelligence on the enemy'sintelligence, sabotage, terrorism, and subversion capabilities, including

7 cdlandedtine and covert capatiilities. Third, in coordination with the intelligence dissemination officer, he
8 ensures the timely dissemination of Cl productsto al MAGTF units. Findly, he plans, recommends,

9 and monitors Cl measures throughout the entire command.

10 (2) CI Collection and Processing of Information. Cl dements can collect both Cl and

11 combeat intelligence information through the use of controlled HUMINT. In addition to its CI functions,
12 an element may be assgned additiona responsbility for combet intelligence collection. The area

13 commander normally provides the procedures and authority governing the conduct of controlled

14 HUMINT operations and certain offensive Cl operations. These procedures are covered in detall in
15 the classified addendum, DIAM 58-11 DOD HUMINT Policies and Procedures, DIAM 58-12

16 DOD HUMINT Management System, and theater collection plans. The determination of Cl collection
17 requirements follows the same process and procedures prescribed for other types of IRs (see MCWP
18 2-1, MAGTF Intelligence Operations, chapter 3). Especidly pertinent to Cl planning isinformation
19 on the enemy's intelligence and reconnai ssance capabilities and operations. Included are such matters
20 as the hodtile intelligence organization, means available to the enemy for the collection of information,
21 and hogtile sabotage, terrorism, and subversive agencies and capabilities.

22 (@) CI Callection Sources. Cl sources of information include:
23
24 ® Casual Sources. A casud sourceisonewho, by socid or professond postion,

25 has access to information of Cl interest, usudly on a continuing bass. Casud sources usudly can be
26 relied on to provide information which is routinely available to them. They are under no obligation to
27 provide information. Casud sources include private citizens, such asretired officids or other prominent
28 resdents of an area. Members of private organizations dso may furnish information of value.

29 e Official Sources. Officid sources are liaison contacts. Cl personnel conduct
30 liason with foreign and domestic Cl intelligence, security, and law enforcement agencies to exchange
31 information and obtain assstance. Cl personne are interested in investigative, operationd, and threat
32 information.

33 ® Recruited Sources. Recruited sources include those who support CFSO and
34 are by design, human source networks dispersed throughout the area of operations who can provide
35 timely and pertinent force protection information

36 ® Refugees, Civilian Detainees and EPWs. Refugees, civilian detainees, and
37 EPWs are other sources of Cl information. Interrogators normally conduct these collection operations,
38 often with technical assstance from a Cl agent. The key to identifying the source of vauable Cl force
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1 protection information isin analyzing the information being sought and predicting who, by virtue of their
2 regular duties, would have regular, frequent, and unquestioned access to such information.

3 ® Open Sources. Open source publications of al sorts (newspapers, magazines,
4 etc.) and radio and televison broadcasts are va uable sources of information of Cl interest and

5 information. When information is presented in aforeign language, linguist support is required for timely
6 trandation. Depending on the resources, this support can be provided by MAGTF interrogetion

7 personnd, dlied personnd, or indigenous employees.

8 ¢ Documents. Documents not openly available, such as adversary plans and
9 reports, are exploited in much the same way as open source publications,

10 (b) Counterintelligence Targets. Cl targetsinclude persondities, organizations, and

11 ingalations (PO&I) of intelligence or Cl interest, which must be seized, exploited, neutralized or

12 protected. The PO& | targeting triad forms the basis of Cl activities. Incidents are also included within
13 ClI databases to conduct trend analysis of potentia targets. DIA hasthe responsbility, in responseto a
14 vdidated requirement, to establish and maintain Cl databases. Operational control of the database will
15 passto the Joint Task Force, once deployed. The AFC CIAT has the responsibility of establishing and
16 maintaining Cl databases for the MEF and will coordinate with the loca collection el ements to diminate
17 duplication of effort and maximize information sharing (within smaler MAGTFs, the CI/HUMINT Co
18 detachment or HET performs this function).

19 Sdecting and assgning targets is based on an assessment of the overal hodtile threat, unit misson,

20 commander’ sintent, designated PIRs and other IRs, and the overarching intelligence and force

21 protection concepts of operations. The assessment consders both the immediate and estimated future
22 thregts to security. It normdly is conducted a the MAGTF level where the resultant Cl targetslistis are
23 dso produced and which include any ClI targets assgned by higher heedquarters. Numerica priority
24 designations are assigned to each target to emphasize the relative importance and value of the target.

25 The designations aso indicate the degree of security threat and urgency in neutrdizing or exploiting the
26 target. Priority designations established by higher heedquarters are not dtered; however, lower

27 echdons may assgn prioritiesto localy developed targets. Cl targets are usudly assgned priority

28 designations according to the following criteria

29 ® Priority One. Priority One targets represent the greatest security threst to the
30 MAGTF. They a0 possess the largest potentia source of intelligence or Cl information/materia which
31 must be exploited or neutralized as soon as possible.

32 ® Priority Two. Priority Two targets are of lesser sgnificance than priority one.
33 They are to be taken under control after priority one targets have been neutralized or exploited.

34 ® Priority Three. Priority Three targets are of lesser sgnificance than priority one
35 or two. They areto be neutrdized or exploited as time and personnel permit.

6-12



MCWP 2-14, COUNTERINTELLIGENCE

1 1 Per sonalities. Except for well-known persondities, most persons of Cl interest are
2 identified and developed by CI units once operations have commenced. Persondlities are divided into
3 three categories. These categories comprise those persons who are a threat to security, whose

4 intentions are unknown, and who can asss the intdligence and Cl effort. For easein identification, a
5 color code indicates the categories.

6 * DETAIN (Black) List. Anofficid Cl liging of actud or potentid enemy
7 collaborators, sympathizers, intelligence suspects, and other persons whaose presence menaces the
8 security of friendly forces (Joint Pub 1-02). The black list includes the following persons.

9 > Known or suspected enemy or hogtile espionage, sabotage, terrori,
10 political, and subversve individuds.

11 > Known or suspected leaders and members of hostile paramilitary, partisan,
12 or guerrillagroups.

13 > Politica leaders known or suspected to be hogtile to the military and political
14 objectives of the United States and/or an dlied nation.

15 > Known or suspected officias of enemy governments whose presence in the
16 theater of operations poses a security threat to the U.S. Forces.

17 > Known or suspected enemy collaborators and sympathizers whose presence
18 in the theater of operations poses a security threat to the U.S. Forces.

19 > Known enemy military or civilian personnel who have engaged in intdligence,
20 Cl, security, police, or politica indoctrination activities among troops or civilians.

21 > Other enemy persondities such asloca political persondities, police chiefs,
22 and heads of significant municipa and/or national departments or agencies.

23 ® OF INTEREST (Gray) List. Gray ligts, compiled or developed & al echelons
24 of command, contain the identities and locations of those personalities whose inclinations and attitudes
25 toward the political and military objectives of the United States are unknown. Regardless of their

26 leanings, persondities may be on gray lists when known to possess information or particular skills

27 required by friendly forces. They may be individuas whose palitica motivations require further

28 exploration before they can be used effectivdy. Examples of individuas who may be included in this
29 category are:

30 > Potentia or actua defectors from the hostile cause whose credibility has not
31 been established.
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1 > Individuas who have resisted, or are believed to have resisted the enemy
2 government and who may be willing to cooperate with friendly forces, but whaose credibility has not
3 been established.

4 > Nuclear, biological, chemica and other scientists, and technicians suspected
5 of having been engaged in enemy wegpons of mass destruction and other programs againgt their will.

6 * PROTECT (White) Lists. White lists, compiled or developed at al echelons of
7 command, contain the identities and locations of individudsin enemy controlled areas. These individuas
8 are of intelligence or Cl interest. They are expected to be able to provide information or assstancein
9 the accumulation of inteligence data or in the exploitation of exigting or new intelligence areas of interest.
10 They are usudly in accord with or favorably inclined toward U.S. policies. Their contributions are
11 based on avoluntary and cooperdtive dtitude. Decisions to place individuas on the white list may be
12 affected by the combat Stuation, critica need for specidigtsin scientific fidds, and such intelligence
13 needs as are indicated from time to time. Examples of individuas included in this category are:

14 > Former politica leaders of a hogtile state deposed by the hostile political
15 leaders.

16 > Intdligence agents employed by U.S. or Allied intelligence agencies

17 > Key civiliansin aress of scientific research, to include faculty members of

18 universities and staffs of indugtrid or nationd research facilities whose credibility have been established.
19 > L eaders of religious groups and other humanitarian groups.

20 > Other persons who can sgnificantly ad the politicd, scientific, and military
21 objectives of the U.S. and whose credibility has been established.

22 2 Organizations. Theseinclude any organization or group which isan actua or

23 potentid threet to the security of JTF. or other dlied forces and must be neutralized. However, an

24 organization or group may present athresat that is not immediately gpparent. The enemy frequently

25 camouflages his espionage or subvergve activities by establishing front organizations or groups. If these
26 organizations are permitted to continue their activities, they could impede the success of the military

27 operations. Examples of hostile organizations and groups which are of mgor concern to the Cl unit

28 during tactica operations include;

29 ¢ Hoglile intelligence, sabotage, subversive, and insurgent organizations or groups.

30 ¢ Nationd and locd palitica groups and parties known or suspected to have aims,
31 beliefs, or ideologies contrary or in opposition to those of the United States.
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1 ® Paramilitary organizations, including student, police, military/veterans, and
2 ex-combatant groups, known to be hostile to the United States.

3 * Hogtile sponsored groups and organizations whose objectives are to cregte
4 dissenson and spread unrest among the civilian population in the area of operation.

5 3 Ingtallations. Theinddlation target isany inddlation, building, office, or fidd
6 pogition that may contain information or materia of Cl interest or which may pose athreet to MAGTF
7 security. Examples of ingdlation type targets are:

8 ¢ |ngdlations formerly or currently occupied by enemy espionage, sabotage, and
9 subversive agencies of enemy police organizations, including prisons and detention centers.
10 * |ngdlations occupied by enemy intelligence, Cl, security, or paramilitary
11 organizations, including operationd bases, schools, and training Stes.
12 ® Enemy communication mediaand Sgna communication centers.
13 ® Research centers and chemicals [aboratories used in the development of weapons

14 of mass degtruction.
15 ® Enemy political adminigtrative headquarters.

16 ® Production facilities, supply areas, and other ingtdlations to be taken under
17 control to deny support to hostile guerrilla and partisan € ements.

18 * Public utilities and other ingtalations to be taken under early control to prevent
19 sabotage. These indtdlations are usualy necessary for the rehabilitation of civil areas under U.S.
20 contral.

21 ® Embasses and consulates of hostile governments.

22 4 Incidents. The recording of detalls of incidents occurring within the area of

23 operations dlows for trend analyss which may reved patterns and indications of future intentions.

24 Incidents do not occur in avacuum. They are planned, organized, and carried out by individuas acting
25 doneor in groups. Detailed recording of incidents that occur within an area of operationsisacriticd
26 ingredient in the andlys's of trends and patterns designed to identify indications of future intentions.

27 Marix manipulaion, link analyss, and visud investigative andlyss are tools aften used in the incident
28 andydgs process. The matrix dlows for a consderable amount of information to be stored in ardatively
29 smdl space. Link andysisthen

30 andyzes these bits of information by displaying the links that exist between them. Visud investigative
31 andysisis used to time segquence names and events to show an even clearer picture of these

32 rddionghips.
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1 (c) Counterintelligence Target Reduction. Thetimely seizure and exploitation of Cl

2 targets requires a detailed and well coordinated Cl reduction plan. This plan should be prepared well in

3 advance and kept current. Cl elements supporting tactical assault units normaly prepare the reduction

4 plan. All assigned or developed targets located within the unit's area of operation, are listed in the

5 reduction plan. This plan is based on the MAGTF's scheme of maneuver, with Cl targets listed in the

6 sequence in which they are expected to gppear in the area of operation. However, the target priority

7 designations remain as assigned on the ClI target list with highest priority targets covered firs when more

8 than onetarget islocated in the same general area. Neutrdized and exploited targets are deleted from

9 the CI reduction plan and appropriate reports are submitted. A well-prepared and comprehensive Cl
10 reduction plan ensures coverage of dl dgnificant Cl targets. It dso dlowsdl Cl unitsto conduct daly
11 operations based on established priorities. (See appendix E for asample Cl reduction plan.)

12 (d) Counterintelligence M easures Wor ksheet. The Cl worksheet is prepared or
13 revised basad on the conclusions reached in the intelligence estimate of the enemy capabilities for

14 intelligence, subversion, terrorigt activities and sabotage. This worksheet is an essentid aid in Cl

15 planning for the CIHO and CI/HUMINT Company Commander. It isaso the basisfor preparing Cl
16 orders and requests. See appendix E for an example of a Cl measures worksheet. (See appendix E
17 for asample Cl measures worksheet.)

18 (2) CI Production. Anayssand production isthe heart of Cl asit iswith intdligence. No

19 maiter what quality and quantity of information is gethered, it does absolutely no good if the information
20 isnot turned into intelligence and disseminated to commanders and plannersin time to use for

21 decisonmaking. Criticd to the success of MAGTF Cl activitiesis taking collected information and

22 producing tecticaly relevant intelligence (usudly viadl-source inteligence production), and providing it
23 to commanders and plannersin atimely manner. The trangtion of raw informetion into finished

24 intdligence isthe process of andlyss. Fusing the finished intdligence into something usable by the

25 customer is known as production.

26 (@ CI Production Threat Focus. Cl anadyssand production isfocused on three
27 well-defined threat activitiess HUMINT, IMINT and SIGINT.

28 ® Counter Human Intelligence (C-HUMINT). C-HUMINT requires effective and
29 aggressve offensve and defensive measures as shown in figure 6-6. Our enemies collect againgt

30 MAGTFs using both sophisticated and unsophisticated methods. We must combat al of these methods
31 to protect our force and to ensure the success of our operations. MAGTF Cl éements recommends

32 countermeasures developed by Cl andysts that the commander can take against enemy collection

33 attivities. Cl C-HUMINT andysis focuses not only upon the standard enemy Cl targets within the area
34 of operations, but also upon the intelligence product most likely being developed through their collection
35 activities. The andytica effort should attempt to identify the enemy's HUMINT cycle (collection,

36 andysis, production, targeting) and key persondities. To produce a complete product, the Cl andyst
37 may need access to congderable data and require significant resources. The Cl analyst will require

38 collection in the areas of subversion, espionage, sabotage, terrorism, and other HUMINT supported
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1 activities. Callection of friendly force datais dso required to subgtantiate Cl andyticd findings and

2 recommendations. Consstent with time, mission, and availability of resources, efforts must be made to
3 provide an andyticd product that identifies the enemy's intelligence, espionage, subversion, sabotage,
4 and terrorism efforts.  To accomplish C-HUMINT, MAGTF Cl eementswill conduct Cl

5 investigations, collection, and operations. Key C-HUMINT tasks include:

QFFENSIVE DEFENSIVE
Targeting for fire-and maneuver Deception operations
(OPSEC)

Counterespienage operations
Physical security
Counterreconnaissance
Information security
Countersabotage
Personnel security
Countertarrorism

Penetration and exploitation operations

6 Figure6-6. C-HUMINT Operations
7 > |dentify the hostile HUMINT collectors and producers.
8 >» Devdoping, maintaining, and disseminating multi-discipline threet data and

9 intelligence on organizations, locations, and individuas of Cl interest. This includes insurgent and
10 terrorigt infrastructure and individuas who can assst in the Cl mission. Performing personnd security
11 investigations and records checks on persons in sengitive positions and those whose loyalty is
12 questionable. Also, al personnel must be educated and trained in al aspects of command security. A
13 component of thisis the muiti-discipline threet briefing. Briefings can and should be tailored, both in
14 scope and classification leve. Briefings could then be used to familiarize MAGTF units with the nature
15 of the multi-discipline threat posed againgt the command or activity. Additiondly, Cl dements must
16 search for enemy personnel who pose an intelligence collection or terrorist threet to the MAGTF-.
17 Should Cl investigations result in identifying the location of terroridts, their goprehension isdonein
18 conjunction with military, civil and law enforcement authorities. Also, debriefing of selected personnd
19 (friendly and hostile) including combeat patrols, aircraft pilots, or other éements who may possess
20 information of Cl interest is necessary. (See appendix D, section |, for additiona information on
21 C-HUMINT.)

22 > Neutralize or exploit these to deny the enemy key friendly force information.
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1 > Control our own information and indicators of operations so they are not readily
2 accessible to the enemy's HUMINT operations.

3 > Support C-HUMINT commanders through effective and stringent adherence to
4 physicd, information, and personnel security procedures. They apply force or assets to ensure security
5 dally. MAGTF CI and intdlligence e ements provide continuous and current threat information so the

6 command can carry out its security responghbilities.

7 ¢ Counter Imagery Intelligence (C-IMINT). C-IMINT requiresthe Cl andyst to
8 have an in-depth knowledge of the supported commander's plans, intentions, and proposed AO asfar
9 in advance as possible. The anayst must have accessto dl available data and intelligence on enemy
10 IMINT methodology, systems, and processing as well as in-depth information on commercid satdlite
11 systems and the availability of their products to the enemy or to other parties supporting him. The CI
12 analyst attempts to define the specific imagery platform deployed againgt the MAGTF and the cycle
13 involved (time-based) from time of imaging through andysis to targeting. Knowledge of enemy
14 intelligence support to targeting is critica in developing countermeasures to defest, destroy, or decelve
15 enemy IMINT. For ground-based HUMINT oriented IMINT (video cassette recorders, cameras, host
16 nation curiogty, news media organizations), MAGTF CI dementswill be required to collect the data for
17 the andlyst. Thistype of information cannot be reasonably considered to exist in any current database.
18 Traditiond enemy IMINT datais readily available and should not require any Cl collection effort.
19 However, collection to support Cl (overflights of friendly forces by friendly forces) during identified,
20 critical, and IMINT vulnerable times will vaidate CI C-IMINT findings and support countermeasures
21 planning and execution. Thiswill be of immense vaue to the Cl analyst and the supported commander in
22 determining whét, if anything, enemy imagery has been able to exploit. (See gppendix D, section 11, for
23 additiond information on C-IMINT.)

24 Theenemy may possess or acquire IMINT systems or products with a comprehensive and

25 sophidticated capabilities. The MAGTF must have in place carefully developed countermessures to

26 negate any tacticd and srategic threat. The enemy may acquire IMINT through avariety of ways, from
27 handheld cameras to sophisticated satellite reconnaissance systems. Such IMINT capabilities may

28 indude:

29 > Aerid cameras.

30 > Infrared sensors.

31 > Imaging radars.

32 > Electro-opticd sensors (TV).

33 > Multispectrd and digital imagery products.
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1 ¢ Counter Signalsintelligence (C-SIGINT). C-SIGINT operations, including
2 COMSEC monitoring and information systems security, are conducted during peace, war, and
3 MOOTW to enhance MAGTF force protection, survivability, mobility and training; to provide datato
4 identify friendly CIS vulnerabilities; to develop countermesasures recommendations and plans; and when
5 implemented, to determine if countermeasures are effective. C-SIGINT includes full identification of the
6 threst and an integrated set of offensive and defensive actions designed to counter the threat as shown in
7 figure 6-7. Counter-SIGINT focuses upon the enemy's entities which can conduct SIGINT and EW
8 againg friendly forces. It o focuses on the intelligence which is mogt likely being collected and
9 produced from their efforts. C-SIGINT andyds effort should be fully automated (data storage, sorting,
10 and filing). The Cl andyst requires SIGINT data collection to support vulnerability assessment and
11 countermeasures evauation. Validation of vulnerabilities (data and operations that are exploitable by the
12 enemy's SIGINT operations) and the effectiveness of implemented countermeasures (a before and after
13 comparison of MAGTF eectromagnetic Sgnatures and data) will be nearly impossble without active
14 and timely collection as a prerequisite to analysis. The Cl analyst requires a comprehensive database
15 conggting of enemy SIGINT systems, ingalations, methodology, and associated SIGINT cycle
16 information. In addition, dl friendly CIS systems and user unit identification must be reedily available, as
17 well asalibrary of friendly countermeasures and a history of those previoudy implemented
18 countermeasures and results achieved. Idedlly, the Cl analyst should, a any given time, be able to
19 forecast enemy SIGINT activity. However, such estimates must rely upon other Cl, interrogator,
20 SIGINT, and IMINT collection as well as access to adjacent friendly unit Cl files. Information on
21 enemy SIGINT must be readily accessible from intelligence e ements higher as wdll aslower in echelon
22 than the supported command. Effective conduct of C-SIGINT requires close coordination and
23 integrated production between MAGTF Cl, SIGINT and al-source intelligence producers.

OFFENSIVE DEFENSIVE
Targeting for fire and maneuver Radio OPSEC countermeasures
Elactronic aftack Use of secure telaphone

Signals security (SIGSEC) procedures

Decaption oparations

24 Figure6-7. C-SIGINT Operations

25 C-SIGINT provides commanders and planners with the knowledge to assess the risk and probable
26 success of aternative courses of action before aplan isimplemented. C-SIGINT isacyclic process
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1 requiring a strong analytical approach integrating MAGTF CI, SIGINT, CIS and force protection
2 personnel. C-SIGINT is based on a thorough knowledge of:

3 > Enemy SIGINT capabilities and tactics, techniques and procedures.

4 » MAGTF communications and information systems profiles.

5 > Enemy operations and plans.

6 > Redligtic security measures, both INFOSEC and physical, that can be taken to deny

7 information to the enemy.

8 (See appendix D, section 111, for additiona information on C-SIGINT.)

9 (b) CI Analytical and Production Functions. Cl andysts perform the following
10 andytica and production functions.
11 - Andyze the multi-discipline intelligence, espionage, subversion, sabotage and
12 terrorism threets targeted against the MAGTF.
13 - Asess enemy intelligence vulnerahilities and susceptibilities to friendly deception
14 efforts and other countermeasures.
15 - Support MAGTF force protection vulnerability assessment.
16 - Develop, evaluate, and recommend countermeasures to reduce, diminate, or teke

17 advantage of MAGTF vulnerabilities.

18 - Support rear area operations by identifying intelligence, espionage, subversion,
19 sabotage and terrorism thrests to rear area units and ingalations (to include low-level agents
20 responsible for sabotage and subversion).

21 - Nominate Cl targets for exploitation, neutrdization, or destruction.

22 - Develop and maintain a comprehensive and current Cl database.

23 - Identify ClI IRs and provide these to the collection officer.

;g (¢) Cl Products. Cl products convey pertinent intelligence resulting from Cl andysisto

26 the commanders and plannersin areadily usesble form. ClI analysts prepare arange of products, some
27 focused upon specific needs and others of amore generd nature.  Among these products of most use
28 to commanders and planners are Cl estimates, Cl surveys/vulnerability assessments, Cl summary, and
29 CI threat assessments.
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1 ¢ Counterintelligence Estimate. Normaly a Cl estimateis prepared only by the

2 MAGTF G/S-2 and higher command echelons. The ClI estimate forms the basis of the CI plan and

3 operdions. It includes the enemy’s capatiilities and limitations for intelligence, subverson, terrorism, and
4 sabotage and the effects of the characteritics of the area on these capabilities and friendly Cl measures.
5 If aCl edtimate is not prepared, such Cl planning information can be consolidated within the basic

6 inteligence estimate (appendix 8 to annex B, Intdligence). Key parts of the Cl estimate include sections
7 on enemy intelligence, subversion, sabotage, guerrillawarfare, terrorism, and the effects of the areaon

8 these enemy capabilities. See gppendix C for asample format of aMAGTF Cl estimate.

9 ® Cl Survey/Vulnerability Assessment. Cl surveysivulnerability assessments are
10 studies conducted by Cl personnd to provide a supported command or agency a picture of its
11 susceptibility to foreign intdligence collection. The Cl survey/vulnerability assessment assessesa unit’s
12 security posture againg thrests detailed in the Cl estimate. The survey should identify vulnerabilitiesto
13 specific hogtile intelligence, espionage, sabotage, subverson or terrorist capabilities and provide viable
14 recommendations to eiminate or minimize these vulnerabilities. The survey should be as detailed as
15 possible and combine the expertise of other disciplines such as engineers, Provost Marshdl, and civil
16 affairs personnd. The survey must look forward, in both space and time, to support the development of
17 Cl measures necessary to protect the unit asit carries out successve phases of the operation. The
18 objective of aCl survey/vulnerability isto provide the MAGTF or other supported eements aredistic
19 tool with which to evauate internal force protection or security programs, and to provide a
20 decisonmaking ad for the enhancement of these programs. Cl surveys/vulnerability assessments
21 indude

22 > Edimating the enemy'slikely PIRs and then evaluating the enemy's and any potentid
23 supporting forces multi-discipline intelligence collection and production capabilities to answer these,

24

25 > |dentifying MAGTF activity patterns (physica and eectronic), friendly physicd and
26 electronic signatures, and resulting profiles to enhance MAGTF OPSEC.

27 > Monitoring or collecting MAGTF CIS transmissonsto ad in vulnerability

28 ass=ssments, and providing amore redigtic and stable basis from which to recommend

29 countermeasures. (Note: these operations are generdly conducted either by dements of the radio
30 battalion or other supporting eements.)

31 > |dentifying MAGTF vulnerahilities based upon andlysis of collected information and
32 recommendations of countermeasures.

33 > Andyzing the effectiveness of implemented countermessures,

34 See gppendix E for a Cl survey checklist and the format for a Cl Survey/V ulnerability Assessment.
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1 ¢ Counterinteligence Summary (CISUM). The CISUM isagraphic portraya of
2 the current situation from a Cl point of view. The Cl andyst uses the CISUM to show known adversary
3 intelligence units as wdl as known/estimated threets within the friendly area. The CISUM is a periodic

4 report usudly covering a 12-hour period. It shows friendly targets identified as adversary objectives

5 during the specified timeframe. The Cl anadyst includes a clear, concise legend on each CISUM

6 showing the time period, map reference, and symbolsidentifying friendly and adversary information. As
7 the Cl andy4 identifies afriendly critica node, eement, or resource as an adversary combat or

8 intelligence collection target, he puts abox around it and labelsit with a"T" number. The legend explains
9 whether the"T" is.

10 > An enamy intdligence target.

11 > A source and time confirmation.

12 > An enemy resource or eement that will attack or collect againgt the target in the
13 future.

14 > The expected timeframe for the enemy to exploit the target.

15 The CISUM might portray the following information:

16 > Satellite or tactica reconnaissance patterns over the MAGTF AOQ.

17 > Sweeps by enemy side looking airborne radar (SLAR) or EA air platformsto
18 the full extent of thair maximum ranges.

19 > Suspected landing zones or drop zones which will be used by an enemy

20 element in the rear area.

21 > Areaor unit which has received unusua enemy jamming or other eectronic
22 attacks.

23 > Movement of an enemy mobile SIGINT site forward along with agraphic

24 description of the direction and depth of its targeting.

25 > Location of an operationa enemy agent or sabotage net.
26 > Last known location of threat specia operations forces.
27 ® Counterintelligence Threat Assessment. The Cl threat assessment isa

28 four-paragraph statement which is published as often as necessary or when significant changes occur,
29 depending on the Situation and the needs of the commander. The Cl threat assessment provides
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2 assessment provides the following (see figure 6-8 for the format of a Cl threat assessment):

3

7

8

/

> A quick overview of sgnificant activity during the reporting period.

> An assessment of the intelligence damage achieved by the enemy.

> A projected assessment of enemy activity for the next reporting period.

> CI target nominations.

1. ENEMY ACTIVITY DURING PERIOD TO (LIST DTGs)

A. HUMINT: Summarize in one paragraph all known HUMINT activity during the reporting period. Compile data
from HUMINT situation overlay, matrices, link diagrams, & other Cl products.

B. SIGINT: Summarize in one paragraph all known SIGINT activity. Compile from SIGINT situation overlay,
matrices, and other Cl products.

C. IMINT: Summarize in one paragraph all known IMINT activity. Compile from IMINT situation overlay, pattern
& analysis chart, and other Cl products.

D. OTHER: Summarize any other pertinent enemy activity not already addressed.

2. COUNTERINTELLIGENCE DAMAGE ASSESSMENT FOR THE PERIOD ____ TO ____ (LIST DTGs)

Briefly assess the Cl damage to friendly units for whom the assessment is being prepared. Assessment is based
upon enemy intelligence & reconnaissance activities that were identified, analyzed, and reported, measured
against the friendly force operations profile and countermeasures implemented. Coordination with the G/S-3
OPSEC/Force Protection staff is essential when preparing this paragraph.

3. ESTIMATED ENEMY ACTIVITY FOR THE PERIOD TO (LIST DTGs)

A. HUMINT: briefly describe estimated enemy HUMINT activity for the reporting period.

B. SIGINT: briefly describe estimated enemy HUMINT activity for the reporting period.

C. IMINT: briefly describe estimated enemy HUMINT activity for the reporting period.

D. OTHER: briefly describe any other pertinent estimated enemy activity not addressed above.

IN

. COUNTERINTELLIGENCE TARGET NOMINATION

A. EXPLOITATION: identify any Cl targets worthy of exploitation. Provide recommended timeframes, methods of
exploitation, locations, justification, and any other pertinent information.

B. NEUTRALIZATION: identify any Cl targets worthy of neutralization. Provide recommended timeframes, methods
of neutralization, locations, justifications, and any other pertinent information.

C. DESTRUCTION: identify any Cl targets worthy of destruction. Provide recommended timeframes, methods of
engagement, locations, justification, and any other pertinent information.

Figure 6-8. Counterintelligence Threat Assessment

(3) CI Dissemination. Refer to chapter 5for adetaled review of Cl dissemination planning

9 considerations.

10 6004. Counterintelligence Planning Requirementsand Considerations. Cl planning activities
11 follow alogica sequence congstent with the MCPP and the six functions of intelligence. Thefollowing
12 describes the Cl planning requirements, considerations and activities. It is provided as a guide for

13 MAGTF intdligence, force protection, and Cl officersin planning MAGTF operations.
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1 a. Formulation of the Commander’s Esimate

2 (2) Provide assstance to the command operations security program. During theinitid planning
3 phase, Cl assets provide assistance to the G-3/S-3 in establishing the force protection planning and
4 operations.

5 (2) Complete studies of the enemy organization, wegpons and equipment, techniques, and
6 effectiveness in conducting intelligence, subversion, terrorism, and sabotage operations. Timely
7 completion and dissemination throughout the MAGTF of the Cl estimate is criticd.

8 (3) Complete as early as possible the ClI survey/vulnerability assessment to assist with
9 MAGTF force protection planning and countermeasures devel opment and implementation.

10 (4) Release Cl planning information and products in accordance with PIRs and IRs and

11 specified reporting criteriaor as directed by the G/S-2 Itiscriticd that Cl personnd follow-up with
12 recipients of these products to ensure that the information is understood and to identify early any

13 resulting new Cl IRs.

14 (5) Give gppropriate security classfication to dl key information referring to the MAGTF's
15 operation. Cl personnel will provide advice and assistance to the MAGTF security manager or force
16 protection officer with the development of operationd classfication guidance. MAGTF command

17 guidance should ensure that particularly sengtive items are identified and protected, particularly within
18 forward aress or in aircraft flying over enemy held areas. It should be determined if code symbols are
19 necessary for marking of vehicles and operationa equipment. If so, code symbols are used to cover
20 exiding tactica marking.

21 (6) Avoid compromising activities. Specid inoculations or the issuance of specid clothing and
22 equipment should be postponed until after embarkation or other time, when possible, to avoid providing
23 the enemy indications of future MAGTF activities. Leave and liberty are reduced gradudly since any
24 sudden curtailment will engender speculaion. Submit recommendetions on the sdlection of

25 embarkation, assembly, and rehearsa areas, routes, and times for the movement to these areasin order
26 to minimize the probability of |later compromise.

27 (7) Prepare appendix 3, Counterintelligence, and assist with preparation of appendix 5,
28 HUMINT, to the intelligence annex.

29 (b) Situational Development

30 (1) Egablish liaison with other Cl agencies to ensure control of civilians in the area of
31 operations. Screen dl civilians working within MAGTF command posts and ingtdlations.

32 (2) Initiate an aggressive CI/HUMINT collection program in response to the MAGTF PIR and
33 IRs developed by the G/S-2 and in support of EEFIs developed by the G/S-3.

6-24



MCWP 2-14, COUNTERINTELLIGENCE

1 (3) Recommend active and passve Cl measures to deny the enemy access to potentialy
2 lucraive MAGTF targets.

3 (¢) Indications & Warning

4 (1) Emphasize protective collection activities to reveal plans and intentions of hogtile eements
5 to inflict damage and casudties upon friendly forces.

6

7 (2) Lessen the chance of surprise by acting as an darm to hogdtile intent. Extensive and

8 aggressive Cl source networks provide a protective buffer to dert the MAGTF to developments that
9 run counter to previously made assumptions®.

10 (d) Support to Force Protection

11 (1) Contact host nation authorities and persons known to be friendly to the U.S. to collect dl
12 available Cl information and to aid with screening of loca inhabitants.

13 (2) In conjunction with the MAGTF provost marshdl, advise the commander on establishing
14 security againg sabotage and terrorism for al military ingdlations and those civilian ingdlations to be
15 kept in operation.

16 (3) Recommend procedures for dl areas vacated by MAGTF units, particularly command
17 podts, to determine if any compromising materia has been inadvertently left behind.

18 (4) Advise the G/S-3 on counter-reconnai ssance and OPSEC measures.

19 (5) Identify necessary redtrictions on informing MAGTF personnel about mission details,

20 D-day, H-hour, designated landing beaches, hdicopter landing zones, sdected objective and other
21 criticd friendly force information regquirements.

22 (6) In coordination with the G/S-6 and subordinate commanders, provide assstance with
23 MAGTF communications and information systems security.

24 (e) Support to Targeting. Supervise the accomplishment of Cl operations in accordance with
25 the ClI plan. Included are the following:

26 (1) Exploit sources of information to provide critica intelligence to commanders and planners.
27 Provide pre-targeting survelllance and route reconnai ssance enabling the commander to determine the
28 appropriate method and force to be applied againgt the target.

3

This concept was effectively applied during Somalia operations to identify, with a 95% accuracy
rate, the impending attack of opposition elements of U.S. and multinational forces.
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1 (2) Asss with identifying MAGTF security and target vulnerahilities, evauating the reltive
2 importance of each (MAGTF targets may be persondities, organizations, ingtallations or capabilities).
3 Additiondly, identify security vulnerabilities of nongovernmenta organization, private volunteer

4 organizations, media and other such organizations that are within the MAGTFs AO.

5 (3) Locate and recover contraband materias, such as arms, explosives, communication
6 equipment, food, medicd supplies, or other items not surrendered in accordance with proclamations.
7 Thisdenies critical cagpabilities to adversaries.

8 (4) Seize, exploit, and protect Cl targets.

9 (f) Combat Assessment. Continue an aggressive CI/HUMINT collection program in response
10 to the MAGTF PIR and IRs and in protection of MAGTF EEFIsin order to gauge the impact of
11 friendly actions on the enemy and civilian populace and to eva uate the effectiveness of MAGTF security
12 countermeasures.

13 See gppendix G for alist of MAGTF CI planning actions associated with each step of the Marine
14 Corps planning process.

15 6005. Cl Plansand Orders.

16 a. General. Guidance for the conduct of MAGTF Cl operations comes from many Sources.
17 The DIA 58 series of manuas and joint publication 2-01.2, Counterintelligence Support to Joint

18 Operations (draft) are the principa referencesfor U.S. Cl operations and contains policy, direction,
19 guidance, and ingtruction on how to perform the Cl operations, activities and functions in compliance
20 with nationd directives and security requirements (see gppendix G to this publication for adetailed

21 liging of Cl and related references). Additionaly, snce MAGTFswill normaly be part of ajoint task
22 force or nava expeditionary force, reference to pertinent orders, guidance, and Cl TTPsis necessary to
23 identify unique operating concepts and methodol ogies and support procedures and formats. MAGTF
24 Cl plans and orders are prepared by the G/S-2. The intelligence operations officer coordinates the

25 overdl effort and with the assstance of the CIHO, other intelligence section gteff officers, and the

26 CO/OICs of organic and supporting ClI units. MAGTF Cl plans and orders appear as an appendix to
27 the intelligence annex of the MAGTF operation plan or order and will focus on internd MAGTF ClI

28 requirements, operationsand TTP.

29 b. TheCl Appendix. The Cl appendix to an operations plan (OPLAN) or operations order
30 (OPORD) will be prepared consistent with format outlined in the Joint Operationd Planning and

31 Execution System (JOPES) and appear as Appendix 3 (Counterintelligence Operations) to Annex B
32 (Intdligence) in dl operations plans and orders. See gppendix C of this publication for a sample Cl
33 gopendix format. The ClI gppendix should include the following:

34 (1) Friendly forcesto be utilized including:
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1 (a) Personnd augmentation requirements.
2 (b) CI units of adjacent or other theater forces and the support expected.
3 () In amphibious operations, JFM CC and amphibious task force Cl dements that may

4 provide support to the landing force.

5 (d) Within JTF operations, pertinent Cl capabilities and support from the combatant
6 command'sjoint intelligence center/joint analysis center, JTF J-2X, JFLCC, JFACC, and other
7 component commanders/task forces.

8 (2) Panned arrangement, employment, and use of externd Cl support (to include any specid
9 collection, production, dissemination and CIS arrangements.)

10 (3) Egtablishment of coordinating ingtructions for the planning and control of Cl operations to
11 include technica support expected from higher headquarters.

12 (4) Tasking of MAGTF CI dements.
13 (5) CI production priorities and plans.
14 (6) Cl dissemination priorities and plans, to indlude communication and information systems

15 support to the MAGTF CI effort.

16 (7) Cl unique equipment and logigtics requirements.
17 (8) An gppendix providing MAGTF countersigns chalenges and passwords and supporting
18 procedures.
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1 CHAPTER 7
2 TACTICAL COUNTERINTELLIGENCE ACTIVITIES

37001. MAGTF Counterintelligence Operations

4 The mission assigned CI/HUMINT Co and its concept of operations depends upon many factors.
5 Mgor externd factors affecting CI/HUMINT Co operations include the misson, commanders intent,
6 the size and nature of the AO and AQI, operations and intelligence concept of operation, stated PIRs
7 and EEFIs, and C2 of the MAGTF and the JTF. Key interna CI/HUMINT Co factors include the
8 type of team control, various potential employment options, communication and information systems
9 cagpahilities, and unique ClI equipment. Findly, key tasks, such as completing necessary Cl
10 surveysivulnerability assessments, the Cl estimate, and development of a Cl target-reduction plan, all
11 affect the employment of CI/HUMINT Co.

12  a Planning. The successful accomplishment of the company's misson requires thorough planning
13 by the commander. The following must be considered when planning for Cl activities:

14 (1) Theinteligence concept of operations, desgnated PIRs and IRs, and supporting collection,
15 production and dissemination plans.

16 (2) Theforce protection concept of operations and designated EEFIs.

17 (3) Detailed study of available maps and photographs of potential areas of operations.

18 (4) Study of dl available intelligence products about the area of operations and threet.

19 (5) Location and plotting of dl critica Cl targets, categorized by persondities, organizations

20 and ingdlations. These are categorized and studied and plans formulated for coverage and reduction.
21 Target priorities must be assigned in advance to ensure efficient use of personnd. The area surrounding
22 atarget is Sudied to determine points where sedling off would be most effective. Streets and

23 gpproachesto targets are studied thoroughly, thereby minimizing the need for extensive physica

24 reconnaissance. Main traffic routes are studied to determine locations in which to establish screening
25 centers and checkpoints.

26 (6) Acquisition or development of persondities (black, gray, and white lists), organizations,
27 ingdlations and incidents Databases (POI& ) for the target area.

28 (7) Study of dl available records to identify host country, third party or other officias and

29 leaders within the area of operations that the enemy is hogtile to. Also study of other persons who could
30 be of vaue in adminigrative assignments. These include members of the local police force, fire
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1 department, post office, railway, telephone, telegraph, and broadcasting stations. Much of this data can
2 be obtained from the U.S. country team, civil affairs units, and various other sources.

3 (8) Acquidtion of available information concerning pro-American or anti-oppostion dements.
4 These ements include guerrillas and partisans in the zone of operations and other areas that would
5 fadilitate immediate utilization of such groupsif necessary.

6 (9) Acquistion and study of al information concerning other underground forces, groups, and
7 personnd who, by reason of training and experience, can provide assistance in the conduct of Cl
8 interrogations.

9 (10) Other sources of information and intelligence such as CI contingency materias (CICM)*,
10 MDITDS, DCIIS and the various al-source intelligence databases..

11  b. Command and Control . CI/HUMINT Co operations will generdly be conducted in generd
12 support of the MAGTF. Tactical and technical control of CI/HUMINT Co activitiesis generdly

13 centraized under the CI/HUMINT Co commander. CI/HUMINT Co direct support or attachment
14 may be necessary in the following Stuations:

15 (1) Where the nature of subordinate units missions require organic Cl support.
16 (2) In those situations where centralized MAGTF control is unfeasible.
17  c. Tactical Deployment

18 (1) During both static and fluid tactica Stuations in populated areas, CI/HUMINT Co

19 headquarters normaly is centraly located and easily accessible to indigenous personnd. The

20 headquartersislocated to provide maximum ass stance to other agencies and to ensure protection by
21 them if required. During high tempo operations, however, the CI/HUMINT Company HQ will be
22 located near the supported unit’'s main command post, but outside of its key vital area perimeter, in
23 order to enhance security while remaining accessible to key indigenous personnd.

24 (2) In deploying CI personnd, consderation is given to retaining a least one subteam at the
25 headquarters for speciad assgnments and emergencies.

26 (3) When Cl dements are held in reserve, personne are organized and equipped o that the
27 augmentation subteams may be immediatdy dispatched to forward units that require Cl support or
28 reinforcements.

1

ClI Contingency Materias (CICM) are focused Cl analytical products such as sanitized mapping,
imagery and reference material available from the MAGTF all-source fusion center’s Cl analytical team;
the theater JIC's Cl anaytical cell through the combatant command's CISO; and DIA’s Operational

Intelligence Coordination Center, Counterintelligence Division and Transnationa Threat Division.
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1 (4) Cl dements are attached to subordinate units sufficiently in advance to coordinate
2 operationd, intelligence, communications-information systems and Cl plansin support of the units
3 mission and concepts of operations.

4 7002. Cl Screening Operations. Cl screening operations are designed to identify and apprehend

5 enemy intelligence agents, subversves, terrorists, and saboteurs attempting to infiltrate friendly lines or

6 concedl themsdves among the population. The purpose of Cl screening operations is to identify

7 persons of Cl interest or verify persons referred by interrogators who are of Cl interest, and gather

8 information of immediate Cl interest. During conventional combeat Stuations, screening operations

9 primarily conas of screening refugees and EPWs a mobile and gtatic checkpoints in populated areasin
10 cooperation with other MAGTF dements such as military police, interrogator/trandators, civil affairs
11 (CA), combat units, and psychologica operations teams.

12 a Personsof Cl Interest. Thefollowing are examples of categories of persons of Cl interest (this
13 ligisnot dl indusve):

14 (1) Persons suspected of attempting to infiltrate through refugee flow.

15 (2) Line crossers.

16 (3) Deserters from enemy units.

17 (4) Persons without identification papers or with forged papers (inconsstent with the norm).

18 (5) Repatriated prisoners of war and escapees.

19 (6) Members of underground res stance organizations seeking to join friendly forces.

20 (7) Collaborators with the enemy.

21 (8) Target persondities, such asthose on the persondities list (black, gray, or white lists).

22 (9) Volunteer informants.

23 (10) Persons who must be questioned because they are under consideration for employment with

24 U.S. forces or for gppointment as civil officias by CA units.

25 b. Coordination. CI personnel plan these screening operations, as far as possble, in conjunction
26 with thefollowing:

27 (1) Commander. The commander is concerned with channding refugees and EPWSs through
28 the AQ, particularly in the attack, to prevent any hindrance to unit movement, or any adverse effect on
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1 unit misson. Accordingly, screening operations must be compatible with the supported commander's
2 concept of operations and scheme of maneuver.

3 (2) Interrogator/Trandators. MAGTF interrogator/trandator personnd must understand
4 what Cl islooking for and have the commander's current PIR, IRs and EEFIs. Close coordination with
5 interrogators is essentia for successful Cl operations.

6 (3) Military Police (MP). MP dements are responsible for collecting EPW and civilian
7 internees from capturing units as far forward as possble in the AO. MP units guard the convoys
8 trangporting EPW and civilian internees to EPW camps, and command and operate the EPW camps.

9 (4) Civil Affairs. CA dements are responsible for the proper disposition of refugees.

10 (5) Psychological Operations (PSYOP). PSY OP dements, under the G3, contribute to
11 screening operations by informing the populace of the need for their displacement.

12 (6) Local Civil Authoritiesin Hostile Areas. Civil authoritiesin hogtile areas are included in
13 planning only if control has been returned to them.

14 c. Preparation

15 (2) Prior to the operation, Cl personnel must become thoroughly familiar with dl available
16 information concerning the enemy intelligence organization, the military and palitica Stuation within the
17 enemy controlled area, and the geography of the area.

18 (a) Enemy'sIntdligence, Infragtructure and Organization. To successfully identify enemy

19 intelligence agents, Cl personnd must be knowledgeegble of the enemy intelligence organization,

20 including its misson, methods of operation, officids, schools and training, known agents, equipment, and
21 policies and regulations.

22 (b) Regulations. Knowledge of the politica Stuation and of the restrictions placed on the
23 population within the enemy controlled areaad in detecting discrepancies during the screening.

24 Information required includes trave redtrictions, curfews, draft and conscription regulations, civilian
25 labor forces and work patterns, and the education system.

26 (c) Enemy Order of Battle. Researching, analyzing and producing order of bettle

27 information is primarily the responsibility of the MAGTF G-2 AFC. Collection of order of battle

28 information from human sourcesis the primary responsibility of the interrogator trandators. However,
29 Cl personnd must be aware of the enemy military units operating within the area. They must dso be
30 knowledgeable of their dispogition, composition, activities, training, equipment, history, and

31 commander's persondities. Thisinformation aids in identifying military intelligence personnd or other
32 persons attempting to hide their identity.
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1 (d) Areaof Operations. Cl personnd must aso be familiar with the geography and the
2 political, socia, and economic conditions of the area. Travel conditions, distances, mgor landmarks,
3 customs, and composition of the population is essentid to the successful screening operation.

4 (2) Ligsand Information Sheets. Cl dements should digtribute apprehensons lists and
5 information (or basic data) sheets listing indicators of Cl interest to the combat units, MPs, or other
6 personnel asssting with the screening operation. Basic data sheets should be tailored to the mission.
7 The basc data sheets arefilled out by Cl personnd to aid in determining the individud's knowledge and
8 in formulating questions for further interrogation, and provided to the individuas to be screened requiring
9 them to record persona data. Thisform will aid in formulating the type of questionsto be asked and in
10 determining the information needed to satisfy PIRs and IRs.  Include the following data, plus anything
11 else judged necessary, on the forn’:

12 (8 Full name, diases, date and place of birth, current and permanent residences, sex, race,
13 religion, marita status, and current citizenship.

14 (b) The same information as above concerning the father, mother, and sblings, including the
15 occupation and wheresbouts of each.

16 (©) If married, the names of spouse (including femae maiden name), date, place of birth
17 (DPOB), nationdity, occupation, and persona data on spouse's family.

18 (d) The individual's education and knowledge of languages.

19 (e) Politicd ffiliaions and membership in other groups or organizations.

20 (f) Detalls of the individud's career to include schools, military service, technica and

21 professond qudifications, politica affiliations, and foreign travels.

22 (g) Detals of current travel to friendly lines/point of capture, to include point of departure,
23 degtination, times, and purpose.

24 (h) Additiona questions may be included which relate to specific indicators reveding areas
25 of Cl interest.

26 d. Initial Screening

27 (1) Theinitid screening is designed to identify those personswho are, or are most likely to be,
28 of Cl interest and who require interrogation by Cl personnel. Initial screening is conducted as soon as
3

The Geneva Conventions do not require al of this. If the person refuses to give the information,
there is nothing that can be done about it. Prepare the form in the native language of the host nation and
enemy force, if different, ensuring that it is prepared in the proper dialect of the language.
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1 possible after the EPWs or refugees come under friendly control. EPWs and refugees normaly enter

2 EPW and refugee channels rearward of the forward line of own troops for further movement to rear

3 areas. Unit intelligence personne, interrogators, or Cl personnd usudly perform the initia screening. In
4 the case of alarge number of refugees, military police, civil affairs units, psychologica operations

5 personnd, and tecticd troops, if available, may provide assstance with initid screening.

6 (2) Personsidentified or suspected to be of Cl interest are separated from other EPWs or

7 refugees. After information of immediate tactical vaue has been obtained from personne of Cl interest,

8 they arereferred to Cl personnd for interrogation. Personnd of Cl interest are exploited, if possble.

9 Then rear area Cl dements evacuate them to higher headquarters for further detailed interrogation and
10 exploitation. Further Cl screening aso continues for other EPW's and refugees a the higher echelons.
11 Procedures for the handling of captured enemy personnd and civilian detainees are contained in MCRP
12 4-27C, Enemy Prisoners of War and Civilian Internees.

13 e Conduct of the Screening

14 (1) The success of the screening operation is influenced by the degree of preparation and the
15 quality of the information provided to Cl and other personnd conducting the initid screening. Cl

16 interrogation is the method used to confirm or to deny that the person is of Cl interest and to exploit the
17 information obtained, when appropriate. Cl interrogation is used throughout the entire screening

18 process.

19 (2) In many cases, numerous EPWs and refugees preclude Cl interrogation of every individud.
20 Those personswho are of Cl interest are evacuated through Cl channels for further interrogation and
21 exploitation by rear area Cl dements. During the conduct of the screening process, persons who are
22 determined not to be of Cl interest are returned to EPW or refugee channdls as appropriate. A

23 screening or an interrogation report is completed on each individud referred for further interrogation.
24 Thisreport clearly identifies those areas of Cl interest. It includes as much information as possible

25 concerning the individud's identity and documentation, background, recent activities, and route of travel
26 to friendly lines or point of capture.

27 (3) Cl Screening Report. Appendix E contains formats for the Cl screening report and for an
28 interrogation report. The Cl screening report should include the following:

29 (a) Identity. Screen dl identifying documentsin the form of 1D cards, ration cards, draft

30 cards, driver's license, auto registration, travel documents, and passport. Record rank, service number,
31 and unit if apersonis, or hasbeen asoldier. Check dl thisinformation againg the form previoudy filled
32 out by the detainee if this was done.

33 (b) Background. The use of the form identified earlier will ad in obtaining the information
34 required; however, certain information areas on the forms will have to be clarified, especidly if data
35 indicate a suspect category or the person's knowledge of intelligence information. If the form has not
36 beenfilled out a this point, try to gain the information through questioning.
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1 (c) Recent Activities Examine the activities of persons during the days before their

2 detainment or capture. What were they doing to make aliving? What connection, if any, have they had
3 with the enemy? Why were they in the MAGTFsarea? Thisline of questioning may bring out

4 particular kills such as those associated with aradio operator, linguist, or photographer. Make

5 physical checksfor certain types of caluses, bruises, or stains to corroborate or disprove his story.

6 Sometimes soil on shoeswill not match that from the area he clams to come from.

7 (d) Journey or Escape Route. Cl personnd should determine the route the individua took
8 to get to MAGTF lines or checkpoints. Question the individua further on time, distance, and method of
9 travel to determine whether or not the trip was possible during the time stated and with the mode of
10 transportation used. Discrepanciesin travel time and distances can be the key to the discovery of an
11 infiltrator with a shalow cover story. By determining what an individua observed enroute, the screener
12 can either check the person's story or pick up intelligence information concerning the enemy forces.
13 Interrogators/trandators are well trained in this process and should be called upon for assistance and
14 training.

15 f. Indicators

16 (1) Indicators aid with identifying possible hogtile infiltrators or other targets of Cl interest.
17 They are determined after athorough study of the enemy areg, the paliticd and military Stuation, and the

18 enemy intdlligence organization.

19 (2) For maximum effectiveness, indicators must relate to designated PIRs and other |Rs tasked
20 to CI dements. However, the following generd indicators may serve as aguide to identify persons as
21 possibleinfiltrators:

22 (a) Persons of military age who are not members of the armed forces.

23 (b) Persons without identification or with unusua or atered documents.

24 (c) Persons attempting to avoid detection or questioning, or displaying peculiar activity.

ig (d) Persons using enemy methods of operation.

27 (e) Persons possessing unusualy large amounts of money, precious metds, or gems.

28 (f) Personstraveling done or in pairs.

29 (g) Persons having a pro-enemy background, family membersin enemy area, or who have

30 collaborated with the enemy.
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1 (h) Persons with a suspicious story, who display any peculiar activity, or who have violated
2 regulations in enemy aress.

3 (i) Persons having technical skill or knowledge.

4 g. Other Methods of Screening. In addition to interrogation, the following methods of screening
5 EPWSs and refugees can be used separately or in combination:

6 (1) Insertion of informants into EPW compounds and camps; into civilian internee camps, or
7 into refugee centers.

8 (2) Use of concedled informants at screening collection points.

9 (3) Use of technicad equipment (audio and visud) in holding aress.
10 (4) Polygraph examination.
11 (5) Specidized identification equipment.

12 g. Mobileand Static Checkpoints

13 (1) Checkpoints are employed in screening operations in populated areas and along routes of
14 travel. Checkpoints are used to detect and prevent enemy infiltration of espionage, sabotage, terrorid,
15 and subversive agents. They are dso used to collect information which may not otherwise be available
16 to intdligence units.

17 (2) Checkpoints are established at key locations throughout the AO where sufficient space is
18 available for conducting searches and assembling the people to be screened. Provision is made for the
19 security of the checkpoint, and personnd are positioned to the front and rear of the checkpoint to

20 apprehend anyone attempting to avoid it. Figure 7-1 depicts atypica checkpoint.
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1 Figure 7-1. Example of a Checkpoint
2 (3) There are two types of checkpoints employed in a screening operation - mobile and satic.
3 (@ A mobile checkpoint can be used as a moving system. This system consgts of the

4 screening team, elther mounted in vehicles or on foot, selecting individuas to be stopped for questioning
5 and acheck of identity. The mobile checkpoint aso may be established a various locations, usudly for
6 periods not to exceed one day.
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1 (b) Static checkpoints are those manned permanently by military police or combat troops at
2 entrances to towns, bridges, and other strategic locations.

3 (4) The preparation for employment of mobile and static checkpointsis the same asfor other

4 screening operations. Lists of persons known or suspected of enemy activity (black-detain and gray-of
5 interest lists) and ligts of indicators are normally utilized in the screening operation. Specialized detection
6 equipment (e.g., meta or explosve detectors) may aso be used, if available.

7 (5) Screening teams may be composed of combat troops, intelligence interrogators, military
8 police, Cl personnd, civil affairs personne, or acombination of such personnd. Screening teams
9 conduct the initid screening and refer suspects to the Cl dement for interrogation and further

10 exploitation.

11 7003. Cordon and Search Operations
12 a. General

13 (1) Thetimdy saizure and exploitation of Cl targets require a detailed and coordinated plan that
14 has been prepared wdl in advance. Cl elements, in most instances, cannot neutraize, guard, or

15 physicaly control targets without assstance.  In some cases, this assstance must come from ground

16 combat units for the seizure and protection of well-defended targets. In other cases, the assistance may
17 be provided by combat support, combat service support, aviation units or even host country eements.
18 It isessentid that the required assistance be provided for during the planning phase.

19 (2) The senior tactica unit commander will be the individua respongble for the conduct of the
20 cordon and search operation. That commander will plan, with advice from Cl, interrogation, CA, and
21 PSY OP personnel, the cordon which is usudly deployed at night, and the search which normaly begins
22 d fird light.

23 (3) MAGTF CI personne normally accompany the troops used in cordon and search

24 operations to advise, assst, and examine and/or exploit the target at the earliest possbletime. In some
25 ingtances, it may be advantageous for Cl personnd to rendezvous with the assigned troops at the target
26 area. Except in unusud cases, thetactical effort takes precedence over the neutrdization and

27 exploitation of Cl targets. If assstance in target seizure is not available, Cl dements may haveto rely
28 on their own assats to neutrdize or exploit targets. In friendly controlled areas, Cl elements may

29 coordinate through the JTF TFCICA to receive assistance from other service Cl dements, civil police
30 and security agencies.

31 b. Typesand Conduct of Cordon and Search Operations

32 (1) Community Operations. The basic operation is the community cordon and search operation
33 shown in figure 7-2.
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1 Figure 7-2. Example of a Community Cordon and Search Operation

2 Asthe screening element sets up the collection or screening station (see figure 7-3), the siweep eement
3 escorts the resdents toward the tation, leaving behind one resdent to care for family belongings, if

4 required by law.
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1 Figure 7-3. Example of a Community Collection Screening Station

2 (&) The search dement follows behind the sweep eement searching houses, storage aress,
3 cemeteries and so forth, with dogs and meta detection equipment. Cl personnel are searching for

4 evidence of enemy intelligence collection operations to include communications codes or other such

5 pargpherndia. Each search dement should include a Cl team with an interrogator/trandator element as
6 required, which will have alist of persons of Cl interest.

7 (b) In the collection or screening station, bring the residents to the collection area (or holding
8 ared) and then systematicaly lead them to specific screening Sations. Enroute to the screening Station,
9 search each individua for wegpons. Then lead the residents past the mayor or community leaders
10 (enemy defectors or cooperating prisoners who will be hidden from view so that they can
11 uncompromisingly identify any recognizable enemy). These informants will be provided with the means
12 to notify anearby guard or a screener if they spot an enemy member. Immediatdly segregate this
13 individua and interrogate by appropriate personndl.
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1 (c) At specific screening Sations, ask the residents for identification, check against
2 personditieslig (black list), and search for incriminating evidence by eectronic equipment.

3 (d) Move suspected persons on for photographing, further interrogation, or put them in the
4 screening area detention point to be taken back to a base area or interrogeation facility for detailed
5 interrogation upon completion of the operation.

6 (€) Pass innocent residents through to the post screening area where they are provided
7 medica assstance and other civic assstance, as well as entertainment and friendly propaganda.

8 (f) Return any persons caught attempting to escape or break through the cordon
9 immediately to the detention area.

10 (9) When the operation is terminated, dlow dl innocent individuas to return to their homes,
11 and remove the enemy suspects under guard for further interrogation. Photograph al members of the
12 community for compilation of avillage packet, which will be used in future operaions.

13 (2) "Soft" or area operation. The second type of cordon and search operation is very frequently
14 referred to as the "soft" or area cordon and search. This operation includes the cordoning and searching
15 of arather vast area (for example, avillage areaincorporating a number of hamlets, boroughs, town, or
16 villages which are subdivisons of a politica area beneath country leve).

17 (8) Thistype of operation requires alarger military force to cordon off the area; a pooling of
18 dl paramilitary, police, CA, ClI and intelligence resources to conduct search and screening; and a

19 formidable logistical backup. Thiskind of operation extends over a period of days and may take as

20 long as aweek or possibly longer.

21 (b) While screening and search teams systematicaly go from community to community and
22 screen dl resdents, military forces sweep the area outside the communities over and over again to seek
23 out anyone avoiding screening. As each resdent is screened, Cl personnd will issue documents

24 testifying to the fact that he was screened and if necessary, dlow him redtricted travel within the area

25 (c) Other population and resource control measures are used as well. Such an opportunity
26 may dlow the chanceto issue new ID cards and photograph al of the areals resdents.

27 (d) As each community screening proceeds, send individuals who were designated for

28 further interrogation to a centralized interrogation center in the cordoned area. Here, CI personnd will
29 work with interrogator/trandator personnd, both MAGTF and indigenous, police, and other security
30 sarvice interrogators.
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1 (e) Besdesfield files and other expedient facilities, a quick reaction force should be located
2 a the interrogation center to react immediately to intelligence developed during the interrogations and
3 from informants planted among the detainees.

4 7004. Counterintelligence Force Protection Sour ce Operations (CFSO). CFSO'sareflexible
5 and aggressive collection operations conducted by Cl personnel to quickly respond to the needs of the
6 supported command. CFSO are focused on the collection of force protection information designed to
7 assess thregts from foreign intelligence collectors, provide early warning of impending attack; warn of
8 sabotage or subversve activity againg U.S. forces; identify and neutraize potentid enemy infiltrations;
9 provide information on local security forces; identify population and resorce control measures, locate

10 hostile or insurgent arms caches and safe havens; and identify loca insurgent support personnel in

11 regions where local security forces cannot or will not support U.S. operations. Additiona policy

12 guidance and procedures for the conduct of CFSOs in support of MAGTF operationsis contained in

13 classified MCO 003850.2, Marine Cor ps Counterintelligence Force Protection Source

14 Operations, (U). (See appendix E for the format of a CFSO Concept Proposdl).

15 7005. Tactical CI Interrogation. Within the area of operations, there may be numerous people who
16 are viewed as threats to security based solely on their presence in the combat zone. The number of

17 suspect personnd varies. Frequently, it precludes detailed interrogation of al but a sdlected few that are
18 of primary interest. Cl personne are partly dependent on such agencies as the provost marshd, civil

19 affairs units, and interrogator-trandator platoons to identify suspect persons or persons of Cl interest.
20 In some situations, the number of persons volunteering information to Cl operations permit

21 concentration on those of the greatest potentia interest or value. Most suspects are gpprehended while
22 trying to enter the area when their cover stories (which will closdly pardle their true places of origin and
23 identities) are exposed. The Cl or interrogation personnd's success in such interrogations is primarily
24 dependent on his questioning skill, linguistic ability or support, knowledge of the area of operations and
25 adjacent areas, and familiarity with the intdllectud, cultura, and psychologicd peculiarities of the persons
26 encountered.

27 a Typesof Subjects. Asthe battle linesin combat change, entire segments of the population may
28 be overrun. Thelocd population in any areamay aso be increased by refugees and displaced persons
29 (persons from other countries conscripted by enemy forces for labor). The following categories of

30 persons are of Cl interest:

31 (1) Refugees and displaced persons.

32 (2) Line crossers.

33 (3) Desarters from enemy units.

34 (4) Enemy intelligence personndl.

35 (5) Inmates of enemy detention camps.
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1 (6) Members of underground resistance organizations seeking to join friendly forces.

2 (7) Collaborators with the enemy.

3 (8) Target persondities, such as black, gray, or white list persondlities.

4 (9) Volunteer informants.

5 (10) Persons who must be questioned because they are under consideration for employment with

6 MARFOR units or for gppointment as civil officids.

7 b. Objectivesof Cl Interrogators. The Cl interrogation in combat areas assstsin the
8 accomplishment of three mgjor objectives:

9 (1) Inthe screening process, refugees whose very presence threstens overdl security are
10 removed from the battlefield.

11 (2) In detailed interrogations, enemy agents with espionage, sabotage, terroris, or subversve
12 missions are detected.

13 (3) Thewiderange of Cl activities and types of interrogations permit the collection of information
14 of vaue to other intelligence and security agencies and to the planners of military operations. Cl

15 interrogators must be especidly dert to obtain and report information of immediate tactical vaue which
16 may not have been previoudy obtained or reported.

17 c. Indicators Warranting Suspicion. Cl personnd must be dert during interrogations for
18 indications of intelligence activity. The following are indicators which, separately or collectively, may
19 generate suspicion that asubject isin the employ of or acting in sympathy with enemy forces.

20 (1) Accessto Information or Targets. A prospective terrorist, subversive, espionage, or

21 sabotage agent must have access to the information desired by the enemy or to the target ingtalation to
22 be destroyed to carry out his mission. The interrogation should establish a subject's accessihility to

23 potentid targets, including hislocation at the time he was apprehended.

24 (2) Technical Skills. Proficiency in certain technicd skillsis frequently an attribute of an

25 espionage or sabotage agent. The subject who has a mastery of one or severd foreign languages and a
26 knowledge of radio operation or cryptography is questioned carefully on the nature and purpose of his
27 training in those fields. His practica experience and his work in those fields, during or shortly prior to
28 the war, should give CI personnd cause for strong suspicion. Theindividud's story then must be closaly
29 examined.
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1 (3) Documents and Funds. An overabundance of documents and new documents of

2 questionable authenticity are reason for doubt. They provide the basis for detailed questioning.

3 Discrepancies in the document's contents or conflicts between data and the subject's story may lead to
4 the detection of hogtile agents. Unexplainable possession of large amounts of money, valugble jewdry,
5 or other items of greet value are investigated carefully.

6 (4) Pro-Enemy Background. Residence or travel in enemy territory, membership in ahogtile
7 party, or known former collaboration with the enemy are facts of obvious importance. Cl personnd

8 must determine whether the subject is actudly in sympathy with the enemy or has acted merely to serve
9 his own best interests with regard to hislife, the wefare of hisfamily, or his property.

10 (5) Family in Enemy-Held Territory. Enemy pressureis often gpplied to individuas whose
11 families resde under enemy contral. Individuas who have family members threatened with
12 desth/torturefincarceration by the enemy will dways be a threet to friendly forces.

13 (6) Inconsistent Story. Small discrepanciesin the subject's sory may be important.

14 Contradictions in a subject's story do not warrant jumping to conclusions. However, Cl personnel must
15 remain dert to dl posshilities. Allowances must be made for defective memory or lack of logic due to
16 emotiond stress. The following discrepancies may be warning sgnasto the Cl interrogator:

17 (a) Distance compared to travel time.

18 (b) Accent peculiar to an area the subject refuses to acknowledge as his own.

19 (¢) Unreasonable explanation of deferment, exemption, or discharge from military service.
20 (d) Exemption from labor conscription.

21 (e) Implausible reasons for risking the crossing of combat lines.

22 (7) Suspicious Actions or Activities. Indigenous persons displaying unusud interest in troop

23 units of equipment or loitering persgtently in the vicinity of troop units and instalations without
24 reasonable explanation are sufficient to warrant interrogation for the purpose of darifying the stature of a
25 person so involved.

26 (@) Violations of Civil or Military Regulations. Merevidlation of military regulaionsin
27 an areacontrolled by the military may be rdaively unimportant to Cl lements. These violations may be
28 mandatory regigiration, curfews, travel restrictions, or declaration of wegpons. However, the motives
29 which cause such violations despite severe pendties may be compelling and possibly of greet interest to
30 Cl personnd.

31 (b) Modus Operandi (MO). The frequent smilarity in tactics of hogtile agents working for
32 the same enemy agency, their means of contact with their agent handlers, type of cover sory, and
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1 manner of collecting and reporting their information may lead to identification of suspects with aknown
2 enemy agency or group. Established patterns of activity or behavior of enemy agents are disseminated
3 to other intelligence and security agenciesto asss in the identification of agents till operating.

4 d. Screeningor Initial Interrogation. Initid interrogation and screening are generdly

5 synonymous. However, initid interrogation indicates thet there will be afollow-up detailed interrogation

6 while screening involves the sdlection, by brief questioning, of ardatively smal number of persons from

7 alarge group for detailed interrogation. In both cases, the technique, purpose, and scope of the

8 questioning are generdly the same. The object isto select for detailed interrogation a reasonable

9 number of persons who appear to be knowledgeable of matters of Cl interest. Initia interrogation or
10 screening is generdly concerned with identity, background, recent activities, travel or escape routes, and
11 information of immediate value. Documents and persona belongings of a subject are examined. Then
12 the circumstances of gpprehension are studied. Findly the available files are checked.

13 e Detailed Interrogation. Detaled Cl interrogations may be conducted in Joint Interrogation
14 Fecilities or at MAGTF interrogation sites/collection points established by G/S-1s and manned by

15 interrogators and Cl personnel. Detailed interrogation does not differ radicaly from theinitia

16 interrogation except that attention is now focused on individuas who are suspect or who are known to
17 have extendve information of interest. A study of the initid interrogation report, examination of the

18 subject's documents and belongings, and checks of available files and information must be conducted
19 and anayses made in preparation for the interrogation.

20 (1) Detalls of the subject's persond history must be reviewed. Should the subject admit that he
21 isan enemy agent, he becomes an important source of information on enemy intelligence methods of
22 operation and, perhaps, on identities of other hogtile agents. This leads to exhaugtive interrogations on
23 such issues as hodtile inteligence training and missons assigned. However, Cl personnd must be dert
24 to the possible insartion of confusion agents.

25

26 (2) The suspect, or any person being interrogated, may also be an important source of

27 information of intelligence value Strategic and/or tactical.

28 (3) The questioning usudly follows alogica sequence to avoid confusing the subject and to

29 facilitate reporting. However, an illogica sequence may be used as atechnique to purposaly confuse
30 the subject so that he inadvertently contradicts himself. The interrogator must be dert for discrepancies
31 and retain his psychologicd advantage.

32 (See the paragraph 7006 for additiona information on Cl interrogations.)

33 7006. CI Investigations. CI investigations are conducted when sabotage, espionage, spying, treason,
34 sadition, or subversve activity is suspected or dleged. Cl investigations may also be conducted

35 regarding security matters and defections of friendly personnd to the enemy. The primary purpose of
36 eech investigetion isto identify, neutralize, and exploit information of such a nature, form, and rdiability,
37 that may determine the extent and nature of action, if any, necessary to counteract the threat and
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1 enhance security.  Theinvedtigation is aduly authorized, sysemdtic, detailed examination/inquiry to

2 uncover and report the facts of amatter. While facts, hearsay, information, opinions, dlegations, and

3 investigators comments may make a sgnificant contribution, they should be dlearly labeled assuch in

4 the report of investigation. The Nava Crimind Investigative Service Manud, NIS-3, Manual for

5 Investigations, may be used as a guide for investigation techniques and procedures. Investigations are
6 generdly incident investigations concerning acts or activities which are committed by, or involve, known
7 or unknown persons or groups of persons. Cl agents conducting investigations must have a thorough

8 understanding of the objectives and operations of foreign espionage, sabotage, and subversive

9 organizations.

10 a. Counterinteligence Investigations. Cl investigations use badc investigative techniques and
11 procedures. The primary purpose of the investigation is to provide the commander with sufficient

12 factud information to reach a decison or to ensure the security of hiscommand. Investigations may be
13 conducted overtly or discreetly depending on the type of investigation and the area of operations.

14 Investigations will normaly include the examination of records, interviews or interrogetions, and the

15 collection and handling of evidence. Surveillance and the conduct of raids and searches may aso be
16 appropriate as the investigation progresses.

17 (1) On assuming primary Cl jurisdiction, MAGTF Cl investigations are conducted in accordance
18 with guidance and ingructions published by higher authority.

19 (2) Cl personne are normally responsible for conducting security investigations of indigenous
20 personnel employed by MAGTF dements. They may dso be involved in the investigation of indigenous
21 personnd retained in officid civilian pogtions

22 (@) Certain unique problems are involved in conducting investigations of indigenous personnd
23 inatactical environment. One problem that may hinder investigation is lack of files and records in the
24 repositories of civilian police and investigative agencies. This documentation may have been destroyed
25 or removed during tactical operations. Every effort must be made to check dl files and records which
26 are available,

27 (b) Ancother problem may be lack of qudified personnd to perform investigations. Specid
28 invedtigative techniques, such asthe use of polygrgph examinations by crimind investigetive personnd,
29 may be required.

30 (c) A problem that presents security threet to the MAGTF is the use of indigenous personne
31 for awide range of support functions. Indigenous civilian employees may be sympathetic to the enemy's
32 cause or may be coerced to serve the enemy cause. If using indigenous personnd, caution must be

33 exercised to preclude the enemy's collection of useful information, both classified and unclassfied. In
34 addition to the initia security investigation, continual checks are made on indigenous employees. Cl

35 dements maintain close liason with civil afairs units responsible for providing civilian labor to the

36 MAGTF.
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1 (d) In the conduct of a Cl investigation if evidence or indicators of crimind activity is

2 discovered, thisinformation should be provided to the Crimind Investigation Division of the Provost

3 Marshds Office. Theinformation should only be provided if such disclosure does not compromise the
4 ongoing Cl investigation.

5 Db. Investigative Plan. When required, Cl personne formulate an investigetive plan at each

6 command level down to and including the individud Cl Marine. Normdly the lead investigetive dement
7 will develop the plan. The investigative plan must be updated as new developments arise, including an
8 ongoing analyss of the results. Although thisligt is not al encompassng, an investigative plan should

9 include as many of the following planning consderations as applicable:

1(1) (1) Purpose of the investigation.

12 (2) Definition of the problem.

13 (3) Phases or dements of the investigation which have been assigned.

14 (4) Whether the investigation is to be conducted overtly or discreetly.

15 (5) Priority and time permitted for completion.

16 (6) Specid indructions or redrictions.

17 (7) Information from the unit or office files

18 (8) Methods and sources used, to include surveillance and polygraph support.
19 (9) Coordination required.

20 c. Order of Investigation. All Cl investigations vary, and as such, dl investigetive planswill be
21 different. The following actions are typicdly conducted during an investigation. Tallor investigetive plans
22 to each investigation. Investigative actions selected should be sequenced to ensure a swift and successful
23 completion of the investigation.

24 (1) Files and records checks for pertinent information.

25 (2) Individud interviews for additiond information and leads.

26 (3) Exploitation of new leads and consolidation of dl available data for andysis and planning a
27 course of action (COA).

28 (4) Surveillance, both physica and technical, of the subject(s) to be investigated.
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1 (5) Interrogation or interview of the subject(s) to prove or disprove the alegations.
2 (6) Polygraph examination.

3 d. Investigative Techniques. Cl personnd use the following basic techniquesin Cl investigations
4 and operations, as appropriate:

5 (1) Examinerecords to locate, gain access to, and extract pertinent data from diverse official and
6 unofficial documents and records.

7 (2) Conduct interviews to obtain information. The type of interviews conducted depend upon
8 theinvedtigation.
9 (3) Useinterrogation and dlicitation techniques as additiona methods to gather information.
10 (4) Conduct physica and technica surveillance to augment other invetigative activities'.
11 (5) Conduct cordon, search and seizure when necessary. Do not conduct searches unless

12 directed by proper authority. Cl personnd may coordinate this activity with law enforcement agencies,
13 depending on the nature of the investigation.

14 e Filesand Records. Checking files and records for pertinent information on the subject of the
15 invedtigation isthefirg action in Cl investigations. Checks should begin with loca unit files and expand
16 to include other possible sources. The full exploitation of records examination as an investigative tool
17 depends on severa factors which the Cl agent must consider.

18 (2) ClI personnd must know what, where, by whom, and for what purpose records are
19 maintained throughout the AO. Upon assgnment to an operaiond unit, the initial orientation should
20 gressthat Cl personnd be thoroughly familiar with records that may be of assstance in investigations.

21 (2) Most records are available to Cl personnel upon officid request. If dl effortsto obtain the
22 desired information through officid channels are unsuccessful, the information or records cannot be
23 subpoenaed unless lega proceedings are initiated.

24 (3) There are occasions when documentary information or evidenceis best obtained through

25 other investigative means. The possibility of intentiona deception or false information in both officia and
26 unofficid records must aways be considered. Because datais recorded in some documentary form

27 doesnot in itsdlf ensure rdiability. Many recorded Statistics are untrue or incorrect, particularly items of
28 biographical data. They are often repetitious or unsubstantiated information provided by the subject

29 being investigated and are not to be confused with fact.

4 See FM 34-5, (S) Human Intelligence and Related Counterintelligence Activities, for a
detailed explanation of surveillance operations.
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1 (4) Rdiahility of records varies consderably according to the area and the status of the agency
2 or organization keeping the records. Records found in highly industridized aress, for example, are more
3 extensgve and generdly far more reliable than those found in underdeveloped areas. Until experience

4 with a certain type of record has been sufficient to make a thorough evaluation, treat the information

5 with skepticism.

6 (5) In ClI investigations, the absence of arecord is often just asimportant asits existence. This
7 isespecidly important in the investigation of biographical data furnished by the subject being

8 investigated. The systematic and meticulous examination of records to confirm or refute the subject's

9 dory isvery often the best means of bresking the cover story of an enemy intelligence agent.

10 (6) The types and content of records vary markedly with the AO. Regardless of the area, Cl
11 personnel must be aware of the types of records to be used in conducting investigations. Available

12 records include police and security agencies, alied agencies, vital Satistics, residence regidiration,

13 education, employment, citizenship, travel, military service, foreign military records, finance records, and
14 organizetion affiliation.

15 (a) Police and Security Agencies. Some mgjor types of records which are often of value

16 arelocd, regiond, and nationd police agencies. Mot nations maintain extensive persondity files

17 covering criminds, Cl investigative subjects, victims, and other persons who have come to officid police
18 attention because of actud or aleged crimind activity. Police interest in precise descriptive details,

19 including photographs and fingerprint cards, often make police records particularly vauable and usudly
20 more reiable than comparable records of other agencies. Police and security agency, files are usudly

21 divided into subcategories. Cl personnd must be familiar with the records system to ensure dl pertinent
22 files actualy have been checked.

23 (b) Allied Agencies. Accessto records of dlied intelligence agencies often depends on the
24 persond relationship between JTF or MAGTF Cl personnel and the custodian of the records of

25 interest. Such examinations are normaly the assigned responsibility of aCl liaison officer. Liason dso
26 may be necessary with other agencies when the volume of records examinations dictate the need for a
27 sngle representative of the Cl dement. At times it may be necessary, due to the sengtivity of a

28 particular investigation, to conceal specific interest in a person whose nameisto be checked. Inthis
29 ingance, the name of the individua may be submitted routingly in the midst of alengthy list of persons
30 (maybe five to seven) who are to be checked.

31 (c) Vitd Setidics. The recording of births, desths, and marriages is mandatory in nearly

32 every nation, either by nationd or locd law. In newly developed countries, however, this information
33 may be maintained only in family journds, bibles, or in very old records. In any case, confirmation of

34 such dates may be important. The records sought may befiled at the locd leve, asisusudly the casein
35 oversess aress, or they may be kept at the state or regiond level, such as with state bureaus of vital

36 saidicsinthe U.S. Rardy will origind vital satistics records on individuds be maintained centraly with
37 andiona agency.
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1 (d) Residence Regidration Some form of officia resdency regidration is required in most
2 nations of the world. The residence record may be for tax purposes, in which case it probably will be

3 found onfile & somelocal fiscal or treasury office. When the residence record is needed for police and
4 security purposes, it is usually kept in a separate police file. Residence directories, telephone books, and
5 utility company records dso may be used.

6 (e) Education. Both public and private schools at dl levels, from primary grades through

7 universities, have records which can serve to verify background information. The school yearbook or

8 comparable publication a most schools usudly contains a photograph and brief resume of the activities

9 of each graduating class member. These books are a vauable record for verification and asan aid to
10 locating leads. Regigtrar records normaly contain alimited amount of biographica data but a detailed
11 account of academic activities.

12 (f) Employment. Personnd records usudly contain information on detes of employment,

13 podgitions hdd, sdary, efficiency, reason for leaving, attendance record, specid skills, and biographica
14 and identifying data. Access to these records for Cl agentsisrdatively smplein the U.S,, but may

15 prove difficult in some overseas areas. In such aress, it may be possible to obtain the records through
16 liaison with locd civil authorities or through private credit and businessrating firms. Depending on the
17 AO, there may be either locd, regiond, or national unemployment and socia security program offices.
18 Records of these offices often contain extensive background materid. In most cases, these data

19 represent unsubstantiated information provided by the gpplicant and cannot be regarded as confirmation
20 of other data obtained from the same individud.

21 (g) Citizenship. Immigration, nationalization, passport, and Smilar records of dl nations

22 contain data regarding citizenship gatus. In mogt instances, an investigation has been undertaken to

23 verify background information contained in such records; therefore, these records are generally more
24 reliable than other types. The records of both officiad and private refugee welfare and assstance

25 agencies aso provide extensve details relating to the citizenship status of persons of Cl interest. Asa
26 generd rule, refugee records (particularly those of private welfare groups) are used as a source of leads
27 rather than for verification of factua data, Snce they have been found to be unrdiable in nearly dl AOs.

28 (h) Travel. A system of accessto records of international travel is especiadly important to
29 overseas Cl operations. Such records include customs records, passport and visa applications,

30 passenger manifests of commercid carriers, currency exchange files, transent residence regigtrations,
31 private and government travel agency records, and frontier control agency files.

32 (i) Military Service. Records of current and past members of the armed services of most
33 ndions are detailed and usudly accurate.

34 (j) Foreign Military Records. Accessto foreign military records in oversess areas may be
35 difficult. In caseswhereit isnot possble to examine officia records, leads or pertinent information may
36 be obtained from unofficid unit histories, commercidly published documents, and files of various

37 veterans organizations. Since listing or dlaming military service is a convenient means of accounting for
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1 periods of time spent in intelligence activities or periods of imprisonment, it is frequently acritica itemin
2 dedling with possible enemy agents. Specid effort must be made to locate some form of record which
3 dther confirms or denies an individud's sarvice in a particular unit or the existence of the unit at the time
4 and place the individua clamsto have served. Order of bettle and persondlity files of various

5 inteligence sarvices dso may be hdpful.

6 (K) Finance Records. Finance records are an important source of information. They may
7 provide information to indicate whether a person is living beyond ones means. They may provide
8 numerous leads such as leave periods and places, and identification of civilian financid inditutions.

9 (1) Organization Affilistion Many organizations maintain records which may be of vdueto a
10 particular investigation. Examples are labor unions; socid, scientific, and sports groups, and culturd and
11 subversive organizations. Cl personnd should research these organizations. But when seeking sources
12 of information, they must be thoroughly familiar with the organization before attempting to exploit it.

13 Organizations are often established as front groups or cover vehicles for foreign intelligence operations.

14 f. Interrogation Techniques. Interrogeation is obtaining the maximum amount of usable
15 information through forma and systematic questioning of an individud. ClI interrogations should be
16 conducted by at least two ClI personndl.

17 (2) CI personnel use interrogation techniques when encountering a hostile source or other subject
18 being invedtigated. The sdf-preservation inginct is simulated in an individua who is consdered the

19 subject. This deep-rooted reaction is frequently reflected in stubborn resstance to interrogation. The
20 subject may consder the interrogation as a battle of wits where the subject has much to lose. The

21 subject may look upon the Cl interrogetor as a prosecutor.

22 (2) When interrogating a subject, Cl personnd must keep in mind the two-fold objective of the
23 interrogation:

24 (a) Detection and prevention of activity that threstens the security of the U.S. Army.
25
26 (b) Collection of information of intelligence interest.

27 (3) When preparing for an interrogation, Cl personnel should:

28 (@) Gather and digest (complete familiarization) dl available materia concerning the subject
29 and the case.
30 (b) Be familiar with those legd principles and procedures which may apply to the case at

31 hand. Legd requirements may differ depending on: whether the U.S. isat war or in amilitary
32 occupation; status of forces agreements, whether the subject being interrogated isa U.S. citizen; or
33 whether the subjectisan EPW.
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1 (4) Determine the best way to approach the subject. Previous investigative efforts may have

2 determined that the subject is under grest psychologica pressure; therefore, afriendly gpproach might
3 work best. Cl personnd should carefully consider the gpproach and the succeeding tactics, to ensure
4 that nothing the agent does will cause the subject to confess to a crime he or she did not commit.

5 (5) Before an interrogetion, Cl personnd must ensure the following:

6 (8 The interrogation room is available and free of didtractions.
7 (b) If recording equipment isto be used, it is ingtalled and operationdly checked.
8 (c) All participants in the interrogation team are thoroughly briefed on the case and
9 interrogation plan.
10 (d) Sources or other persons to be used to confront the subject are available.
11 (e) Arrangements are made to minimize unplanned interruptions.
12 (f) As appropriate, arrangements are made for the subject to be held in custody or provided

13 billeting accommodetions
14 (6) When conducting the interrogation, the following points are important:
15 (8) Use background questioning to provide an opportunity to study the subject face-to-face.

16 (b) Avoid misinterpretation and impulsive conclusions. The fact that the person is suspected
17 may in itself cregte reactions of nervousness and emation.

18 (c) Do not dlow note-taking to interfere with observing the subject's reaction.
19 (d) Seek out al details concerning the subject'simplication in a prohibited activity.
20 (€) Examine each of the subject's satements for its plausibility, relationship to other satements

21 or to known facts, and factual completeness. Discrepancies which require adjustment frequently
22 weaken the subject's position.

23 (f) Attempt to uncover flawsin details not consdered reevant to the issue; finding the story's
24 weaknessis the key to a successful interrogation.

25 (g) Build up to aplanned fina apped as a sustained and convincing attack on the subject's

26 wal of resstance. Eloguent and persuasive reasoning and presenting the facts of the case may succeed
27 where piecemeal consideration of evidence failed to produce a confession. This appea may be based
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1 on overwheming evidence, on contradictions, story discrepancies, or the subject's emotional
2 weaknesses.

3 (h) Obtain a sworn statement if the subject wantsto confess. If the subject has been given an
4 explanation of individua rights under Article 31, Uniform Code of Military Justice (UCMJ), or the 5th

5 Amendment to the US Condtitution, any unsworn statement normally can be used in court. If the subject
6 isneither aUS citizen nor amember of the armed forces, requirements will be stipulated in the unit's

7 SOP.

8 (7) Cl personnel may use polygraph examinations as an ad to Cl interrogations and investigations
9 of intelligence operations, but only &t the direction of higher heedquarters.

10 g. Elicitation. Elicitation isganing information through direct communication, where one or more
11 of theinvolved partiesis not aware of the specific purpose of the conversation. Elicitation is a planned,
12 systematic process requiring careful preparation.

13 (1) Preparation. Always goply dicitation with a specific purpose in mind.
14 (&) The objective, or information desired, is the key factor in determining the subject, the

15 dicitor, and the setting.

16 (b) Once the subject has been selected because of his or her accessto or knowledge of the
17 desired information, numerous aress of socid and officid dealings may provide the setting.

18 (c) Before the gpproach, review al available intelligence files and records, persondity
19 dossiers, and knowledge possessed by others who have previoudy dedlt with the subject. Thiswill help
20 to determine the subject's background, motivation, emotions, and psychologica nature.

21 (2) Approach. Approach the subject in normd surroundings to avoid suspicion. There are two
22 basic dicitation gpproaches: flattery and provocation. The following variations to these gpproaches may
23 beused:

24 (a) By appeding to the ego, self-esteem, or prominence of the subject, you may be able to
25 guide him or her into a conversation on the area of operation.

26 (b) By soliciting the subject's opinion and by insinuating that he or sheis an authority on a
27 particular topic.

28 (¢) By adopting an unbdieving attitude, you may be able to cause the subject to explanin

29 detal or to answer out of irritation. Cl personnel should not provoke the subject to the point where
30 rapport is broken.
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1 (d) By inserting bits of factud information on a particular topic, you may be able to influence
2 the subject to confirm and further expound on the topic. Use this gpproach carefully since it does not

3 lend itsAlf to sudden impulse. Careless or over use of this technique may give avay more information

4 than gained.

5 () By offering sincere and vaid assistance, you may be able to determine the subject's
6 Soecific areaof interest.

7 (3) Conversation. Once the gpproach has succeeded in opening the conversation, devise
8 techniques to channe the conversation to the area of interest. Some common techniques include:

9 (8 An attempt to obtain more information by avague, incomplete, or a generd response.

10 (b) A request for additional information where the subject's response is unclear; for
11 example, "I agree; however, what did you mean by...?"

12 (¢) A hypotheticd Stuation which can be associated with a thought or idea expressed by the
13 subject. Many people who would make no comment concerning an actua Situation will expressan
14 opinion on hypothetica Stuaions.

15 h. Sabotage Investigations. Sabotageis defined as an act, the intent of which isto damage the
16 national defense structure. Intent in the sabotage statute means knowing that the result is practicaly

17 certain to follow, regardless of any desire, purpose, or mative to achieve the result. Because the first
18 indication of sabotage normally will be the discovery of the injury, destruction, or defective production,
19 most sabotage investigations involve an unknown person or persons. We expect acts of sabotage, both
20 in overseas AOs and in CONUS, to increase Sgnificantly in wartime. Sabotage is a particularly

21 effective wegpon of guerrillaand partisan groups, operating againg logistic and communications

22 inddlationsin occupied hogtile areas, and during insurgencies. Trained saboteurs sponsored by hogtile
23 guerrilla, insurgent, or intelligence organizations may commit acts of sabotage. Individuals operating

24 independently and motivated by revenge, hate, spite, or greed may aso conduct sabotage. In internal
25 defense or limited war Situations where guerrilla forces are active, we must be careful to distinguish

26 among those acts involving clandestine enemy agents, armed enemy units, or dissatisfied friendly

27 personnel. Normdly, we categorize sabotage or suspected sabotage according to the means employed.
28 The traditiond types of sabotage are incendiary, explosive, and mechanicd. In the future, nuclear and
29 radiologicd, biologica, chemical, magnetic, and eectromagnetic means of sabotage will pose an even
30 gresater threat to military operations. Sabotage investigations require immediate action. The possibility
31 exigts that the saboteur may ill be near the scene, or that other military targets may require immediate
32 or additiona security protection to avoid or limit further damage. We must preserve and andlyze the

33 incident scene before evidence is dtered or destroyed.

34 (1) Quedtions. Theinvestigation must proceed with objective and logica thoroughness. The
35 standard invegtigative interrogatives apply:
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1 (& Who -- Determine alist of probable suspects and establish alist of personswho
2 witnessed or know about the act.
3 (b) What -- Determine what military target was sabotaged and the degree of damage to the

4 target (both monetary and operationa).

5 (c) When -- Egtablish the exact time when the act of sabotage was initiated and when it was
6 discovered; confirm from as many sources as possible.

7 (d) Where -- Determine the precise location of the target and its relation to surrounding
8 activities.
9 (e) Why -- Establish al possible reasons for the sabotage act through the investigation of

10 suspects determined to have had motive, ability, and opportunity to accomplish the act.

11 (f) How -- Egtablish the type of sabotage (such asincendiary, explosive, chemica) and
12 determine the procedures and materids employed through investigation and technica examination and
13 andyss.

14 (2) Invedtigetive Actions. An outline of possible investigative actions which may be used to
15 investigate alleged or suspected sabotage incidents follows:

16 (@) Obtain and andyze the details surrounding the initid reporting of the incident to the

17 MAGTF PM. Edablish theidentity of the person reporting the incident and the reasons for doing so.
18 Determine the facts connected with the reported discovery of the sabotage and examine them for

19 possible discrepancies.

20 (b) Examine the incident scene as quickly as possible. Cl personnel must attempt to reach
21 the scene before possible sources have dispersed and evidence has been disturbed. They will hdp MP
22 personnd protect the scene from disruption. The MP will remove al unauthorized persons from the

23 areq, rope off the area as necessary, and post guards to deny entrance and prevent anything from being
24 removed. Although Cl personnd should help MP investigators at the sabotage scene, they should not
25 interfere with the crime scene investigation.

26 (c) Preserve the incident scene by taking notes, making detailed sketches, and taking
27 pictures. Arrange for technica expertsto help search the scene and collect and preserve physica
28 evidence and obtain dl possble clues. Arson specidists, explosives experts, or other types of

29 technicians may be required. Take steps to prevent further damage to the target and to safeguard
30 dassfied information or materid.

31 (d) Interview sources and obtain sworn statements as soon as possible to reduce the
32 possihility of forgetting details or comparing stories.
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1 (e) Determine the necessary filesto be checked. These will be based on examination of the
2 incident scene and by source interviews. Cl conducts such action only in coordination with the MAGTF
3 PM, which retains sabotage scene expertise and responsibility.

4.

5 (3) Files checks should include background information on sources and the person or persons

6 who discovered or reported the sabotage. Files of particular importance may include:

7 (@) Friendly unit modus operandi (MO) files.
8 (b) Partisan, guerrilla, or insurgent activity files.
9 (c) Loca policefiles on arsonists.
10 (d) Loca police MO files.
11 (e) Host country's intelligence agency MO files.
12 (f) Terrorist modus operandi files.
13 (g) Provost marshd files.
14 (4) Sudy dl available information such as evidence, technica and laboratory reports, statements

15 of sources, and information from informants in preparation for interrogation of suspects.

16 i. Cl Walk-in Interviews. A wak-inisdefined as an individuad who seeks out MAGTF

17 authorities to volunteer information which is believed to be of intelligence vaue. The primary concern of
18 CI personnd isto obtain dl information, both of intelligence and ClI vdue. They must be alert to detect
19 whether the source provides leads for further exploitation.

20 (1) Mativation When interviewing such persons, Cl personnd must consider the source's

21 moativesfor divulging information. The motivation may not aways be known, and sources may not

22 dways be truthful about their motives. If the motive can be determined early in the interview, however,
23 it can be vaduable in evauating the information supplied and in determining the nature and extent of the
24 source's knowledge and credibility. Moativation includes, but is not limited to: ideology, persond gain,
25 protection of sdf or family ties, fear, misundersanding of the function and misson of the MAGTF,

26 mentd ingability, and revenge.

27 (2) Preparation. In preparing for and conducting a Wak-in Interview, ClI personne!:
28 (8 Should adapt to the intellectud leve of the source, exercise discretion, and avoid

29 controversd discussons.
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1 (b) Mugt obtain dl names and wheregbouts of other individuas who may directly or
2 indirectly know the same informetion.

3 (c) Must remember security regulations and make no commitments which cannot be fulfilled.

4 (3) Conduct of aWalk-In Interview. Put the Source at ease. After determining that awalk-in
5 source has information of intelligence vaue, display the gppropriate credentias.

6 (a) Take the source to a private place to conduct the interview. Theinitid attitude frequently
7 affects the success of the interview. The atmosphere should be pleasant and courteous, but
8 professond. In accordance with the Privacy Act of 1974, the source must be given afour point
9 Privacy Act Advisement to include authority, principle purpose, routine uses, and voluntary and
10 mandatory disclosure, prior to the Cl agent obtaining the source's persona information. Ask the source
11 for some form of identification, preferably one with a picture.

12 (b) Record the pertinent data from the ID card and tactfully exit the room.

13 (c) Using the identity information just obtained from the source, check the office source or

14 informant files to see what, if any, information on the source is on file. Determineif the sourceislisted as
15 acrank, has a crimind record, or has reported information in the past, and if o, what was the validity
16 and vaue of that information.

17 (d) If the sourceis listed as a crank or a nuisance continue with the interview, but include this
18 information in the appropriate memorandum.

19 (e) Let the source tdll the story. Suggest that the source sart the story from the beginning,

20 using the Source's own words. Once started, let the Source talk without interruption. Cl personnel

21 should, however, guide the source back if the he strays from the basic story. From timeto time,

22 interject aword of acknowledgment or encouragement. At no time, however, should Cl personnel give
23 any indication of suspicion or disbelief, regardiess of how incredulous the story may seem. Whilethe
24 source gives an account for the firgt time, take minimal notes. Taking notes could distract the source or
25 the Cl interviewer. Ingtead, pay close attention and make mental notes of the sdient points as aguide
26 for subsequent detailed interviewing.

27

28 (f) Review the story with the source and take notes. Once the source has finished telling the
29 basic story, he or she generdly will fredy answer specific questions on the details. Being assured that
30 theinformation will be kept in strict confidence, the source will be less gpprehensive of your note taking.
31 Start at the beginning and proceed in a chronologica order, using the sdlient features of the source's

32 account. Interview the source concerning each detail in the account so that accurate, pertinent

33 information is obtained, meticuloudy recorded, and that the basic interrogatives are answered for every
34 stuation. Thisstep iscrucid.
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1 (9) Develop secondary information. The story and background frequently indicate thet the
2 source may have further information of sgnificant intelligence interest. Also develop thisinformation
3 fully.

4

5 (h) Terminate the interview. When certain that the source has no further information, close

6 theinterview in a manner which leaves afavorable impresson. At this point in the interview, ask the
7 source, point blank, what motivated him or her to come in and report the information, even if the source
8 volunteered areason earlier in the interview. Obtain a sworn statement from the Source, regarding the
9 information, if appropriate. It isbest to have the Source write (or type) the statement. Advisethe
10 source of the Privacy Act of 1974 and, if the sourceisa U.S. citizen, ask for full name, rank (for military
11 or DOD civilian personnel) or occupation for non-DOD personnd, duty position, unit of assgnment (for
12 military or DOD civilian personnd), socid security number, date and place of birth (required for military
13 or DOD civilian personnd, requested for non-DOD personnel), type of security clearance and leve of
14 access, and full current address. Determine who else knows about the incident or Situation, either
15 directly or indirectly. Determine the source's desires regarding the release of the source's identity.
16 Determine the source's willingness to be recontacted by Cl personnel or those from another agency
17 should the need arise regarding the information provided. Obtain recontact information from the source
18 (work or residence). Have the source execute a disclosure warning and attach the affirmation to the
19 report as an exhibit. Finaly, express gppreciation for the information received.

20 7007. Captured Material Exploitation. If the Stuation permits, Cl personnel should exploit enemy
21 ingalaions immediately following its neutraization or capture. The inddlation is searched thoroughly
22 for documents, equipment, and other materid of intelligence or Cl interest®, which will marked and

23 rapidly transported to MAGTF interrogator/trand ators (see figure 7-4 for an example of a

24 captive/document/equipment tag). In some instances, it may be desirable to retain the documents or
25 materid within the ingalaion for thorough examination by technical intelligence personne or other

26 specidigs. Due to the risks of boobytraps, mines, and explosives, extreme caution must be used when
27 searching ingalations known or suspected to have been occupied by the enemy.

° Procedures for the disposition of enemy documents and material will be contained in MCWP
2-15.5, Human Resource Intelligence, planned for publication by the end of FY 99.
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1 DO NOT REMOVE TAG FROM CAPTIVE/DOCUMENT/EQUIPMENT
2 DOCUMENT TAG INSTRUCTIONS
3 (Document Tag)
4 TAG NUMBER 1. Complete lower hdf of tag for
5 each document or group of
6 DATE/TIME OF CAPTURE__ documents captured from one
7 individud or location.
8 PLACE OF CAPTURE (coord.) 2. Wrap document to prevent loss
9 or damage.
10 DOCUMENTS FOUND ON: 3. Securely affix tag to document.
11 __CAPTIVE 4. If captured from other than an
12 __OTHER (Describe) individud, evacuate through
13 intelligence channdls.
14 Additiond informetion:
15 CAPTURING UNIT
16
17 DO NOT REMOVE TAG FROM CAPTIVE/DOCUMENT/EQUIPMENT
18 Figure 7-4. Captive/Document/Equipment Tag

19 7008. CI Technical Collection and Investigative Techniques. Technicd collection and

20 investigative techniques can contribute materialy to the overdl Cl investigation and activities. _They can
21 assigt in supplying the commander with factud information on which to base decisons concerning the
22 security of the command. Cl investigators sdlectively avariety of technicd investigative techniques, of
23 which the following are those mogt typicaly employed in support of MAGTF operations: eectronic
24 surveillance; investigative photography and videotaping; polygraph, and technica survelllance

25 countermeasures (TSCM).

26 a. Electronic Survelllance. Electronic survelllanceisthe use of eectronic devices to monitor
27 conversations, activities, sound, or dectronic impulses. It isan ad in conducting Cl investigative
28 activities. Various condtitutiond and directives regulate the use of wiretgpping and eectronic

29 eavesdropping and must be gtrictly adhered to by ClI personnd.
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1 (1) Technica Surveillance Methodology. Technica survelllance methodology (including those
2 which may be employed by enemy intelligence and security forces) congds of:

3 (a) Pickup Devices. A typical system involves a transducer (such as a microphone, video
4 camera, or Smilar device) to pick up sound or video images and convert them to dectrica impulses.

5 Pickup devices are available in practically any sze and form. They may appear to be common items,
6 such asfountain pens, tie clagps, wristwatches, or household or office fixtures. It isimportant to note

7 that the target area does not have to be physicaly entered to ingtal apickup device. The availability of
8 apower supply isthe mgor limitation of pickup devices. If the device can be ingdled so its dectrical
9 power is drawn from the available power within the target area, there will be minimdl, if any, need for

10 someone to service the device.

11 (b) Trangmisson Links. Conductors carry the impulses created by the pickup device to the
12 listening pogt. In lieu of conductors, the impulses can go to a transmitter which converts the dectrica
13 impulsesinto a modulated radio frequency (RF) sgnd for transmission to the listening post. The

14 smplest transmisson system is conventiond wire. Exigting conductors, such as used and unused

15 telephone and dectrical wire or ungrounded electrica conduits, may aso be used. The development of
16 miniature electronic components permits the crestion of very smdl, easly conceded RF tranamitters.
17 Such transmitters may operate from standard power sources or may be battery operated. The devices
18 themselves may be continuoudy operated or remotely activated.

19 (c) Ligening Podts. A listening post congists of an area containing the necessary equipment to
20 receive the sgnds from the tranamission link and process them for monitoring or recording. Listening
21 posts use areceiver to detect the sgnd from an RF transmission link. The receiver converts the sgnd to
22 an audio-video frequency and feeds it to the monitoring equipment. Use any radio recelver competible
23 with the transmitter. Receivers are small enough to be carried in pockets and may be battery operated.
24 For wire transmission links only, a tape recorder is required. Y ou can use many commercidly available
25 recordersin technical survelllance systems. Some of these have such festures as a voice actuated

26 dtart-stop and variable tape speeds (extended play). They may dso have automatic volume control and
27 can be turned on or off from aremote location.

28 (2) Teephone Monitoring. Monitoring telephone conversations is one of the most productive
29 means of surreptitious collection of information. Because atelephone is used so frequently, people tend
30 to forget that it poses a Sgnificant security threst. Almost dl telephones are susceptible to "bugging” and

31 "tgpping.”

32 (@ A bug isasmdl hidden microphone or other device used to permit monitoring of a
33 conversation. It dso dlows ligening to conversationsin the vicinity of the telephone, even when the
34 tdlephoneisnot in use.

35 (b) A tdephone tap is usudly adirect connection to the telephone line which permits both
36 Sdes of ateephone conversation to be monitored. Tapping can be done at any point aong the line, for
37 example, a connector blocks, junction boxes, or the multiwire cables leading to a teephone exchange
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1 or did centrd office. Telegphone lineman's test sets and miniature telephone monitoring devices are
2 examples of tgps. Indirect tapping of aline, requiring no physica connection to the line, may aso be
3 accomplished.

4 (c) The most thorough check is not absol ute insurance againg telephone monitoring. A did

5 centrd office or telephone exchange sarvices dl telephonelines. The circuits contained within the dia

6 centra office dlow for the undetected monitoring of telephone communications. Mogt telephone circuits
7 sarvicing interstate communications depend on microwave links. Communications viamicrowave links
8 are vulnerable to intercept and intelligence exploitation.

9 (3) Miscdlaneous. Current dectronic technology produces technica surveillance devices that
10 are extremely compeact, highly sophisticated, and very effective. Miniaturized technica surveillance
11 systems are available. They can be disguised, concealed, and used in a covert or clandestine manner.
12 The variations of their use are limited only by the ingenuity of the technician. Equipment used in
13 technica survelllance sysems variesin Sze, physicd gppearance, and cepacity. Many are identical to,
14 and interchangeable with, components of commercidly available telephones, calculators, and other
15 dectronic equipment.

16 b. Investigative Photography and Video Recording. Photography and video recording in Cl
17 investigationsincludes:

18 (1) Identification of Individuas. Cl personnel perform both overt and surreptitious photography
19 and video recording.

20 (2) Recording of Incident Scenes. Cl personnel photograph overdl views and specific shots of
21 items a the incident scene.

22 (3) Recording Activities of Sugpects. Cl personnd use photography and video recording to
23 provide arecord of a suspect's activities observed during surveillance or cover operations.

24  c. Polygraph. The polygraph examination is ahighly structured technique conducted by speciadly
25 trained Cl personne certified by proper authority as polygraph examiners. DOD Dir 5210.48, DOD
26 Polygraph Program, provides guidance for the polygraph program generdly.

27 (1) WhenUsed. Do not conduct a polygraph examination as a substitute for securing evidence
28 through skillful investigation and interrogetion. The polygraph examination is an investigative aid and can
29 be used to determine questions of fact, past or present. Cl personne cannot make a determination

30 concerning an individud's intentions or mativations, Since these are states of mind, not fact. However,
31 condder the examination results aong with dl other pertinent information available. Polygraph results

32 will not be the sole basis of any find adjudication.

33 The conduct of the polygraph examination is gppropriate, with respect to Cl investigations, only:
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1 (@ When dl invedtigative leads and techniques have been completed as thoroughly as
2 circumstances permit.

3 (b) When the subject of the investigation has been interviewed or thoroughly debriefed.
4 (c) When veification of the information by means of polygraph is deemed essentid for
5 completion or continuation of the investigation.

6 (d) To determineif aperson is attempting deception concerning issues involved in an

7 investigation.

8 (e) To obtain additiond leads concerning the facts of an offense, the location of items,

9 wheregbouts of persons, or involvement of other, previoudy unknown individuas.

10 (f) To compare conflicting statements.
11 (9) To verify statements from witnesses or subjects.
12 (h) To provide ajust and equitable resolution of a Cl when the subject of such an

13 investigation requests an exculpatory polygraph in writing.

14 (2) Phases. The polygraph examination conssts of three basic phases: pretest, intest, and
15 posttest.
16 (a) During the pretest, appropriate rights advisement are given and awritten consent to

17 undergo polygraph examination is obtained from al examinees who are suspects or accused. Advise
18 the examinee of the Privacy Act of 1974 and the voluntary nature of examination. Conduct a detailed
19 discussion of the issues for testing and complete the fina formulation of questions to be used during
20 testing.

21 (b) During the intest phase, ask previoudy formulated and reviewed test questions and

22 monitor and record the examinee's reponses by the polygraph instrument. Relevant questions asked
23 during any polygraph examination must dedl only with factua Stuations and be as smple and direct as
24 possible. Formulate these questions so that the examinee can answer only with ayes or no. Never use
25 or ask unreviewed questions during the test.

26 () If responses indicate deception, or unclear responses are noted during the test, conduct a
27 posttest discussion with the examinee in an atempt to dicit information from the examinee to explain
28 such responses.

29 (3) Outcomes. A polygraph examiner may render one or more of four possible opinions
30 concerning the polygraph examination:
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1 (& No Opinion (NO) -- rendered when less than two charts are conducted concerning the
2 relevant issues, or amedica reason hdts the examination. Normaly, three charts are conducted.

3 (b) Inconclusive (INCL) -- rendered when there isinsufficient information upon which to
4 make a determination.

5

6 (c) No Deception Indicated (NDI) -- rendered when responses are consistent with an

7 examinee being truthful regarding the rlevant aress.

8 (d) Deception Indicated (DI) -- when responses are consistent with an examinee being
9 untruthful to the rlevant test questions.

10 (4) Factors Affecting Polygraph Results. Certain mentd or physica conditions may influence a
11 person's suitability for polygraph examination and affect responses during testing. Cl personnel should
12 report any information they possess concerning a person's menta or physical condition to the polygraph
13 examiner before scheduling the examination. Typica conditions of concern are:

14 (8) Mentd disorders of any type.

15 (b) Any history of heart, respiratory, circulatory, or nervous disorders.

16 () Any current medica disorder, to include colds, alergies, or other conditions (such as
17 pregnancy or recent surgery).

18 (d) Use of drugs or dcohal before the examination.

19 (e) Mentd or physcd fatigue.

20 (f) Pain or physicd discomfort

g | (5) Conducting the Polygraph

23 (& To avoid such conditions as mentd or physical fatigue, do not conduct prolonged or

24 intensve interrogation or questioning immediately before a polygraph examination. Cl personnd tdll the

25 potentia examinee to continue taking any prescribed medication and bring it to the examination. Based
26 on information provided by Cl personnd and the examiner's own observations, the polygraph examiner
27 decides whether or not a person isfit to undergo examination by polygraph. When Cl personnd ask a

28 person to undergo a polygraph examination, the person istold that the examination is voluntary and that
29 no adverse action can be taken based soldly on the refusa to undergo examination by polygraph.

30 Further, the person isinformed that no information concerning arefusd to take a polygraph examination
31 isrecorded in any personnd file or record.
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1 (b) Cl personnel will make no attempt to explain anything concerning the polygraph

2 ingrument or the conduct of the examination. If asked, they should inform the person that the polygraph
3 examiner will provide afull explanation of the instrument and al procedures before actud testing and

4 that dl test questions will be fully reviewed with the potential examinee before testing.

5 (c) Conduct polygraph examinations in aquiet, private location. The room used for the

6 examination must contain, as aminimum, adesk or table, a chair for the examiner, and a comfortable

7 chair with wide arms for the examinee. The room may contain minima, Smple decorations, must have

8 a least one blank wall; and must be located in a quiet, noise-free area. Idedlly, the room should be

9 soundproof. Visud or audio monitoring devices may be used during the examination; however, the
10 examiner must inform the examinee that such equipment is being used and whether the examination will
11 be monitored or recorded in any manner.

12 (d) Normally, only the examiner and the examinee are in the room during examination.

13 When the examinee is an accused or suspect femae and the examiner isamae, afemade witness must
14 be present to monitor the examination. The monitor may be in the examination room or may observe
15 through audio or visud equipment, if suchisavailable.

16 (€) On occasion, Cl personnd mugt arrange for an interpreter to work with the examiner.
17 The interpreter must be fluent in English and the required language, and have a security clearance

18 gppropriate to the classfication of materid or information to be discussed during the examination. The
19 interpreter should be available in sufficient time before the examination to be briefed on the polygraph
20 procedures and to establish the proper working relationship.

21 (6) Miscdlaneous. Cl personnd will not prepare any agent reports concerning the results of a
22 polygraph examination. This does not include information derived as aresult of pretest or positest

23 admissions, nor does it include those situations where Cl personnel must be called upon by the examiner
24 to question the subject concerning those areas which must be addressed before the completion of the
25 examination.

26 d. Technical Surveillance Countermeasures (TSCM)
27 (1) TSCM versus TEMPEST. TSCM is concerned with al sgnasleaving a sengtive or secure

28 areq, to include audio, video, and digital or computer Sgnals. There is a definite distinction between
29 TSCM and TEMPEST.

30 (& TEMPEST isthe unintentional emanation of eectronic Sgnds outsde a particular piece of
31 equipment. Information systems, computers, and electric typewriters creste such sgnals. Thewordsto
32 focus onin TEMPEST are "known™" and "unintentiona” emanations. TEMPEST is controlled by careful
33 engineering or shidding.

34 (b) TSCM is concerned with the intentiona effort to gether intelligence by foreign intelligence
35 activities by impulsing covert or clandestine devicesinto aU.S. facility, or modifying existing equipment
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1 within thet area. For the most part, intelligence gained through the use of technica survelllance means
2 will be accurate, as people are unaware they are being monitored. At the same time, the implanting of
3 such technica surveillance devicesis usudly alast resort.

4 (2) Threat. Enemy intelligence and security forces, their agents, and other persons use dl
5 avallable meansto collect sengtive information. One way they do thisis by using technica surveillance
6 devices, commonly referred to as"bugs' and "taps.” Such devices have been found in U.S. fecilities
7 worldwide. Security weaknessesin eectronic equipment used in everyday work have aso been found
8 worldwide. The enemy eadily exploits these weaknesses to collect sendtive or classified conversations
9 aswdll astheinformation being processed. They areinterested in those things said in (Supposed)
10 confidence, sncethey are likely to reved future intentions. 1t should be stressed that the threet is not
11 just audio, but video camerasgnds, aswell as data Devices are usualy placed to make their detection
12 dmost impossible without specidized equipment and trained individuas.

13 (3) The TSCM Program. The purpose of the TSCM program is to locate and neutraize

14 technica surveillance devices that have been targeted against U.S. sensitive or secure areas. The TSCM
15 program is designed to identify and enable the correction of exploitable technical and physica security
16 vulnerabilities. The secondary, and closdly interrelated purpose, is to provide commanders with a

17 comprehendve evauation of their facilities technica and physicd security postures. DODINST 5240.5,
18 DOD Technical Surveillance Countermeasures Survey Program’, OPNAVINST C5500.46,

19 "Technical Surveillance Countermeasures, and MCO 5511.11D, Technical Surveillance

20 Countermeasures Program, govern the implementation of this program.

21 (@ The TSCM program includes four separate functions, each with adirect bearing on the
22 program.
23 > Detection Redizing that the threet isthere, the first and foremost function of the

24 TSCM program isto detect these devices. Many times these devices cannot be easily detected.
25 Occasondly, TSCM personnel will discover such adevice by accident. When they discover adevice,
26 they must neutrdize it.

27 > Nullification Nullification includes both passive and active measures used to neutralize
28 or negate devicestha arefound. An example of passve nullification is soundproofing. But

29 soundproofing that covers only part of aroom is not very helpful. Excessve wires must be removed, as
30 they could be used as a transmission path from the room. Nullification also refers to those steps taken to
31 make the emplacement of technica surveillance sysems as difficult as possble. An example of active
32 nullification is the removd of adevice from the area

33 > |solation. The third function of the TSCM program isisolation. Thisrefersto limiting
34 the number of sengitive or secure areas and ensuring the proper construction of these aress.

35 > Education Individuds must be aware of the foreign intelligence threet and what part
36 they play should a technica surveillance device be detected. Additionaly, people need to be dert to
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1 what isgoing on in and around their area, particularly during condruction, renovations, and ingtdlation of
2 new equipmen.

3 (b) The TSCM program consists of Cl technica investigations and services (such as surveys,
4 ingpections, pre-construction advice and assstance) and technical security threet briefings. TSCM

5 investigations and services are highly specidized Cl investigations and are not be to confused with other
6 compliance-oriented or administrative services conducted to determine afacility's implementation of

7 various security directives,

8 > TSCM Survey. Thisisan dl-encompassing investigetion. Thisinvedtigationisa

9 complete eectronic, physca, and visua examination to detect clandestine survelllance systems. A
10 by-product of thisinvestigation is the identification of physica and technica security wesknesseswhich
11 could be exploited by enemy intelligence forces.

12 > TSCM Inspection. Normaly, once a TSCM survey has been conducted, it will not
13 be repested. If TSCM personne note severa technica and physica wesknesses during the survey,

14 they may request and schedule an ingpection & alater date. In addition, they will schedule an ingpection
15 if there has been an increased threst posed to the facility or if there is some indication thet a technical

16 penetration has occurred in the area. No fadility, however, will qudify automatically for recurrent

17 TSCM support.

18 > TSCM Pre-construction Assistance. Aswith other technicad aress, it ismuch less
19 expensive and more effective to build in good security from the initid stages of anew project. Thus,
20 pre-construction assstance is designed to help security and construction personnd with the specific

21 requirements needed to ensure that a building or room will be secure and built to sandards. This saves
22 money by precluding costly changes later on.

23 (c) Request for TSCM Support

24 > Requestsfor, or references to, a TSCM investigation will be classfied SECRET,

25 marked with the protective security marking, and receive limited dissemination (to include no

26 dissemination to any non-U.S. recipient). The fact that support is scheduled, in progress, or completed,
27 isclassfied SECRET.

28 > No request for TSCM support will be accepted via nonsecure means. Nonsecure
29 telephonic discussion of TSCM support is prohibited.

30 > All requests will be considered on a case-by-case basis and should be forwarded
31 through the chain of command via the unit's intelligence officer or security manager.

32 > \When requesting or receiving support, the facility being inspected must be complete
33 and operationd, unless requesting pre-congtruction advice and assstance. If any additiona equipment
34 goes into the secure area after the investigation, the entire area is suspect and the investigation negated.
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1 > Fully justified requests of an emergency nature, or for new facilities, may be submitted
2 a any time, but should be submitted at least 30 days before the date the support is required.

3 (d) Compromises. The compromise of a TSCM investigation or service is a serious security
4 violation with potentially severe impact on nationd security. Do not compromise the investigation or
5 sarvice by any action which discloses to unauthorized persons that TSCM activity will be, isbeing, or
6 has been conducted within a specific area. Unnecessary discussion of a TSCM investigation or service,
7 paticularly within the subject ares, is especidly dangerous. If aligening deviceisingdled in the ares,
8 such discussion can dert persons who are conducting the surveillance and permit them to remove or
9 deactivate their devices. When deactivated, such devices are extremedly difficult to locate and may
10 require implementation of destructive search techniques. In the event aTSCM investigetion or sarviceis
11 compromised, the TSCM team chief will terminate the investigation or service a once. Report the
12 circumstances surrounding the compromise of the investigation or service to the supported unit's or
13 inddlations intelligence officer or security manager.

14 (e) Completion When a TSCM survey or ingpection is completed, the requester is usudly
15 given reasonable assurance that the surveyed areais free of active technica surveillance devices or
16 hazards.

17 > TSCM personne inform the requester about dl technica and physical security
18 vulnerahilities with recommended regulatory corrective actions.

19 > Therequester should know that it isimpossible to give postive assurance that there
20 are-no devicesin the surveyed area.

21 > The security afforded by the TSCM investigation will be nullified by the admisson to
22 the secured area of unescorted persons who lack the proper security clearance. The TSCM

23 investigation will dso be negated by: (8) Falling to maintain continuous and effective survelllance and
24 control of the serviced areg; (b) allowing repairs or dterations by persons lacking the proper security
25 clearance or not under the supervison of quaified personnd; and (¢) introducing new furnishings or

26 equipment without a thorough ingpection by qudified personnd.

27 (f) Subseguent Security Compromises. Report immediately to the intelligence officer or

28 security manager the discovery of an actud or suspected technical survelllance device viaa secure

29 means. All information concerning the discovery will be handled a a minimum of SECRET. Inddlation
30 or unit security managers will request an immediate investigation by the supporting CI unit or supporting
31 TSCM dement.

32 7009. Counterintelligence Surveys/Vulnerability Assessments, Evaluations, and I nspections

33 a Tactical Operations. During operations, Cl surveysivulnerability assessments, evauations, and
34 ingpections, including TSCM ingpections and surveys, are usudly limited to permanent ingalationsin
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1 rear areas or to key MAGTF C2 facilities. Purdy physica security surveys and ingpections not faling
2 under the cognizance of Cl are conducted by trained physica security specidists under the purview of
3the MAGTF PMO. In those instances where perimeter security is the respongbility of atactica unit,
4 the physical security portion of the CI survey is primarily concerned with those areas within the
5 perimeter containing classified materid and areas susceptible to sabotage and terrorist attack. Specid
6 weapons Stes require extra emphasis and may include Cl monitoring of shipmentsin addition to other
7 security services. Close and continuous liaison and coordination should be conducted with the locdl
8 PMO during any Cl survey, with the exception of aTSCM survey, to ensure complete coverage of the
9 physical security aspects and any other areas with which the PMO may assst. See appendix E for aCl
10 survery/vulnerability assessment checklist and the format for a Cl survery/vulnerability assessment
11 report.

12 b. Garrison Counterintelligence | nspections

13 (1) Cl inspections are performed by commanders to determine compliance with established

14 security policies and procedures. Cl credentias are intended for use of personnd on officia Cl misson.
15 CMC(CIC) is designated as the office of record for Cl credentids. Credentids are not transferable

16 and may not be reproduced nor dtered. Credentias are only issued to personnd who have completed
17 aformd course of ingtruction in Cl which qualified them for MOS 0204/0210/0211. The presentation
18 of CI credentids certifies the bearer ashaving a TOP SECRET security clearance and specia

19 compartmented information (SCI) access. Personnel are directed to render al assistance to properly
20 identified Cl personnd in the performance of their duties. Cl personnd, while in the performance of

21 their official duties are authorized accessto al spaces (see MCO 3850.1H, Counterintelligence, and
22 SECNAYV 5510.1H for additiona amplification). The commander is overdl responsble for security

23 within his command, however these responsibilities are executed by a variety of personnd to include the
24 Command Security Manager, Intelligence Officer, Operations Officer, Classfied Materia Control

25 Center (CMCC) Custodian and COMSEC Materid System (CMS) Custodian. The scope of the

26 ingpection will vary depending on its type and purpose. Inspections may include the following:

27 (a) Determineif assgned personnel with access to classified materia are properly cleared.
28 (b) Determine if classified materid is properly safeguarded by assigned personnedl.

29 (c) Examination of facilities and containers used for storing dassified materia to determine
30 adequacy.

31 (d) Examination of procedures for controlling entrances and exits, guard systems, and specia

32 guard ingruction relating to security of classfied materid and sendtive aress.

33 (€) Examine the security and control of unit communications and informeation resources.
34 (f) Provide back brief to command security/intelligence personne and formal results as
35 required.
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1 (2) Command ingpections include announced and unannounced inspections.

2 (8 Announced Inspections. An announced ingpection is one that has been publicized. All
3 personnel concerned are aware of the ingpection schedule and make preparations as necessary.

4 Ingpections are conducted on a recurring basis to ensure security Standards remain at ahigh level. The
5 announced ingpection is often accomplished with ingpections conducted by the ingpection staff of the

6 common or asenior headquarters.

7 (b) Unannounced Inspections. The unannounced inspection is conducted to determine

8 compliance with security policies and procedures a atime when specia preparations have not been

9 made. The unit or section to be ingpected is not informed in advance of the inspection. The ingpection
10 may be conducted at any time during or after norma working hours.

11 7010. CI Support tothe Crisis Action Team Intelligence Cell. When anintdligence cdl is

12 established in response to aterrorist threet or incident, Cl personnd jointly man it with CID, NCIS, and
13 if required, civilian law enforcement agents. The intelligence cdll coordinates the intelligence,

14 investigative, and crimina information needs of the ingtalation and the on-scene operational commander.
15 It should be separate from both the operations center and the crisis management force/on-scene

16 commander but linked to both by a Sde variety of wire and wireless communications means, including a
17 direct datalink. The design of the intelligence should be flexible to dlow for the rapid integration of

18 other federd, state, and loca agencies, as appropriate. An intelligence cell may be established bothin a
19 garrison and afield environmen.

20 7011. CI Mission Profiles. Thefallowing Cl misson profileswereinitidly developed to ad Cl
21 planning and execution in support of MEU(SOC) specid operations missons. They are, however,
22 pertinent to CI support of any MAGTF unit executing these missons.

23 a. AmphibiousRaid. Anamphibiousrad isalanding from the sea on a hogtile shore which
24 involves swift incurson into or temporary occupancy of an objective and mission execution, followed by
25 aplanned withdrawd. Key Cl requirementsinclude:

26 (1) Assst the unit intelligence, operations and communications and information systems (CIS)
27 officerswith intelligence, Cl, security and force protection planning.

28 (2) Provide operations security (OPSEC) guidance.

29 (3) Assess mission-oriented security vulnerabilities and devel op requirements; provide
30 countermeasures recommendations.

31 (4) Egtablish accessto Cl and HUMINT databases, automated links to JTF, other joint and
32 sarvices, coditions, and host nation sources to help identify, assess, and develop countermeasures for
33 threats.
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1 (5) Conduct CI/HUMINT collection operations to satisfy tasked priority intelligence
2 requirements (PIR) and intdlligence requirements (IR).

3 (6) Explore Cl database for information related to enemy or other potentid hogtile persondlities,
4 organizations, and ingalations (PO&1), and then develop the CI target reduction plan.

5 (7) Deveop/update Cl threat estimates, assst intelligence officer with devel opment/update of
6 dl-source intdligence estimate.

7 (8) Conduct liaison with U.S. embassy country team for third party ass stance/escape and
8 evason.
9 (9) Attach Cl personnel to raid force, when required, for document and materia exploitation or

10 on-scene debriefing/interrogation of friendly and/or enemy personnd in the objective area.
11 (20) Provide countersigns chalenges and passwords.
12 (12) Conduct CI debrief of raid force; update Cl files and databases.

13 b. Limited Objective Attacks

ig (1) Assg the unit intelligence, operations and CIS officers with intdligence, Cl, security and
16 force protection planning.

i; (2) Provide OPSEC guidance.

19 (3) Develop/update ClI threat estimates.

20 (4) Assess misson-oriented security vulnerabilities and develop requirements; provide

21 countermeasures recommendations.

22 (5) Assg in the planning and conduct of counter-reconnal ssance operations to support the
23 attack.
24 (6) Establish accessto Cl and HUMINT databases, automated links to JTF, other joint and

25 sarvices, coditions, and host nation sources to help identify, assess, and develop countermeasures for
26 threats. Explore Cl database for information related to enemy or other potential hostile persondlities,
27 organizations, and ingdlations (PO& 1), and then develop the CI target reduction plan.

28

29 (7) Conduct CI/HUMINT collection operations (e.g., photographic reconnaissance) to satisfy
30 tasked PIRsand IRs.
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1 (8) Identify Cl targets for possible exploitation and/or neutrdization.

2 (9) Assst ground combat ement (GCE) and aviation combat dement (ACE) intelligence
3 officers with escape and evasion plans.

4 (10) Attach CI personnel to GCE when required.

2 (11) Conduct liaison with U.S. embassy country team for third party escape and evasion
7 assstance

8 (12) Provide countersigns challenges and passwords.

9 (13) Conduct CI debrief of assault force; update Cl files and databases.

10 c¢. Noncombatant Evacuation Operation (NEO). A NEO is conducted for the purpose of

11 evacuating civilian noncombeatants from locations in a foreign faced with the threet of hostile or

12 potentidly hogtile action. 1t will normaly be conducted to evacuate U.S. citizenswhose livesarein
13 danger, but may aso include the evacuation of U.S. military personnd, citizens of the host country and
14 third country nationds friendly to the U.S. Key CI requirements include:

12 (1) Assg the unit intelligence, operations and CI S officers with intelligence, Cl, security and
17 force protection planning.

ig (2) Provide OPSEC guidance.

20 (3) Develop/update Cl thregat estimates.

21 (4) Assess mission-oriented security vulnerabilities and develop requirements; provide

22 countermeasures recommendations.
23 (5) Assgt in the planning and conduct of counter-reconnai ssance operations to support key Sites.

24 (6) Establish accessto Cl and HUMINT databases, automated links to JTF, other joint and

25 sarvices, coditions, and host nation sources to help identify, assess, and develop countermeasures for
26 threats. Explore ClI database for information related to enemy or other potential hostile PO& I, and then
27 develop the CI target reduction plan.

28 (7) Provide recommendations and planning ass stance regarding antiterrorism messures.
29 (8) Provide countersigns challenges and passwords.
30 (9) Provide ClI officer -- and possibly a Cl subteam or HET -- to the forward command e ement

31 (FCE) for on-scene liaison and support.
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1 (10) When directed, attach CI personnel to the combat service support eement (CSSE)
2 evacuation control center (ECC) to assigt in time sengitive debriefs, liaison, antiterrorism measures, and
3 to assis in personnd screening.

4 (11) Provide from CI database, a sanitized copy of the black, white, and gray lists to the CSSE
5 ECC for screening of persons of immediate interest.

6 (12) Conduct liaison with U.S. embassy country team for third party assistance.

7 (13) Conduct in-depth debriefs of non-combatant evacuees who may have information of

8 inteligence/Cl vaue.

9 d. Show of Force Operations. A show of force operation is designed to demongtrate U.S.
10 resolve, which involves increased vishility of deployed military forcesin an attempt to defuse a specific
11 Stuationthat, if alowed to continue, may be detrimental to U.S. interests or national objectives.

12 (1) Asss the unit intelligence, operations and CIS officers with intelligence, Cl, security and
13 force protection planning.
14 (2) Asss and coordinate with unit psychologica operations, public affars, and civil affars

15 planners, with emphasis on development of operationa plans to target and influence attitudes and
16 behaviors of personnd within the AO.

17 (3) Develop/update ClI threat estimates.
18 (4) Provide OPSEC guidance.
19 (5) Conduct liaison with U.S. embassy country team for third party assistance.

20 e Renforcement Operations

21 (1) Assg the unit intelligence, operations and CI S officers with intelligence, Cl, security and
22 force protection planning.

23 (2) Provide OPSEC guidance.

24 (3) Assess mission-oriented security vulnerabilities and develop requirements; provide

25 countermeasures recommendations.

26 (4) Assg in the planning and conduct of counter-reconnai ssance operations to support key sSites.
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1 (5) Egtablish accessto Cl and HUMINT databases, automated links to JTF, other joint and

2 sarvices, coditions, and host nation sources to help identify, assess, and develop countermeasures for

3 threats. Explore Cl database for information related to enemy or other potentid hostile PO& 1, and then
4 develop the Cl target reduction plan.

5 (6) Provide countersigns challenges and passwords.

6 (7) Attach CI personnel to GCE when directed to provide direct Cl support.

7 f. Security Operations

8 (1) Ass¢ the unit intelligence, operations and CI S officers with intelligence, Cl, security and
9 force protection planning.

10 (2) Provide OPSEC guidance.

11 (3) Provide recommendations and planning assistance regarding past hostile antiterrorism

12 messures, capabilities, and countermeasures development.

13 (4) Provide estimates and recommendations on on counterespionage and countersabotage
14 vulnerabilities and countermeasures.

15 (5) Conduct CI/HUMINT collection operations to satisfy tasked PIRs and IRs.

16 (6) Attach CI personnel to the GCE when directed for direct support to the GCE Commander
17 and to conduct specid activities ashore,

18 (7) Assg in the planning and conduct of counter-reconnaissance operations in the rear area..
19 (8) Establish accessto Cl and HUMINT databases, automated links to JTF, other joint and

20 sarvices, coditions, and host nation sources to help identify, assess, and develop countermeasures for
21 threats. Research Cl database for information related to PO& | and development of the Cl target
22 reduction plan.

23 (9) Provide countersigns challenges and passwords.

24  g. Civic Action. Military civic action isthe use of preponderantly indigenous military forces on
25 projects useful to the local population at al levelsin such fieds as education, training, public works,
26 agriculture, transportation, communications, hedth, sanitation, and others contributing to economic and
27 socid development, which would adso serve to improve the stlanding of the military forces with the

28 population.

29 (2) Provide OPSEC guidance.
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1 (2) Egtablish accessto Cl and HUMINT databases, automated links to JTF, other joint and
2 sarvices, coditions, and host nation sources to help identify, assess, and develop countermeasures for
3 threats.

4
5 (3) Provide terrorist and hodtile intelligence services (HOIS) threat data.
6 (4) Provide countersigns challenges and passwords.

7 (5) Conduct debriefs in support of the FORMICA® program.

8 h. Tactical Recovery of Aircraft and Personnel (TRAP). TRAPisamisson performed by an
9 assigned and briefed aircrew for the specific purpose of the recovery of friendly personnd, equipment,
10 and/or aircraft when the tactical Situation precludes search and rescue assets from responding and when
11 survivors and thelr location have been confirmed. The misson isto expeditioudy recover friendly

12 arcrews or personnd in awide range of politica environments and threet levels. Additiondly,
13 equipment will either be recovered or destroyed, dependent upon the severity of the threat and
14 environment, and the condition of the equipment. Key CI requirementsinclude:

15 (1) Assg the unit inteligence, operations and CIS officers with intelligence, Cl, security and
16 force protection planning.

17 (2) Provide countersigns challenges and passwords.

18 (3) Provide CI personnd to the recovery and security forces.

19 (4) Ensure isolated personnel report (ISOPREP) cards are up-to-date and readily accessible

20 for al appropriate personnd prior to any operation. |SOPREP cards should be prepared and retained
21 by either the unit security manager or its administrative officer. (See gppendix Jto Joint Publication

22 3-50.2, Doctrine for Joint Combat Search and Rescue, for the format and ingtructions for completing
23 ISOPREP cards.)

24 (5) Conduct friendly POW/MIA investigations.

25 (6) Assst GCE and ACE intelligence officers and TRAP commanders in devel oping escape and
26 evason plans.

6 Foreign military intelligence collection activity (FORMICA) is an overt intelligence collection

program, managed by the Defense HUMINT Service, concerning the debriefing of U.S. military and
DOD civiliansin reference to their travels and activities. Within the MAGTF FORMICA debriefings are
usualy conducted by Cl personnel. Additional information on the FORMICA program can be found in
DIAM 58-11, DOD HUMINT Policies and Procedures, and MCO 003820.1, FORMICA Program
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1 (7) Conduct liaison with U.S. embassy country team for third party escape and evasion and
2 other support.

3 (8) Conduct CI debrief of TRAP force.

4 i. In-Extremis Hostage Rescue (IHR)

5 (1) Asss the unit intelligence and operations officers with intelligence, Cl and force protection

6 planning.

7

8 (2) Provide countersigns challenges and passwords.
9

10 (3) Attach Cl personnd to the IHR strike dement when directed for target exploitation and
11 personnd handling.

12

13 (4) Provide OPSEC guidance.

14

15 (5) Assg in rgpid planning.

16

17 (6) Arrange for IHR force isolation.

18

19 (7) Conduct on-scene document and materia exploitation when directed.

20

21 (8) Conduct initial hostage/terrorist debriefs.

22

23 (9) Provide assstance in training the IHR force in urban survelllance and counter-surveillance.

24 (10) Conduct liaison with nationa and thester intelligence agencies on hostage rescue and
25 HUMINT operations.
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1 CHAPTER 8
2 COUNTERINTELLIGENCE TRAINING

38001. General. The effectiveness of command and supporting Cl and force protection security
4 measures often rests on the individud Marine's ability to recognize and accurately report thrests to the
5 security of the command. 1t o rests on his willing acceptance of ahigh degree of security discipline.

6 a Qverall Objective. The ultimate objective of Cl training isto ensure effective contribution by dl
7 MAGTF personnd to the Cl effort and to ingtill a sense of security discipline. To ensure that the

8 individua Marine can provide effective Cl and security measures, Cl training is integrated with other

9 intelligence and command training programs.

10 b. Cl Personnel Objective. For Cl personnel, the objective of CI/HUMINT training isto ensure
11 that MAGTF CI personnd are capable of providing CI/HUMINT support required by the commander.
12 The desired result of CI/HUMINT training isthat Cl personnel can assst the commander in

13 accomplishing the assigned missons. Additiondly, it isto ensure non-MAGTF Cl organizations and

14 capabilities are understood and prepared to effectively integrate with and support MAGTF operations.

15 c¢. BadcCl Training. Basic Cl and security training requirements are common to al commands.
16 However, emphasis on certain subjects will vary according to the mission of the command and duty
17 assgnments of personnel within the unit. Generaly, training can be divided into the following categories:

18 (1) Badc Cl and security training for dl personnd.

19 (2) Training for officers and staff noncommissioned officers.
20 (3) Misson-oriented training.

21 (4) Traning for intelligence personndl.

22 8002. Basic Counterintelligence and Security Training for All Personnel. All personnd receive
23 training in Cl and force protection in order to safeguard friendly force information of vaue and

24 operdions from exploitation by the hogtile intelligence threat. Although not directly related to Cl or

25 security, the following related areas should be covered to ingtill avareness on the part of dl personnd:

26  a Marine Corps personne are subject to detention or captivity by foreign governments or
27 organizations because of their wide range of activities. At aminimum al Marinesrequire training --
28 individua, collective and unit -- in the following:

29 (1) Operations security, to include its purpose, how to identify unit/individud patterns and
30 profiles that can be identified and exploited by the enemy, and countermeasures to minimize or eiminate
31 these.
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1 (2) Information security, to include levels of security dlassification, when to gpply and
2 ramifications of these on friendly operations, development of operationd and functiona classification
3 guidance and criteria, downgrading and declassfication,

4 (3) Personnd security, to include individua standards, how to identify risks and vulnerabilities,
5 and individua and command actions to take when these are identified.

6 (4) Chdlenges and practices for each of the above when conducting MAGTF operations with
7 non-U.S. military forces, non-governmental organizations, private volunteer organizations, and news
8 media organizations.

9 (5) Purpose and procedures for the use of countersigns chalenges and passwords.

10 (6) Survivd, evasion, resistance to interrogation, escape (SERE), to include training on
11 prospective areas of operation, the nature and attitude of the civilian populaces, and the techniques and
12 procedures used by threat forces.

13 (7) Communicetions and information security vulnerabilities and countermeasures.
14 (8) U.S. code of conduct.

15 b. Marines may be required by operationa necessity to detain foreign nationds. Asaresult, they
16 are required to know the laws of war and the individud rights and respongibilities under the Geneva
17 Convention of 12 Aug 1949, for those captured or detained by MAGTF units.

18 8003. Training for Officersand Staff Noncommissioned Officers. All officers and enlisted

19 personnd -- regardless of MOS -- must receive training in the following CI and security subjects. Entry
20 level and basic military occupationd specidty training programs are best suited for initid training to these
21 aress. Follow-on training based on unit misson (mission-oriented training) and professonda

22 devel opment/education should be conducted throughout the careers of al Marines.

1

DOD Dir 1300.7, Training and Education Measures Necessary to Support the Code of
Conduct, provides policy and guidance on SERE training. It establishesthree levels:

a Leve A: theminimum level of understanding required of al Armed Forces personnd, to be
provided during entry level training.

b. Level B: the minimum level of understanding required of military personnel whose military
occupationa specidlities and assignments entail moderate risk of capture. Level B training isto be
conducted as soon as possible upon assumption of the duty/MOS that makes them dligible.

c. Level C: the minimum level of understanding required of military personnel whose
MOS/assignment entails significant risk of capture, or whose position, rank, or seniority make them
vulnerable to greater than average targeting/exploitation by enemies or other threats. Examples include
aircrews, ground reconnaissance personnel, and military attaches.
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1 a Operations security isaprocess of andyzing friendly actions attendant to military operations and
2 other activities to:

3 (1) Undergtand, identify and properly employ the use of essentid dements of friendly
4 information (EEH).

5 (2) Identify those friendly actions and operationd patterns that can be observed and exploited
6 by enemy intdlligence forces.

7 (3) Determine indicators that hostile intelligence e ements might obtain. These indicators could
8 beinterpreted or pieced together to derive critica information in time to be useful to adversaries.

9 (4) Sdect, plan and execute friendly protective measures that eliminate or reduce to an
10 acceptable level the vulnerabilities of friendly actions to adversary exploitation.

11  b. Protecting classfied materiad and other information that may be of vaue to the enemy. All

12 personnel must be able to name and define, in generd terms, the three levels of security classfication,
13 minimum security standards, and the potential damage that may be caused if thisinformation should be
14 exposed to unauthorized persons. Officers and SNCOs must in particular understand how to apply
15 these to ther activities and products, both generdly as well as within the specific exercise/operation
16 classfication guidance.

17 c. Bvduating the suitability of subordinate personnd who have access to classfied information.
18 Officers and staff noncommissioned officers must be able to recognize indicators associated with
19 potentid involvement or susceptibility to espionage activities, such as unexplained affluence, erratic
20 behavior, or mood swings, and then initiative action in accordance with OPNAVINST 5510.1.

21 d. Hodileinteligence services organizations, capabilities, and methods of operation and acquisition
22 of information. Additionaly, briefs on current events concerning attempts and/or acts of espionage,

23 subversion, terrorism, or sabotage should be emphasized. Individud responsibilities for reporting

24 foreign contact, perceived or actud attempts at espionage or subversion, and undue interest on the part
25 of anyone to acquire terrorist countermeasures as well asintelligence collection operations should be
26 stressed regardless of MOS.  Routine threat awareness should become a part of each person's

27 professond military education objectives. Thisismost easily satisfied a forma professond military
28 education courses or correspondence courses, but can aso be obtained during mission-oriented

29 training. Specid attention should be paid to indications of the levd of terrorist/subversve activity

30 through unclassified or classfied articles/publications and through tailored briefs, particularly in those
31 countries identified as high threet areas. (See DODINST 5240.6, Cl Awareness and Briefing

32 Program, for additiond informétion.)

33 e Useof countersigns chalenges and passwords.

34 f. Purpose, scope, organization, capabilities and limitations of Marine Corps Cl assats.
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1 g Theidentities and responghilities of al unit personnd responsible with key leadership roles
2 regarding unit security, to include:

3 (1) Unit security manager® -- overal coordination of unit security.
4 (2) G/S-1 -- principd daff cognizance for classfied materias control.
5 (3) G/S-2 -- principd dtaff cognizance for sengitive compartmented informeation and specia

6 security, and identification of enemy intelligence capabilities and operations.

7 (4) G/S-3 -- principd staff cognizance for force protection, command and control protection,
8 operations security, counter-reconnaissance, deception, and electronic protection.

9 (5) G/S-6 -- principd staff cognizance for communications and information systems (CIS)
10 security, cryptographic materials system.

11 (6) Headquarters commandant -- principa staff cognizance for physica security.

12 h. Handling of personne of CI interest during MAGTF operations, to include the identification,
13 control, and reporting of persons, ingalations and materids of Cl interest.

14 8004. Mission-Oriented Training

15 a General. Misson-oriented training ensures that the unit's objectives are achieved by employing
16 the proper Cl measures. Unit SOPs and training exercises should include the following:

17 (1) Operations security measures and passive countermeasures to protect sengitive or classified
18 information from the enemy or unauthorized personnd.

19 (2) Counter-reconnaissance activity to prevent observation from opposing forces, such as
20 patrols, camouflage, and other measures.

21 (3) Other security measures designed specificaly for each type of unit and the nature of the
22 operation.

23 (4) CI'S security procedures designed to lessen friendly signatures and susceptibility to hogtile
24 radio eectronic combat operations.

25 (5) SERE training for those personnd whose military jobs, specidties, or assgnments entail
26 moderate risk of capture.

2 The unit security manager is generally either the chief of staff or executive officer.
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1 b. Counterintdligence Personnd. A complete listing and description of mission performance
2 dandards for CI personne can be found in MCO 1510.58. The following identifies the principa
3 individua and misson training Sandards.

4 (1) Supervise marine gaff counterintelligenceHUMINT section garrison activities
5 (2) Supervise marine gaff counterinteligenceHUMINT section in atactica environment
6 (3) Supervise counterintdligence tearHUMINT exploitation team headquarters activities and
7 operations
8 (4) Monitor counterinteligence training plan for counterintelligence personnd
9 (5) Prepare the counterintelligence standing operating procedures (SOP)
10 (6) Brief CI/HUMINT mission and authorizing directives and regulations.
11 (7) Conduct counterintelligence screening
12 (8) Conduct mobile and gtatic checkpoints
13 (9) Conduct counterintdligence activitiesin support of cordon and search
14 (20) Conduct counterintelligence survey
15 (11) Conduct missing in action investigation
16 (12) Conduct an investigation of an act of espionage, sabotage, subversion, or terrorism
17 (13) Conduct counterintelligence surveillance
18 (14) Conduct counterintelligence countersurveillance
19 (15) Conduct HUMINT operations
20 (16) Conduct counterintelligence interrogation
21 (17) Conduct map tracking during interrogation and interviews
22 (18) Exploit captured documents and equipment
23 (19) Conduct counterintelligence ducidation
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1 (20) Conduct counterintelligence debrief

2 (21) Conduct counterintelligence interview

3 (22) Conduct counterintelligence’humint liaison

4 (23) Account for operationa funds

5 (24) Conduct technica surveillance countermeasures service

6 (25) Maintain counterintelligence and human resources equipment

7 (26) Operate current automated intelligence sysems

8 (27) Provide counterintelligence support to MAGTF operations

9 (28) Conduct ClI activities in support of noncombatant evacuation operations

10 8005. Training of Intelligence Section Personnel. The following subjects are consdered
11 appropriate for the Cl training of intelligence section personnd and should incorporate MAGTF, other
12 services, joint and nationd capabilities, issues and operations.

13 a Counterintelligence Callection, Processing, Production and Dissemination Capabilities
14 and Organizations

15 b. C2and CISArchitecture. C2 and supporting communication-information systems operations,
16 both for interna Cl activities and for overal integrated Cl/intelligence operations.

17  c. Counterinteligence Sources of Information and M ethods of Reporting. Walk-ins, host
18 nation liaison activity, and line crossers and CFSO are examples of sources utilized in CI/HUMINT
19 operations to support command information objectives.

20 d. CI Support Activities. Thisincludes Cl surveysvulnerability assessments, technica support
21 and technicad survelllance countermessures.

22 e Intdligence Oversight. When inteligence specidist assats are atached/assigned, the minimum
23 reporting requirements and prohibited activities should be strictly monitored and enforced in accordance
24 with DOD 5240.1R Intelligence Oversight.

25  f. Unique Supply, Embarkation, Maintenance, and Other Functional Support to CI

26 8006. Peacetime Counterintelligence Training
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1 a. Exercises. Theconduct of Cl operationsin exercisesis closely controlled. All aspects of Cl
2 operations require the same security precautions and controls for exercises that are required for red
3 world operations.

4 (1) Planning. The use of exercise Cl provides commanders, staffs, and unitsinvolved
5 experience regarding Cl operations and in working with Cl information, rules, communications, and
6 personnel. Exercise Cl operations may be conducted whether or not an opposition force exists.

7 (a) Exercise Cl may be scripted or preplanned if an opposition force does not participate in
8 the exercise, such asfor a gaff exercise (STAFFEX) or acommand post exercise (CPX). Use of
9 scripted Cl should be planned well in advance of the exercise to dlow adequate time to script the
10 exercise Cl necessary to redigticaly support the exercise scenario. Coordination between exercise
11 planners and exercise Cl scripters isimportant to ensure that the exercise Cl emulatesredigtic Cl
12 activities, information flow and timelines (e.g., the time-sengtive limitations of Cl for timely reporting and
13 access to sources often do not integrate well with accel erated wargaming time clocks) in relation to the
14 notiond oppogtion force. All security requirements, such asfor the use of specid Cl communications,
15 must be maintained throughout the exercise.

16 (b) Exercise Cl operations may aso be conducted againgt alive opposition force, such as
17 during aMAGTF fidd exercise. This providesfor more redidtic training for both the Cl dement and
18 users of SIGINT participating in the exercise, as well as better Cl/other intelligence e ements integration
19 and training. Dependent on the level of the exercise, use of Smulators and nationd systems may be

20 requested for participation in the exercise to add redlism and enhance training.

21 b. Real World Support. During the conduct of exercises, particularly oversess, Cl performs

22 criticd, red-world support to the unit’ s force protection misson.  This support involves protecting the
23 force during prior to and during training process from exposure to or exploitation by hogtile inteligence
24 and security services, and terrorist actions targeting the force.

258007. CI Training Programs. CI training is adynamic, evolutionary, and never ending process. Due
26 to continua technologica advances and ever increasing sophistication of CI/HUMINT operations and
27 activities, itsimportance cannot be over emphasized. All personnel areto recaive training in Cl and

28 security as abagsfor fulfilling their basic responshilities to safeguard information of vaue to the hogtile
29 intelligence threat. Cl personne receive additiond training to improve their proficiency in accomplishing
30 the Cl misson.

31 a Individual Cl Personne Training. Thetraining of Cl personnd isdriven by MCO 1510.58
32 (Individud Training Standards[ITS]). ITS are derived from mission performance standards (MPS).
33 MPS are further derived from the combat requirements of the operating forces and establish a common
34 base of training for al Marines who have the same MOS. Cl personne undergo four distinct levels of
35 training to acquire, maintain, and increase thelr proficiency in the prescribed ITS.

36 (2) Pre-resdent/on-the-job training (OJT).
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1 (2 MAGTF CI Course, Forma Resident Training (forma MOS school, NMITC).
2 (3) Advanced training.

3 b. Responsibilities. The following personne have the responghility for ensuring thet avigble
4 program is established for each of the four levels of training:

5 (1) Pre-resident OJT -- Commanding Officer, CI/HUMINT Company.

6 (2) CI resident course -- Navy and Marine Corps Intelligence Training Center (NMITC).
7 (3) Advanced training community (CI/HUMINT Companies, MEF CIHOs, parent units,
8 HQMC).

9 c. Degriptions

10 (1) Pre-Resident On-The-Job Training. The foundation of the pre-resdent OJT program is
11 astandardized pre-resident training course (PRTC). The pre-resident OJT program also servesasa
12 vehicle for screening and evauating candidates for the CI MOS. The PRTC prepares the candidate for
13 the resdent CI Course. It dso provides him with a basdine knowledge from which resident training

14 commences. All candidates for the CI MOS must successfully complete the PRTC prior to advancing
15 to the second leved of training. Commanderswill diligently observe candidates during this period to

16 ensure they meet the high persona and professiona standards required of Cl personnel. To better

17 prepare a candidate for resident training, commanders should expand on the PRTC once a candidate
18 completesit. Thistraining will indude:

19 (@) Correspondence procedures/administration

20 (b) Communications and information systems

21 (c) Mapping and land navigation

22 (d) MAGTFs, JTF and theater Cl and intelligence organizations and capabilities

23 () CI methodology

24 (f) Report writing/writing skills

25 (9) Interpersona communications

26 (2) Cl Resident Formal School Training. Cl resdent entry-level forma school training for

27 both officers and enlisted Marinesis via the 17-weeks MAGTF Counterintelligence Agents Course
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1 conducted at the NMITC, Dam Neck, Virginia. Successful completion of this course provides basic
2 MOS qudlification (officers -- MOS 0204; enlisted -- MOS 0211) and certification as Level |

3 Anti-Terrorism/Force Protection Instructors. Once qudified, al Cl personnd are required to

4 maintain proficiency inthose ITS achieved.

5 (3) Advanced Training. Advanced training of Cl personnd in specidized skillsis conducted
6 to enhance ther abilities to perform increasingly complex tasks. Thistraining supplements and is

7 conducted with the post resdent training process. Thistraining includes, but is not limited to, the

8 fdlowing:

9 (@ Intdligence crosstraining
10 (b) TSCM
11 (c) Photographic, video and dectronic survelllance sysemstraining
12 (d) Military Officer Training Course/Military Officer Familiarization Course/Officer Support
13 Specidty Course (MOTC/MOFC/OSSC)
14 (e) Languagetraining
15 (f) SERE training
16 (9) Terrorism/counterterrorism
17 (h) Intdligence and CI communications and information systems
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1 CHAPTER 9
2 COUNTERINTELLIGENCE ADMINISTRATION

39001. General. Adminigration for the Cl dements conagts of files, reports, communications, and
4 emergency funds. Cl eements are respongble for establishing and maintaining operationd files essentia
5 to their combat Cl misson. The accomplishment of the Cl misson requires accurate, timely, and

6 pertinent reports disseminated in a usable form.  Cl has organic communications equipment to help
7 coordinate Cl activities and report information to other organizations. Emergency and extraordinary
8 expense (E& EE) funds are made available for Cl because of the nature of the missons.

99002. Files. Thefollowing operationd files are normally maintained in acombat environment by Cl
10 dements at dl echelons. Formats, organization and content for each should be coordinated with the
11 MEF AFC OIC or the supported unit's intelligence officer.

12  a Information concerning persondities, organizations, indalations, and incidents, of current and
13 future Cl interest. Often basic information of thistype is recorded in a card file/ffolder or automated
14 data base for ready reference. It isaso cross-indexed to more detailed information.

15 b. Correspondence and reports about specific operations and investigations.
16 ¢ Sourcerecords containing essentia data on sources of information.

17  d. Areafiles containing basic reference data and information on enemy intelligence activity and Cl
18 measures within a particular geographic area.

19 9003. Reports. CI reports are prepared to transmit accurate information to units to support planning,
20 decisonmaking and execution, to aid in the processing of intelligence, and to serve as arecord of Cl

21 activities. The method of dissemination of Cl information depends primarily on the nature and urgency
22 of theinformation, the location of the recelving units, the security requirements, and the means available.
23 Normdly, information is disseminated by record or voice messages, persond liaison, telephone,

24 briefings, messenger, and written reports. All CI reports will be written in accordance with the formats
25 prescribed for astandard naval letter or message. The report formatsin appendix E of this publications
26 are DOD gtandardized formats meant to enhance joint interoperability and should not be modified

27 unless absolutely necessary and following coordination with &l pertinent intelligence organizations.

28 Reports are classfied according to content.

29 9004. Personnd

30 a Augmentation. When additiona personne are needed, the requirement isidentified through the
31 intelligence officer to the personnd officer for vaidation by the commander. The request will then be
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1 forwarded through the chain of command to the MEF G-2 for follow-on tasking to the CI/HUMINT
2 company.

3 b. Global Sourcing. When the MEFs CI/HUMINT company resources are insufficient to fulfill a
4 vdidated requirement, it is then forwarded to Headquarters, Marine Corps, for globa sourcing support
5 from either the other MEFs or Marine Forces Reserve (MARFORRES).

6 C. Reserves. Therearethreereserve Cl teamswithin MARFORRES. The 10th and 12th Cl

7 teams are located at Anacostia Nava Air Station, Washington DC, while the 14th ClI team is located at
8 Miramar Naval Air Station, San Diego, CA. Thereserve Cl teams are alucrative source of

9 experienced Cl personnel.

109005. Emergency and Extraordinary Expense (E& EE) Funds. The nature of certain Cl and
11 intdligence activities are such that security considerations, opportunity, timeliness, or other

12 circumstances may make the use of norma military fundsimpracticd or undesirable. Accordingly, the
13 Secretary of the Navy has authorized the use of E& EE fundsfor certain intelligence and Cl activities.

14 a Inteligence collection fundsto support HUMINT operations conducted by Marine Corps Cl
15 assets are avail able through E& EE (subhead 123.A%) funds. These funds are not authorized for the
16 conduct of Cl activities.

17  b. Cl fundsto support offensve and defensive Cl operations are available through E& EE (subhead
18 123.B%) funds. These funds are not authorized for the conduct of positive HUMINT or other controlled
19 intelligence collection ectivities.

20 ¢ The MAGTF CIHO initiates early planning and coordination to ensure the availability of both
21 types of funds. Thisfunction is performed by the Cl detachment or HET OICs within MEU(SOC)s or
22 SPMAGTFs.

23  d. SeeMCO 7040.10A, Emergency and Extraordinary Expense Funds, for additiona
24 information on the use, control and accounting of E& EE funds.

2 Subhead 123.a funds are General Defense Intelligence Program (GDIP) monies intended for use
by Naval Attachesin the performance of their official duties and are managed by the Office of Naval
Intelligence and coordinated by CMC (CIC).

3 Subhead 123.b funds are Foreign Counterintelligence Program (FCIP) monies intended for Cl
functions only and are managed through NCIS.
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1 CHAPTER 10
2 GARRISON COUNTERINTELLIGENCE SUPPORT

310001. Mission. The primary garrison misson of Cl activitiesis planning, preparing, and training to
4 accomplish MAGTF Cl functions and operations. A secondary mission isto advise and assst the
5 commander in implementing the command's force protection and security programs and supporting
6 command initiated security measures. Cl is designed to identify and neutralize the effectiveness of both
7 potentid and active hostile collection efforts and to identify and neutralize the effectiveness of individuds,
8 activities, or organizations cgpable of engaging in hogtile intelligence collection, sabotage, subversion, or
9 terrorism directed againgt his command. Additiona doctrine pertaining to combating terrorism is

10 contained in MCO 3302.1, Antiterrorism Program.

11 10002. Counterintelligence Survey/Vulnerability Assessment

12  a. Basis. TheCl survey/vulnerability assessment is designed to assst commandersin establishing
13 security systems, procedures, and safeguards to protect military personnel, organizations and

14 ingdlations from espionage, sabotage, terrorism, or subversion. The survey assesses a unit’s overal
15 security posture againg threets identified in the Cl estimate. The Cl survey/vulnerability assessment will
16 identify specific vulnerahilities to hogtile intelligence, espionage, sabotage, subversion or terrorist

17 capabilities and provide recommendations on how to diminate or minimize these vulnerabilities. The
18 survey/vulnerability assessment is not arecurring event. Once it is conducted, the survey/vulnerability
19 ass=ssment will remain vdid for that specific ingtdlation until there are mgjor changesin the physcd

20 security of the ingtdlation, the mission of the command, or potentia threats. 1t is necessary that the

21 survey/vulnerability assessment look forward in both space and time to support the development of Cl
22 measures necessary to protect the unit asit carries out successve phases of the operation. The Cl

23 survey/vulnerability assessment includes:

24 (1) Andyssof Cl factorsinfluencing security within the unit or ingtalation.

25 (2) A determination of Cl measures required by the sensitivity or criticdity of theingalation.
26 (3) An assessment of Cl measures and deficiencies that currently exist and their effectiveness.
27 (4) Recommendations for improvements to these measures or the initiation of new security

28 measures to achieve required security standards and protection.

29  b. Initiation. Theinitiation of a Cl survey/vulnerability assessment begins with a request from the
30 commander of a unit or ingtalation concerned or with a higher commander in the same chain of
31 command. That request will normaly occur under the following circumstances:

32 (1) Changesin known or estimated threet risks.
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1 (2) Activation or reectivation of an ingtalation or amgor command.

2 (3) Significant change in the misson, functions, or physica reorganization of an ingtalaion or
3 mgor command.

4 (4) New hazardous conditions affecting an ingtalation which necessitate the reevauation of the
5 security systemsin place,

6 (5) Significant changesin the level/scope of classified materia stored, handled, processed,
7 and/or produced.
8 (6) Changein locde or environment in which the ingtdletion is located.

9 ¢ Preparation. When preparing to conduct a Cl survey/vulnerability assessment, there are four
10 aress that need to be considered: selection of personnel, collection of data, coordination, and the
11 preparation of checklists. The scope and depth to which each of the areas will be considered will
12 depend entirely on the unit or ingdlation itsdf. The following paragraphs offer some idess.

13 (1) Sdlection of Personndl. Selection of personne will consider the number of persons required
14 to complete the task and available assets and should include TSCM personndl, if possible.

15 (2) Cdllection of Data. At aminimum, data collected should include the misson, organization,
16 functions, and security directives pertinent to theingtalations. Also, reports of previous
17 Clsurveys/vulnerability assessments, ingpections, or evauations should be acquired and reviewed.

18 (3) Coordination. Coordination with the commander of the unit or ingalation should be
19 conducted by a Cl officer/specidist. This coordination will help in determining the scope of the
20 survey/vulnerability assessment, arrange for access to any/all required records or areas, procurement of
21 any directivesif not dready acquired, arrangements for any required escorts, and arrangements for any

22 necessary briefings.

23 (4) Preparation of Checklist. Checklist preparation will evolve once a thorough review of the
24 commander's objectives and the unit/ingtalation's mission, organization and operations has been

25 completed. The checklist includes generd and specific points to be covered during the

26 survey/vulnerability assessment. It dso serves as areminder to the surveying personnd to satisfy the

27 predetermined scope of the survey/vulnerability assessment. In an effort to assst in formulating a

28 checkligt, areas of emphasis typically include document security, personne security, communications

29 and information systems security, and actud physica security requirements (less those physica security
30 requirements faling under the purview of the provost marshd). Physical security requirements should be
31 coordinated with the PMO because the PMO has resident knowledge and expertise as the primary

32 agency for physica security aboard the ingtalation. From those three generd points, more specific
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1 pointswill evolve. A comprehensive Cl survey/vulnerability assessment checklist is contained in
2 appendix E of this publication.

3 d. Conduct. Theactud conduct of the Cl survey/vulnerability assessment will depend soldly on the
4 findings set forth in the data collected and the needs developed in the checklist(s). Thejudgment of the
5 leader will determine just how/what the team will do. There are severd things that should be noted as

6 pecific methods and/or ways to conduct the CI survey/vulnerability assessment.

7 (1) Using one possible concept of concentric circles, the survey/vulnerability assessment team
8 should make a physical tour of the ingtalation from its perimeter areas to the center, including the area
9 immediately outsde its physica boundary. Thistour should include every building, areg, facility, or

10 office which requires specia security consderations or which are consdered sengtive. Itisaso

11 recommended the unit/ingdlation staff personnd and subordinate commanders be interviewed, as

12 required, to assist in determining the operationa importance, know vulnerabilities and security practices

13 of each area surveyed.

14 (2) The cost of replacement, (in terms of time and not necessarily dollars and cents), of

15 personnd, documents, and materids in the event the ingalation is neutralized or destroyed. The

16 potentid sources for the procurement of comparable personnel and sources for copies of essentid and
17 critical documents to replace or reectivate the ingtdlation.

18 (3) Thelocation of the unit/ingtdlation and the effects of the surrounding environment/dements
19 on the overdl security of theingdlation.

20 (4) Thelevd of classfied and sengitive information used, produced, stored, or compiled.

21 (5) The criticdlity of the ingtdlation with the overdl defense posture of the U.S. based on its
22 misson/function.

23 (6) Whether there are other unitsingalations/facilities that can assume the role of the surveyed

24 unit/ingdlation if it is neutralized or destroyed.

25 (7) The unit/ingdlation's vulnerability to terrorist or specia operations forces attacks based on
26 local/internationa threat and conditions,

27 e Baseline. Oncetheleve of security required has been determined, the posture and
28 effectiveness of existing security measures must be assessed. Areas that should be examined include:

29 (1) Document Security. Document security is systematic review and ingpection of dl security
30 procedures and records used in the handling of classified document, information, and other classfied
31 materid. Thereview should include the flow of dlassfied materid beginning from its creation/receipt a
32 the ingalation/unit/commeand/ to itsfinal storage area or destruction.
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1 (2) Personnédl Security. Personnel security is based on the relationship that exists between a
2 unit/ingtdlation's mission, loca Cl threat estimates, the actud security level of assgned personne, and
3 the supporting security education and awareness program.

4 (3) Physical Security. This assessesthe system of security controls, barriers, and other
5 devices procedures to prevent destruction, damage, unauthorized access to the ingtdlation and facilities.
6 In accordance with MCO 3302.1 Antiterrorism Program, thisis normdly the responshility of the
7 provost marshd. However, in conjunction with the storage of classified materid where the susceptibility
8 to espionage, sabotage, subversion, or terrorism is a condderation, the Cl survey/vulnerability
9 assessment is gpplicable. Whether the ingtalation is a controlled one or an open pog, the actua
10 physicd requirements established by directives will be examined based on the unit/ingdlation's misson
11 and natureftype materias being used. Emphasisis on the examination of the physical security factors
12 affecting classified storage aress, security areas, critical areas that require protection from sabotage or
13 terrorist attack and other locations that may be designated as sensitive.

14  f. Exit Brief. Once the survey/vulnerability assessment has been completed and al

15 recommendations have been formulated, the survey/vulnerability assessment team will provide the
16 unit/ingdlation commander with aexit brief addressing preliminary findings and recommendations.
17 Compliance will then be the commander's respongibility.

18 g. ClI Survey/Vulnerability Assessment Report and Recommendations. Once the Cl

19 survey/vulnerability assessment has been completed and al data compiled, aforma report of findings
20 will be written and recommendations made. The recommendations will be based on the security

21 measures required of the command, existing measures, and procedures. The recommendations are

22 made to provide measures to safeguard the ingtd lation/organization against sabotage, espionage,

23 subversion, and/or terrorism.  Each recommendation will be in response to a specific identifiable hazard
24 with congderation given to cogt, time, manpower, and availability of materids. If a dl possble,

25 dternate recommendations should beincluded. See gppendix E of this publication for the format of a
26 Cl survey/vulnerability assessment report.

27 10003. CI Penetration Inspection. Once a survey/vulnerability assessment has been conducted on a
28 unit/ingdlation/facility, a Cl penetration ingpection may be conducted to determine the effectiveness of
29 recommendations implemented. The ingpection is designed to provide aredigtic test of established

30 security messures and practices. It is conducted in amanner that ingtalation personnd, other than the
31 commander and those persons he desires to inform, are unaware that such an action is taking place.

32 Theingpection may be adl-inclusve or may be limited to an attempt by Cl personnd to fraudulently gain
33 access to specific sendtive areas for performing smulated acts of espionage or sabotage. These

34 smulated acts should be asredlistic as possible. These acts should correspond to activities which could
35 be attempted by area threats or hostile agents. The penetration ingpection must be thoroughly planned
36 and coordinated and include the following considerations:

37 (1) A responsible person, who is knowledgeable of the inspection, and a representative of the
38 ingpected command must be present during the ingpection.
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1 (2) In addition to the Cl credentids and military identification, ingpectors must carry aletter of
2 identification and authorization for use only in emergency stuaions.

3 (3) Termination of the ingpection will be done immediatdy if a any time personnel is subject to
4 physical danger or other safety risks.

5 (4) Preparation for and conduct of the ingpection must not impair or disrupt the normal
6 operation/function of the command unless the ingpection is specifically designed to do so.

7 (5) Command or ingdlation personnd will not be utilized in any manner which would tend to
8 discredit them.

9 10004. Counterintelligence Evaluation

10 a Clevduationsaresamilar to surveys but are limited in scope. The ClI evduation is normally

11 conducted for asmal unit or a component of alarger organization when there has been a changein the
12 security posture, an activation or reactivation of afacility, aphysica reocation, or substantive changes
13 to the unit’ sfacilities or communications-information sysems infrastructure. Cl evauations are normaly
14 limited to areas containing or processing classfied materid.

15 b. TheCl evauation may be limited to an assessment of only one type of security, such as

16 document, personnd, or physica security, or it may include any combination, depending on the needs of
17 the unit. The procedures for the preparation and conduct of the evaluation are the same as those for the
18 ClI survey/vulnerability assessment. However, the procedures usualy are not as extensve. The Cl

19 evauation adso may be used to update Cl surveys when only minor changes have occurred within an

20 ingdlation or mgjor organization.

21 10005. Technical Survellance Countermeasures (TSCM) Support

22  a Asdiscussed in chapter 7, the purpose of the TSCM program is to locate and neutrdize

23 technical surveillance devices that have been targeted against U.S. sensitive or secure aress. Cl TSCM
24 teams have specidized equipment and techniques to locate and identify threat technica surveillance

25 activity. TSCM support conggts of ingpections and surveys. A TSCM ingpection is an evauation to
26 determine the physical security measures required to protect an area againg visud and audio

27 survelllance. TSCM surveys include a complete dectronic and physical search for unauthorized

28 modification of equipment, the presence of clandestine audio and visual device, and other conditions

29 which may alow the unauthorized transmission of any conversation out of the areabeing surveyed. All
30 TSCM operations are governed by DOD Directive 5200.9, SECNAVINST 5500.31, and MCO

31 05511.11.

32  b. Higoricdly, hodtile inteligence services have used technica surveillance monitoring sysemsin
33 their intelligence and espionage operations againgt U.S. targets, both in the continental United States and
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1 abroad. A technica surveillance monitoring system may be defined as any visud surveillance or audio
2 monitoring systlem which is used clandestingly to obtain classified or sengtive unclassified information for
3 intdligence purposes. These monitoring systems include, but are not limited to, the following:

4 (2) Sound pickup devices, such as microphonesand other transducers which use wire and
5 amplifying equipment.
6 (2) Passve modulators.
7 (3) Energy beams; i.e., eectromagnetic, laser, and infrared.
8 (4) Radio trangmitters.
9 (5) Recording equipment.
10 (6) Telephones, i.e., taps and bugs.
11 (7) Photographic and television cameras.

12 ¢ Requestsfor TSCM support must be classified and no conversation concerning the ingpection
13 should take place in the vicinity of the areato beinspected. Procedures for requesting inspections and
14 surveys, TSCM responsibilities, and further information on the audio surveillance threat are contained in
15 OPNAVINST 0500.46 and MCO 5511.11.

16  d. Normadly, one Marine team within the CI/HUMINT company at each MEF maintainsa TSCM
17 capability to support tactical units of the MEF. This capability, designed primarily for combat support,
18 dso supplements the NCIS TSCM responsibilities during peacetime garrison conditions.

19 (See chapter 7, paragraph 7008, for additiond information on TSCMs.)
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1 APPENDIX A
2 GLOSSARY
3 Part | -- ACRONYMS & ABBREVIATIONS

4 Note: Acronyms change over time in response to new operational concepts, capabilities, doctrinal
5 changes and other similar developments. The following publications are the sole authoritative sources for
6 officid military acronyms:

7 1. Joint Publication 1-02, Department of Defense Dictionary of Military and Associated Terms.

8 2. MCRP 5-12C, Marine Corps Supplement to the Department of Defense Dictionary of Military
9 and Associated Terms.

10 mmmmmmm e oo
11 --------------

12 ACE aviation combat dement

13AFC all-source fuson center

14 ASAS al source andyss sysem { Army}
15ATHC amphibious task force intelligence center
16 BDA battle damage assessment

17 bn battaion

18 CA avil afairs

19 CE command dement

20 C-HUMINT counter human intelligence

21 Cl counterintelligence

22 CIAT counterintelligence andytica team

23 CICM counterintelligence contingency materia
24 CIC combat intelligence center

25CID crimind invedtigation divison

26 CIHO CI/HUMINT officer

27 CIIR counterintelligence informeation report
28 C-IMINT counter imagery intelligence

29 CINC command-in-chief

30CIS communications-information sysems
31 CITEX counterintelligence training exercise

32 CLF commander, landing fForce

33 co company

34 COA course of action

35CP command post

36 CPX command post exercise

37 C-SIGINT counter Sgnds intelligence
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1CSS combat service support
2 CSSE combat service support eement
3C2 command and control
4 C2W command and control warfare
5 det detachment
6 DCID Director Centrd Intelligence Directive
7 DF direction finding
8 DIAM Defense Intelligence Agency manud
9DOD Department of Defense
10 DON Department of the Navy
11 DS direct support
12DST direct support team
13 EEF essentid dement of friendly information
14 EPW enemy prisoner of war
15 EW electronic warfare
16 FIIU force imagery interpretation unit
17 FISS foreign intelligence and security services
18 FSCC fire support coordination center
19 FSSG force service support group
20 GCE ground combat eement
21 Gl&S geospdtia information and services
22 GS genera support
23 HET HUMINT exploitation team
24 HLZ hdlicopter landing zone
25 HPT high payoff target
26 HUMINT humean intdligence
27 HVT high vaue target
28 IAS intelligence anadysis system
29 ICR intelligence collection requirement
30IDR intelligence dissemination requirement
31 1HR in-extremis hostage rescue
32 IMA individua mohilization augmentation
33IMINT imagery intdligence
341PB intelligence preparation of the battlespace
35IPR intelligence production requirement
36 IR intelligence requirement
371T interrogator-trand ator
381&W indications and warning
39 J-2X joint CI/HUMINT deconfliction cell
40 JCISB joint Cl support branch
41 IDISS joint deployable intelligence support system
42 JFC joint force commander
43JC joint intelligence center
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1 Joint STARS
2JSE
3JTF
4 INICS
5MAG
6 MAGTF
7 MARFOR
8 MARFORLANT
9 MARFORPAC
10 MARFORRES
11 MASINT
12 MAW
13 MCIA
14 MCISU
15 MEF
16 MO
17 MEU(SOC)
18 MOOTW
19 MOTC
20 MSC
21 NAI
22 NGO
23 NIPRNET
24 NMITC
25 NSA
26 0obj
27 OCAC
28 OFCO
29 OMFTS
30 OPCON
31 OPSEC
320S
33 OSINT
34 plt
35PIR
36 PMO
37 POI
38 POl &
39 PSYOP
40 QSTAG
41 RFC
42 ROE
43 SARC
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Joint Survelllance & Target Acquisition Radar System
joint intelligence support eement

joint task force

joint worldwide intelligence communications system
Marine arcraft group

Marine air ground task force

Marine Corps Forces

Marine Corps Forces, Atlantic

Marine Corps Forces, Pecific

measurement and signature intelligence
Marine aircraft wing

Marine Corps Intelligence Activity

Marine Corps Imagery Support Unit
Marine expeditionary force

modus operandi

Marine expeditionary unit (Specia operations capable)
military operations other than war

Military Operations Training Course

magjor subordinate command

named area of interest

non-governmental organization

nonsecure internet protocol router network
Navy Marine Corps Intelligence Training Center
Nationd Security Agency

objective

operations control and analys's center
offensive counterintelligence operations
operaiona maneuver from the sea
operationa control

operations security

Office of Specid Investigations (Air Force)
open source intelligence

platoon

priority intelligence requirement

Provost Marshd office

persondities, organizations, and ingdlations
persondities, organizations, ingdlations, and incidents
psychologica operations

quadripartite standardization agreement

raid force commander

rules of engagement
aurveillance and reconna ssance center
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1SASO
2 SCAMP
3 SIGINT
4 SIPRNET
5 SOA
6 SOFA
7 SOP
8 TACON
9 TDN
10 topo
11 TFCICA
12 TRAP
13 TSCM
14TTP
15 UAV
16
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dabilization and security operations
sensor control and management platoon
sgndsintdligence

SECRET internet protocol router network
sustained operations ashore

satus of forces agreement

standard operating procedures

tactical control

tactica data network

topographic

task force Cl coordinating authority
tactical recovery of aircraft and personnel
technical survelllance countermessures
tactics, techniques, & procedures
unmanned aerid vehicle
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1 Part |1 -- Definitions

2 Note: Definitions of military terms change over time in response to new operational concepts,
3 capahilities, doctrinal changes and other smilar developments. The following publications are the sole
4 authoritative sources for officiad definitions of military terms.

5 1. Joint Publication 1-02, Department of Defense Dictionary of Military and Associated Terms.

6 2. MCRP 5-12C, Marine Corps Supplement to the Department of Defense Dictionary of Military
7 and Associated Terms.

10 A

11 accountability - The obligation imposed by law or lawful order or regulation on an officer or other

12 person for keeping accurate record of property, documents, or funds. The person having this obligation
13 may or may hot have actud possession of the property, documents, or funds. Accountability is

14 concerned primarily with records, while responsibility is concerned primarily with custody, care, and

15 safekeeping. (Joint Pub 1-02)

16 administrative control - Direction or exercise of authority over subordinate or other organizationsin
17 respect to administration and support, including organization of Service forces, control of resources and
18 equipment, personnd management, unit logigtics, individua and unit training, readiness, mobilization,

19 demohilization, discipline, and other matters not included in the operational missions of the subordinate
20 or other organizations. Also called ADCON. (Joint Pub 1-02)

21 agent - (1) One who is authorized or ingtructed to obtain or to assist in obtaining information for
22 intelligence or Cl purposes. (Joint Pub 1-02)

23 agent authentication - The technical support task of providing an agent with persona documents,
24 accouterments, and equipment which have the gppearance of authenticity asto claimed origin and which
25 support and are consistent with the agent's cover story. (Joint Pub 1-02)

26 agent net - (1) An organization for clandestine purposes which operates under the direction of a
27 principd agent. (Joint Pub 1-02)

28 all-sour ce intelligence - Intdligence that incorporates dl available sources of information, including,
29 mog frequently, human resources intelligence, imagery intdligence, measurement and signature

30 intlligence, Sgnds intdlligence, and open source data, in the development of the finished inteligence
31 product. (Joint Pub 1-02)
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1 antiterrorism - Defensve measures used to reduce the vulnerability of individuas and property to
2 terrorism. (Joint Pub 1-02)

3areaof interest - That areaof concern to the commander, including the area of influence, areas

4 adjacent thereto, and extending into enemy territory to the objectives of current or planned operations.
5 This areaincludes areas occupied by enemy forces who could jeopardize the accomplishment of the

6 misson. Also cdled AOI. (Joint Pub 1-02)

7 area of operation - That portion of an area of war necessary for military operations and for the
8 adminigtration of such operations. Also caled AO. (Joint Pub 1-02)

9 assessment - (1) Analyss of the security, effectiveness, and potentia of an existing or planned
10 intelligence activity. (2) Judgment of the motives, qudifications, and characteristics of present or
11 prospective employees or "agents. (Joint Pub 1-02)

12 asset - (1) Any resource -person, group, relaionship, instrument, instalation, or supply -at the
13 dispogtion of an intelligence organization for use in an operationd or support role. Often used with a
14 qualifying term such as agent asset or propaganda asset. (Joint Pub 1-02)

15 assign--1. To place units or personne in an organization where such placement is relatively permanent,
16 and/or where such organization controls and administers the units or personnd for the primary function,
17 or grester portion of the functions, of the unit or personne. 2. To detail individuas to specific duties or
18 functions where such duties or functions are primary and/or rlaively permanent. (Joint Pub 1-02)

19 attach -1. The placement of units or personnd in an organization where such placement isrelatively
20 temporary. 2. The detailing of individuas to specific functions where such functions are secondary or
21 relatively temporary, e.g., attached for quarters and rations; attached for flying duty. (Joint Pub 1-02)

22 B

23 basicintelligence - (1) Fundamentd intelligence concerning the generd Stuation, resources,

24 capabilities, and vulnerabilities of foreign countries or areas which may be used as reference materid in
25 the planning of operations & any level and in eva uating subsequent information relating to the same

26 subject. (Joint Pub 1-02)

27 battle damage assessment - The timely and accurate estimate of damage resulting from the

28 application of military force, ether letha or non-lethd, againgt a predetermined objective. Battle damage
29 assessment can be applied to the employment of al types of wespon systems (air, ground, naval, and
30 specid forces wegpon systems) throughout the range of military operations. Battle damage assessment
31 isprimarily an intdligence respongbility with required inputs and coordination from the operators. Battle
32 damage assessment is composed of physica damage assessment, functiona damage assessment, and
33 target system assessment. Also cdled BDA. (Joint Pub 1-02) In Marine Corps usage, thetimey and
34 accurate estimate of the damage resulting from the gpplication of military force. BDA estimates physica
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1 damage to a particular target, functional damage to that target, and the capability of the entire target
2 system to continue its operations. (MCRP 5-12C)

3 battlespace - All aspects of air, surface, subsurface, land, space, and € ectromagnetic spectrum which
4 encompass the area of influence and area of interest. (MCRP 5-12C)

5 battlespace dominance - The degree of control over the dimensions of the battlespace which

6 enhances friendly freedom of action and denies enemy freedom of action. It permits force sustainment
7 and gpplication of power projection to accomplish the full range of potentia operationa and tactica

8 misson. Itincludesdl actions conducted againgt enemy capabilities to influence future operations.

9 (MCRP 5-12C)

10 biographical intelligence -That component of intelligence which deds with individud foreign
11 persondlities of actud or potential importance. (Joint Pub 1-02)

12 black list -An officid counterintelligence listing of actua or potential enemy collaborators, sympathizers,
13 intelligence suspects, and other persons whose presence menaces the security of friendly forces.
14 Currently known asthe DETAIN category of the Persondities Database within DCIIS (Joint Pub 1-02)

15 border crosser - Anindividud, living close to afrontier, who normaly has to cross the frontier
16 frequently for legitimate purposes. (Joint Pub 1-02)

17 bug - (1) A concealed microphone or listening device or other audio survelllance device. (2) To inddl
18 means for audio surveillance. (Joint Pub 1-02)

19 bugged - Room or object which contains a concedled listening device. (Joint Pub 1-02)
20 C

21 case - (1) Anintdligence operdtion inits entirety. (2) Record of the development of an intelligence
22 operation, including personnd, modus operandi, and objectives. (Joint Pub 1-02)

23 cell - Smal group of individuas who work together for clandestine or subversive purposes. (Joint Pub
24 1-02)

25 center of gravity - Those characteritics, cgpabilities, or localities from which amilitary force derives
26 itsfreedom of action, physica strength, or will to fight. (Joint Pub 1-02).

27 centralized control - In military operations, amode of battlespace management in which one echelon
28 of command exercises total authority and direction of al aspects of one or more warfighting functions.
29 Itisamethod of control where detailed orders areissued and totd unity of action isthe overriding

30 consideration. (MCRP 5-12C)

A-7



MCWP 2-14, COUNTERINTELLIGENCE

1 clandestine oper ation -An activity to accomplish inteligence, counterintelligence, and other smilar

2 activities sponsored or conducted by governmenta departments or agencies, in such away asto assure
3 secrecy or concedlment. (It differs from covert operations in that emphasis is placed on concealment of
4 the operation rather than on concealment of identity o' sponsor.) (Joint Pub 1-02)

5 classification -The determination that officia information requires, in the interests of nationd security, a
6 pecific degree of protection againgt unauthorized disclosure, coupled with a designation signifying thet
7 such a determination has been made. (Joint Pub 1-02)

8 classified information - Officid information which has been determined to require, in the interests of
9 nationd security, protection againgt unauthorized disclosure and which has been so designated. (Joint
10 Pub 1-02)

11 codeword - (1) A word which has been assigned a classfication and a classified meaning to safeguard
12 intentions and information regarding a classified plan or operation. (2) A cryptonym used to identify
13 sendtive intdligence data. (Joint Pub 1-02)

14 collection - Acquigtion of information and the provison of this information to processing and/or
15 production elements. (Joint Pub 1-02) The gathering of intelligence data and information to satisfy the
16 identified requirements. (MCRP 5-12C)

17 collection (acquisition) -The obtaining of information in any manner, including direct observation,
18 liaison with officid agencies, or solicitation from officid, unofficid, or public sources. (Joint Pub 1-02)

19 collection agency - Any individud, organization, or unit that has access to sources of information and
20 the cgpability of collecting information from them. (Joint Pub 1-02)

21 collection management - The process of converting intelligence requirements into collection
22 requirements, establishing priorities, tasking or coordinating with gppropriate collection sources or
23 agencies, monitoring results, and retasking, as required. (Joint Pub 1-02)

24 collection plan - A plan for collecting information from al available sources to meet intelligence
25 requirements and for transforming those requirements into orders and requests to gppropriate agencies.
26 (Joint Pub 1-02)

27 collection requirement - An established intelligence need consdered in the dlocation of intelligence
28 resources to fulfill the essentid elements of information and other intelligence needs of acommander.
29 (Joint Pub 1-02)

30 combat data - Data derived from reporting by operational units. (MCRP 5-12C)

31 combatant command - One of the unified or specified combatant commands established by the
32 President. (Joint Pub 1-02)
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1 combat information - Unevaluated data, gathered by or provided directly to the tactical commander
2 which, dueto its highly perishable nature or the criticality of the Stuation, cannot be processed into
3 tacticd inteligence in time to satisfy the user'stactical intelligence requirements. (Joint Pub 1-02)

4 combat information center - The agency in aship or arcraft manned and equipped to collect, display,
5 evduate, and disseminate tacticd information for the use of the embarked flag officer, commanding

6 officer, and certain control agencies. Certain control, ass stance and coordination functions may be

7 ddlegated by command to the combat information center. Also cdled "action information center.” (Joint
8 Pub 1-02)

9 combat intelligence - That knowledge of the enemy, wesather, and geographica festures required by a
10 commander in the planning and conduct of combat operations. (Joint Pub 1-02)

11 combatant command -A unified or specified command with abroad continuing misson under asingle
12 commander established and so designated by the President, through the Secretary of Defense and with
13 the advice and assstance of the Chairman of the Joint Chiefs of Staff. Combatant commands typicaly
14 have geographic or functiona respongbilities.

15 combat surveillance - A continuous, al-westher, day-and-night, systematic watch over the battle area
16 to provide timedy information for tactical combat operations. (Joint Pub 1-02)

17 command and control - The exercise of authority and direction by a properly designated commander
18 over assigned and attached forces in the accomplishment of the misson. Command and control

19 functions are performed through an arrangement of personne, equipment, communications, facilities,
20 and procedures employed by a commander in planning, directing, coordinating, and controlling forces
21 and operations in the accomplishment of the misson. Also cdled C2. (Joint Pub 1-02) In Marine

22 Corps usage, the means by which acommander recognizes what needs to be done and seesto it that
23 gppropriate actions are taken. (MCRP 5-12C)

24 commander's critical information requirements - Information regarding the enemy and friendly

25 adtivities and the environment identified by the commander as criticd to maintaining Stuationd

26 awareness, planning future activities, and facilitating timely decisonmeking. Also called CCIR. NOTE:
27 CCIRs are normdly divided into three primary subcategories. priority intelligence requirement; friendly
28 force information requirements; and essentid dements of friendly information (MCRP 5-12C)

29 commander'sintent - A commander's clear, concise articulation of the purpose(s) behind one or more
30 tasks assgned to asubordinate. 1t isone of two parts of every misson statement which guides the
31 exercise of initiative in the absence of ingtructions. (MCRP 5-12C)

32 communicationsintelligence -Technica and intelligence information derived from foreign
33 communiceations by other than the intended recipients. Also called COMINT. (Joint Pub 1-02)
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1 communications intelligence data base -The aggregate of technica and intdligence information

2 derived from the interception and andysis of foreign communications (excluding press, propaganda, and
3 public broadcast) used in the direction and redirection of communications intelligence intercept, andyss,
4 and reporting activities. (Joint Pub 1-02)

5 communications security - The protection resulting from all measures designed to deny unauthorized
6 persons information of vaue which might be derived from the possession and study of

7 tdlecommunications, or to midead unauthorized personsin thelr interpretation of the results of such

8 possession and study. Also caled COMSEC. Communications security includes:

9 1. cryptosecurity - The component of communications security which results from the
10 provision of technically sound crypto-systems and their proper use.

11 2. transmission security -The component of communications security which results from dl
12 measures designed to protect transmissions from interception and exploitation by means other than
13 cryptandysis.

14 3. emission security -The component of communications security which results from all
15 measures taken to deny unauthorized persons information of vaue that might be derived from intercept
16 and analysis of compromising emanations from crypto equipment and telecommunications sysems.

17 4. physical security-The component of communications security which results from al physica
18 measures necessary to safeguard classified equipment, materia, and documents from access thereto or
19 observation thereof by unauthorized persons. (Joint Pub 1-02)

20 compartmentation -Establishment and management of an intelligence organization so that information
21 about the personnd, organization, or activities of one component is made available to any other
22 component only to the extent required for the performance of assigned duties. (Joint Pub 1-02)

23 complaint-type investigation - A counterintelligence investigation in which sabotage, espionage,
24 treason, sedition, subversive activity, or disaffection is suspected. (Joint Pub 1-02)

25 component command - The service command, its commander, and dl itsindividuds, units,
26 detachments, organizations, or ingtdlations that have been assigned to the unified command. (Joint Pub
27 1-02)

28 compromise -The known or suspected exposure of clandestine personne, ingtalations, or other assets
29 or of classfied information or materid, to an unauthorized person. (Joint Pub 1-02)

30 compromised - A term gpplied to classified matter, knowledge of which has, in whole or in part,

31 passed to an unauthorized person or persons, or which has been subject to risk of such passing. (Joint
32 Pub 1-02)
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1 confidential - Nationd security information or materid which requires protection and the unauthorized
2 disclosure of which could reasonably be expected to cause damage to the nationd security. (Joint Pub
31-02)

4 confirmation of information (intelligence) - An information item is said to be confirmed when it is
5 reported for the second time, preferably by another independent source whose rdiability is considered
6 when confirming information. (Joint Pub 1-02)

7 confusion agent - An individua who is dispatched by the sponsor for the primary purpose of
8 confounding the intelligence or counterintelligence apparatus of another country rather than for the
9 purpose of collecting and transmitting information. (Joint Pub 1-02)

10 contingency - An emergency involving military forces caused by naturd disasters, terrorids,

11 subversives, or by required military operations. Due to the uncertainty of the Stuation, contingencies
12 require plans, rapid response, and specid procedures to ensure the safety and readiness of personnel,
13 ingdlations, and equipment. (Joint Pub 1-02)

14 controal - (1) Authority which may be less than full command exercised by a commander over part of
15 the activities of subordinate or other organizations. (2) In mapping, charting, and photogrammetry, a
16 collective term for a system of marks or objects on the earth or on amap or a photograph, whose

17 positions or eevations, or both, have been or will be determined.

18 (3) Physica or psychologica pressures exerted with the intent to assure that an agent or group will
19 respond as directed. (4) An indicator governing the distribution and use of documents, information, or
20 materid. Such indicators are the subject of intelligence community agreement and are specificaly

21 defined in appropriate regulations. (Joint Pub 1-02)

22 controlled infor mation -Information conveyed to an adversary in a deception operation to evoke
23 desired gppreciation. (Joint Pub 1-02)

24 coor dinating authority--A commander or individua assigned responsibility for coordinating specific
25 functions or activitiesinvolving forces of two or more Military Departments or two or more forces of the
26 same Service. The commander or individual has the authority to require consultation between the

27 agencies involved, but does not have the authority to compel agreement. In the event that essentia

28 agreement cannot be obtained, the matter shall be referred to the appointing authority. Coordinating

29 authority is a consultation relationship, not an authority through which command may be exercised.

30 Coordinating authority is more applicable to planning and smilar activities than to operations. (Joint Pub
312-01.2)

32 coordination - The action necessary to ensure adequately integrated relationships between separate
33 organizations located in the same area. Coordination may include such matters as fire support,

34 emergency defense measures, areaintelligence, and other Stuations in which coordination is consdered
35 necessary. (MCRP 5-12C)

A-11



MCWP 2-14, COUNTERINTELLIGENCE

1 counter -deception - Efforts to negate, neutraize, diminish the effects of, or gain advantage from, a
2 foreign deception operation. Counter-deception does not include the intelligence function of identifying
3 foreign deception operations. (Joint Pub 1-02)

4 counter espionage--That aspect of counterintelligence designed to detect, destroy, neutrdize, explait,
5 or prevent espionage activities through identification, penetration, manipulation, deception, and

6 repression of individuas, groups, or organizations conducting or suspected of conducting espionage

7 activities. (Joint Pub 1-02)

8 counter-guerrilla warfare- Operations and activities conducted by armed forces, paramilitary forces,
9 or nonmilitary agencies againg guerrillas. (Joint Pub 1-02)

10 counterinsur gency - Those military, paramilitary, political, economic, psychologicd, and civic actions
11 taken by a government to defeat insurgency. (Joint Pub 1-02)

12 counterintelligence — (1) Information gathered and activities conducted to protect against espionage,
13 other intelligence activities, sabotage, or assassinations conducted by or on behdf of foreign

14 governments or el ements thereof, foreign organizations, or foreign persons, or internationd terrorist

15 activities. Also cdled Cl. See dso counterespionage; security. (Joint Pub 1-02) (2) Within the Marine
16 Corps, counterintelligence (Cl) condtitutes active and passive measures intended to deny athrest force
17 vauable information about the friendly Situation, to detect and neutralize hogtile intelligence collection,
18 and to deceive the enemy asto friendly capabilities and intentions. (MCRP 5-12C)

19 counterintelligence activities - The four functions of counterintelligence: operations, investigations;
20 collection and reporting; and andlyd's, production, and dissemination. See dso counterintelligence.
21 (Joint Pub 2-01.2)

22 counterintelligence collection - The systlematic acquisition of information (through investigations,
23 operations, or liaison) concerning espionage, sabotage, terrorism, other intelligence activities or

24 nations conducted by or on behaf of foreign governments or eements thereof, foreign

25 organizations, or foreign persons which are directed againgt or threaten Department of Defense

26 interests. Includes Liaison and CFSO. (Joint Pub 2-01.2)

27 counterintelligence for ce protection sour ce oper ations- Collection activities conducted by Cl
28 personnel to provide force protection support. These operations respond to locd command

29 requirements for force protection and do not fal within the purview of DCID 5/1. Also cdled CFSO.
30 (MCRP 5-12C)

31 counterintelligence investigations - Counterintelligence investigations establish the e ements of proof
32 for prosecution or adminigtrative action. Counterintelligence investigations can provide a basis for or be
33 deveoped from conducting counter-intelligence operations. Counterintelligence investigations are

34 conducted againgt individuas or groups suspected of committing acts of espionage, sabotage, sedition,
35 subversion, terrorism, and other mgor security violaions aswell asfailure to follow Defense agency and
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1 military Service directives governing reporting of contacts with foreign citizens and "out-of-channd”
2 requests for defense information. Counterintelligence investigations provide military commanders and
3 policymakers with information used to diminate security vulnerabilities and otherwise to improve the
4 security posture of threastened interests. See also counterintelligence. (Joint Pub 2-01.2)

5 counterintelligence production--The process of analyzing al-source information concerning

6 espionage, or other multi-discipline intelligence collection threats, sabotage, terrorism, and other related
7 threats to US military commanders, the Department of Defense, and the US Intelligence Community and
8 developing it into afina product which is disseminated. Counterintelligence production is used in

9 formulating security policy, plans, and operations. See dso counterintelligence. (Joint Pub 2-01.2)

10 counter measur es - That form of military science that by the employment of devices and/or techniques,
11 has asits objective the impairment of the operationd effectiveness of enemy activity. (Joint Pub 1-02).

12 counter -reconnaissance - All measures taken to prevent hostile observation of aforce, area, or place.
13 (Joint Pub 1-02)

14 counter sabotage - That aspect of counterintelligence designed to detect, destroy, neutrdize, or

15 prevent sabotage activities through identification, penetration, manipulation, deception, and represson of
16 individuas, groups, or organizations conducting or suspected of conducting sabotage activities. (Joint

17 Pub 1-02)

18 countersign - A secret challenge and its reply. (Joint Pub 1-02)

19 countersubversion - That aspect of counterintelligence designed to detect, destroy, neutrdize, or

20 prevent subversive activities through the identification, exploitation, penetration, manipulation, deception,
21 and repression of individuds, groups, or organizations conducting or suspected of conducting subversive
22 activities. (Joint Pub 1-02)

23 counter surveillance - All measures, active or passive, taken to counteract hogtile surveillance. (Joint
24 Pub 1-02)

25 counterterrorism - Offensve measures taken to prevent, deter, and respond to terrorism. Also called
26 CT. (Joint Pub 1-02)

27 cover - (1) The action by land, air, or seaforcesto protect by offense, defense, or threat of either or
28 both. (2) Those measures necessary to give protection to a person, plan, operation, formation or

29 ingdlation from the enemy intelligence effort and leskage of information. (3) The act of maintaining a
30 continuous receiver watch with transmitter calibrated and available, but not necessarily available for

31 immediate use. (4) Shelter or protection, either natura or artificid. (5) Photographs or other recorded
32 images which show aparticular area of ground. (6) A code meaning, "Keep fighters between

33 force/base and contact designated at distance stated from force/base” (e.g., "cover bogey twenty-seven
34 to thirty miles"). (Joint Pub 1-02)
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1 cover (military) - Actionsto conced actud friendly intentions, capabilities, operations, and other
2 activities by providing aplausble, yet erroneous, explanation of the observable. (Joint Pub 1-02)

3 covert operations - Operations which are so planned and executed as to conced the identity of or
4 permit plausible denid by the sponsor. They differ from clandestine operationsin that emphasisis

5 placed on conceal ment of identity of sponsor rather than on concealment of the operation. (Joint Pub
6 1-02)

7 critical information - Specific facts about friendly intentions, capabilities, and activities vitally needed
8 by adversaries for them to plan and act effectively so asto guarantee failure or unacceptable
9 consequences for friendly mission accomplishment. (Joint Pub 1-02)

10 critical vulnerability - An aspect of acenter of gravity that if exploited will do the most significant
11 damage to an adversary's ability to resst. A vulnerability cannot be criticd unlessit undermines akey
12 strength. Also called CV. (MCRP 5-12C)

13 cultivation - A deliberate and ca culated association with a person for the purpose of recruitment,
14 obtaining information, or gaining control for these or other purposes. (Joint Pub 1-02)

15 current intelligence - Intdligence of dl types and forms of immediate interest which is usudly
16 disseminated without the del ays necessary to complete evauation or interpretation. (Joint Pub 1-02)

17 D

18 damage assessment - (1) The determination of the effect of attacks on targets. (2) A determination of
19 the effect of acompromise of classfied information on nationa security. (Joint Pub 1-02)

20 deception - Those measures designed to midead the enemy by manipulation, digtortion, or fasfication
21 of evidence to induce him to react in amanner prgudicid to hisinterests. (Joint Pub 1-02)

22 decentralized control - In military operations, a mode of beattlespace management in which a

23 command echelon may delegate some or dl authority and direction for warfighting functions to

24 subordinates. It requires careful and clear articulation of mission, intent, and main effort to unify efforts
25 of subordinate leaders. (MCRP 5-12C)

26 declassification - The determination that in the interests of nationd security, classfied information no
27 longer requires any degree of protection againgt unauthorized disclosure, coupled with remova or
28 cancedllation of the classification desgnation. (Joint Pub 1-02)

29 departmental intelligence - Inteligence that any department or agency of the Federd Government
30 requires to execute its own mission. (Joint Pub 1-02)
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1 descriptive intelligence - Class of intelligence which describes existing and previoudy existing

2 conditions with the intent to promote Stuational awareness. Destriptive intelligence has two

3 components. basic intelligence, which is genera background knowledge about established and

4 relaively congtant conditions; and current intelligence, which is concerned with describing the existing
5 situation. (MCRP 5-12C)

6 detachment - 1. A part of aunit separated from its main organization for duty esewhere. 2. A
7 temporary military or naval unit formed from other units or parts of units. (Joint Pub 1-02)

8 detection - (1) In tactical operations, the perception of an object of possble military interest but

9 unconfirmed by recognition. (2) In survelllance, the determination and transmission by a surveillance
10 system that an event has occurred. (3) In arms control, the first step in the process of ascertaining the
11 occurrence of aviolation of an arms-control agreement. (Joint Pub 1-02)

12 disaffected person - A person who is alienated or estranged from those in authority or lacks loydty to
13 the government; a state of mind. (Joint Pub 1-02)

14 dissemination - The timely conveyance of intelligence to usersin asuitable form. (Joint Pub 1-02)

15 dissemination management - Involves establishing dissemination priorities, slection of dissemination
16 means, and monitoring the flow of intelligence throughout the command. The objective of dissemination
17 management isto deliver the required intelligence to the gppropriate user in proper form & the right time
18 while ensuring that individua consumers and the dissemination system are not overloaded attempting to
19 move unneeded or irrdevant information. Dissemination management aso provides for use of security
20 controls which do not impede the timely delivery or subsequent use of intelligence while protecting

21 intelligence sources and methods. (MCRP 5-12C)

22 domestic intelligence - Intdligence rdaing to activities or conditions within the United States thet

23 threaten internd security and that might require the employment of troops; and intelligence relating to
24 activities of individuas or agencies potentialy or actualy dangerous to the security of the Department of
25 Defense. (Joint Pub 1-02)

26 double agent - Agent in contact with two opposng intelligence services, only one of which is awvare of
27 the double contact or quasi-intelligence services. (Joint Pub 1-02)

28 E

29 espionage - Actions directed towards the acquisition of information through clandestine operations.
30 (Joint Pub 1-02)

31 espionage against the United States-Overt, covert, or clandestine activity designed to obtain
32 information relating to the nationd defense with intent or reason to believe that it will be used to the

A-15



MCWP 2-14, COUNTERINTELLIGENCE

1 injury of the United States or to the advantage of aforeign nation. For espionage crimes see Chapter
2 37 of Title 18, United States Code. (Joint Pub 1-02)

3 essential elements of friendly information - Key questions likely to be asked by adversary offidds
4 and intelligence systems about specific friendly intentions, cgpabilities, and activities so they can obtain
5 answers critica to their operationd effectiveness. Also called EEFI. (Joint Pub 1-02) Specific facts

6 about friendly intentions, capabiilities, and activities needed by adversaries to plan and execute effective
7 operations againgt our forces. (MCRP 5-12C)

8 estimative intelligence - Class of intelligence which attempts to anticipate future possibilities and
9 probabilities based on an analysis of decriptive intelligence in the context of planned friendly and
10 assessed enemy operations. (MCRP 5-12C)

11 evaluation - Inintelligence usage, gppraisd of an item of information in terms of credibility, rdiability,
12 pertinence, and accuracy. Appraisal isaccomplished at severd stages within the intelligence cycle with
13 progressively different contexts. Initia evauations, made by case officers and report officers, are

14 focused upon the rdigbility of the source and the accuracy of the information as judged by data available
15 at or closeto their operationd levels. Later evauations by intelligence andlysts, are primarily concerned
16 with verifying accuracy of information and may, in effect, convert information into intelligence. Appraisa
17 or evauation of items of information or intelligence isindicated by a sandard letter-number syslem. The
18 evduation of the rdiability of sourcesis designated by aletter from A through F, and the accuracy of the
19 information is designated by numerd 1 through 6. These are two entirely independent appraisals, and

20 these separate gppraisals are indicated in accordance with the system below. Thus, information

21 adjudged to be "probably true" received from an "usudly rdiable source” is designated "B-2" or "B2,"
22 while information of which the "truth cannot be judged” received from "usudly rdiable source' is

23 designated "B-6" or "B6." (Joint Pub 1-02)

24 -- Reliability of Source

25 A - Completdy rdiable

26 B - Uaudly rdiddle

27 C - Farly rdiadle

28 D - Notusudly reliable

29 E - Unrdidble

30 F - Reiability cannot be judged
31 -- Accuracy of Information

32 1 - Confirmed by other sources
33 2 - Probably true

34 3 - Posshly true

35 4 - Doubtful

36 5 - Improbable
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1 6 - Truth cannot be judged

2 evasion and escape intelligence - Processed information prepared to assist personnel to escape if
3 captured by the enemy or to evade captureif lost in enemy-dominated territory. (Joint Pub 1-02)

4 F

5 fabricator - Individuas or groups who, without genuine resources, invent information or inflate or
6 embroider over newsfor persond gain or for politica purposes. (Joint Pub 1-02)

7 for ce protection--Security program designed to protect soldiers, civilian employees, family members,

8 facilities, and equipment, in al locations and Situations, accomplished through planned and integrated

9 gpplication of combating terrorism, physica security, operations security, persond protective services,
10 and supported by intelligence, Cl, and other security programs. (Joint Pub 1-02)

11 foreign intelligence - Information relating to the capabilities, intentions, and activities of foreign
12 powers, organizations, or persons, but not including counterintelligence (with the exception of
13 information on internationd terrorist activities). (Joint Pub 1-02)

14 friendly for ce information requirement - Information the commander needs about friendly forcesin
15 order to develop plans and make effective decisons. Depending upon the circumstances information on
16 unit location, composition, readiness, personnd status, and logistics status could become a friendly force
17 information requirement. Also cdled FFIR. (MCRP 5-12C)

18 fusion - In intdligence usage, the process of examining dl sources of intelligence and information to
19 derive a complete assessment of activity. (Joint Pub 1-02)

20 G

21 global sourcing - A process of force provision or augmentation whereby resources may be drawn
22 from any location/command worldwide. (MCRP 5-12C)

23 H

24 hogt country - A nation in which representatives or organizations of another state are present because
25 of government invitation and/or internationa agreement. (Joint Pub 1-02)

26 host nation - A nation which recaives the forces and/or supplies of dlied nations and/or NATO
27 organizations to be located on, or to operate in, or to trangit through its territory. (Joint Pub 1-02)
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1 hostage - A person held as a pledge that certain terms or agreements will be kept. (The taking of
2 hostages is forbidden under the Geneva Conventions, 1949.) (Joint Pub 1-02)

3 human intelligence - intelligence derived from information collected and provided by human resources.
4 Also called HUMINT. (3 Pub 1-02) HUMINT operations cover awide range of activities

5 encompassing reconnaissance patrols, aircrew reports and debriefs, debriefing of refugees,

6 interrogations of prisoners of war, the conduct of Cl force protection source operations and controlled
7 operations. (MCRP 5-12C)

8 human resour ces intelligence - The intdligence information derived from the intelligence collection
9 discipline that uses human beings as both sources and collectors, and where the human being is the
10 primary collection instrument. Also caled HUMINT. (Joint Pub 1-02)

11 I

12 imagery - Collectively, the representations of objects reproduced eectronically or by optical meanson
13 film, dectronic display devices, or other media (Joint Pub 1-02)

14 imagery exploitation -The cycle of processing and printing imagery to the positive or negetive Sate,
15 assembly into imagery packs, identification, interpretation, mensuration, information extraction, the
16 preparation of reports and the dissemination of information. (Joint Pub 1-02)

17 imagery intelligence - Intelligence information derived from the exploitation of collection by visua

18 photography, infrared sensors, lasers, electro-optics and radar sensors such as synthetic aperture radar
19 wherein images of objects are reproduced opticaly or dectronicaly on film, eectronic display devices
20 or other media. Also cdled IMINT. (Joint Pub 1-02)

21 imagery interpretation - (1) The process of location, recognition, identification, and description of
22 objects, activities, and terrain represented on imagery. (2) The extraction of information from
23 photographs or other recorded images. (Joint Pub 1-02)

24 imitative deception - Theintroduction of eectromagnetic energy into enemy systems that imitates
25 enemy emissons. (Joint Pub 1-02)

26 indications and war ning - Thoseintelligence activities intended to detect and report time-sensitive

27 intdligence information on foreign developments that could involve athreet to the United States or allied
28 military, palitical, or economic interests or to U.S. citizens abroad. 1t includes forewarning of enemy

29 actions or intentions; the imminence of hodtilities; insurgency; nuclear/non-nuclear attack on the United
30 States, its overseas forces, or dlied nations; hostile reactions to United States reconnaissance activities,
31 terrorigts attacks, and other smilar events. Also cdled I&W.  (Joint Pub 1-02)

32 indications (intelligence) - Information in various degrees of evauation, al of which bears on the
33 intention of a potential enemy to adopt or rgect a course of action. (Joint Pub 1-02)
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1 indicator - Ininteligence usage, an item of informeation which reflects the intention or cgpability of a
2 potentia enemy to adopt or rgect a course of action. (Joint Pub 1-02)

3infiltration - (1) The movement through or into an area or territory occupied by ether friendly or

4 enemy troops or organizations. The movement is made, either by small groups or by individuas, a

5 extended or irregular intervas. When used in connection with the enemy, it infers that contact is

6 avoided. (2) In intelligence usage, placing an agent or other person in atarget areain hodtile territory.

7 Usudly involves crossing afrontier or other guarded line. Methods of infiltration are: black

8 (clandegtine); gray (through lega crossing point but under false documentation); white (legd). (Joint Pub
91-02)

10 informant - (1) A person who, wittingly or unwittingly, provides information to an agent, a clandestine
11 service, or the police. (2) In reporting, a person who has provided specific information and is cited asa
12 source. (Joint Pub 1-02)

13 information - (1) In intelligence usage, unevauated materia of every description that may be used in
14 the production of inteligence. (2) The meaning that a human assgns to data by means of the known
15 conventions used in their representation. (Joint Pub 1-02)

16 information exchange requirement - The requirement for information to be passed between and
17 among forces, organizations, or administrative structures concerning ongoing activities. Information
18 exchange requirements identify who exchanges what informeation with whom aswel aswhy the

19 information is necessary and how that information will be used. The qudity (i.e, frequency, timeiness,
20 security) and quantity (i.e., volume, speed, and type of information such as data, voice, and video) are
21 atributes of the information exchange included in the information exchange requirement. Also caled
22 IER. (MCRP 5-12C)

23 infor mer - Person who intentionally disclosesto police or to a security service information about
24 persons or activities consdered suspect, usualy for afinancid reward. (Joint Pub 1-02)

25 infrared imagery - That imagery produced as aresult of sensng electromagnetic radiation emitted or
26 reflected from a given target surface in the infrared position of the e ectromagnetic spectrum
27 (approximately 0.72 to 1,000 microns). (Joint Pub 1-02)

28 insurgency - An organized movement amed at the overthrow of a congtituted government through use
29 of subversion and armed conflict. (Joint Pub 1-02)

30 integration - (1) A sagein the intelligence cycle in which a pattern is formed through the sdection and
31 combination of evauated information. (2) In photography, a process by which the average radar picture
32 seen on severd scans of the time base may be obtained on a print, or the process by which severa

33 photographic images are combined into asingle image. (Joint Pub 1-02)
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1 intelligence - (1) The product resulting from the collection, processing, integration, andys's, evauation,
2 and interpretetion of available information concerning foreign countries or areas. knowledge about the
3 enemy or the surrounding environment needed to support decison making. (2) Information and

4 knowledge about an adversary obtained through observation, investigation, anayss, or understanding.

5 (Joint Pub 1-02) In Marine Corps usage, intdligence is knowledge about the enemy or the surrounding
6 environment needed to support decisonmaking. Thisknowledge is the result of the collection,

7 processing, exploitation, evauation, integration, andyss, and interpretation of available information

8 about the battlespace and threat. (MCRP 5-12C)

9 intelligence contingency funds- Appropriated funds to be used for intelligence activities when the
10 use of other fundsis not applicable or would ether jeopardize or impede the mission of the intelligence
11 unit. (Joint Pub 1-02)

12 intelligence cycle - The process by which informetion is converted into intelligence and made available
13 to users. (Joint Pub 2-01)

14 intelligence data - Data derived from assets primarily dedicated to intelligence collection: imagery
15 systems, eectronic intercept equipment, human intelligence sources, etc. (MCRP 5-12C)

16 intelligence discipline - awell-defined area of intelligence collection, processing, exploitation, and
17 reporting using a specific category of technical or human resources. There are five mgjor disciplines:
18 humean intelligence, imagery intelligence, measurement and sgnature intdligence, sgnds intelligence
19 (communications intelligence, eectronics intelligence, and foreign instrumentation Sgnds intelligence),
20 and open source intelligence. (Joint Pub 2-01)

21 intelligence estimate - The appraisd, expressed in writing or ordly, of available intdligence rdaing to
22 aspecific dtuation or condition with aview to determining the courses of action open to the enemy or
23 potentia enemy and the order of probability of their adoption. (Joint Pub 1-02)

24 intelligence operations - The variety of intelligence tasks that are carried out by various inteligence
25 organizations and activities. (Joint Pub 1-02)

26 intelligence preparation of the battlespace- An anaytical methodology employed to reduce

27 uncertainties concerning the enemy, environment, and terrain for al types of operations. Intelligence

28 preparation of the battlespace builds an extensve data base for each potentid areain which a unit may
29 be required to operate. The data base is then analyzed in detail to determine the impact of the enemy,
30 environment, and terrain on operations and presentsit in graphic form. Intelligence preparation of the
31 battlespace is a continuing process. Also caled IPB. (Joint Pub 1-02) In Marine Corps usage, a

32 systematic, continuous process of analyzing the threat and environment in a specific geographic area
33 (MCRP 5-12C)

34 intelligence-related activities - (1) Those activities outside the consolidated defense intelligence
35 program which: a Respond to operationd commander’ s tasking for time-sengtive information on
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1 foreign entities; b. Respond to nationd intelligence community tasking of systems whose primary misson
2 issupport to operating forces; . Train personnd for intelligence duties; d. Provide an intelligence

3 resarve; or e. Are devoted to research and development of intelligence or related capabilities. (2)

4 Specificaly excluded are programs which are so closdly integrated with a weapon system that thelir

5 primary function is to provide immediate-use targeting data. (Joint Pub 1-02)

6 intelligencereport - A specific report of information, usudly on asngle item, made at any leve of
7 command in tactical operations and disseminated as rapidly as possible in keeping with the timeliness of
8 theinformation. Also cdled INTREP. (Joint Pub 1-02)

9 intdligence reporting - The preparation and conveyance of information by any means. More
10 commonly, the term is restricted to reports as they are prepared by the collector and asthey are
11 tranamitted by him to his headquarters and by this component of the intelligence structure to one or
12 more intdligence-producing components. Thus, even in thislimited sense, reporting embraces both
13 collection and dissemination. Theterm is gpplied to norma and specidist intelligence reports. (Joint Pub
14 1-02)

15 intelligence requirements- Any subject, genera or specific, upon which there is aneed for the

16 collection of information, or the production of intelligence. Also cdled IR. (Joint Pub 1-02) In Marine
17 Corps usage, questions about the enemy and the environment, the answers to which a commander

18 requires to make sound decisons. (MCRP 5-12C)

19 internal security - The Sate of law and order prevailing within a nation. (Joint Pub 1-02)

20 interpretation - A sage in the intelligence cyde in which the sgnificance of information isjudged in
21 relation to the current body of knowledge. (Joint Pub 1-02)

22 interrogation - Systematic effort to procure information by direct questioning of a person under the
23 control of the questioner. (Joint Pub 1-02)

24 interview (intelligence) - To gather information from a person who is aware that information isbeing
25 given dthough there isignorance of the true connection and purposes of the interviewer. Generdly

26 overt unlessthe collector is other than purported to be. (Joint Pub 1-02)

27 investigation - A duly authorized, systemétized, detailed examination or inquiry to uncover facts and
28 determine the truth of amatter. This may include collecting, processing, reporting, storing, recording,
29 andyzing, evauating, producing and disseminating the authorized information. (Joint Pub 1-02)

30 J

31joint force - A genera term gpplied to aforce composed of sgnificant elements, assigned or atached,
32 of two or more Military Departments, operating under asingle joint force commander. (Joint Pub 1-02)
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1 joint force commander - A generd term gpplied to a combatant commander, subunified commander,
2 or joint task force commander authorized to exercise combatant command (command authority) or
3 operationd control over ajoint force. Also caled JFC. (Joint Pub 1-02)

4 joint intelligence - Intelligence produced by eements of more than one Service of the same nation.
5 (Joint Pub 1-02)

6 joint intelligence center - Theintdligence center of the joint force headquarters. The joint intelligence
7 center isresponsible for providing and producing the intelligence required to support the joint force

8 commander and staff, components, task forces and eements, and the nationd intelligence community.

9 Also caled JC. (Joint Pub 1-02)

10 joint operational intelligence agency - An inteligence agency in which the efforts of two or more

11 Services are integrated to furnish that operationa intelligence essentid to the commander of ajoint force
12 and to supplement that available to subordinate forces of the command. The agency may or may not be
13 part of such joint force commander's taff. (Joint Pub 1-02)

14 Joint Worldwide Intelligence Communications System - The sengtive compartmented information
15 portion of the Defense Information System Network. It incorporates advanced networking technologies
16 that permit point-to-point or multipoint information exchange involving voice, text, graphics, data, and
17 video teleconferencing. Also caled JWICS. (3t Pub 1-02)

18 L

19 law of war - That part of internationd law that regulates the conduct of armed hodtilities. Also cdled
20 the law of armed conflict. (Joint Pub 1-02)

21 liaison -That contact or intercommunication maintained between eements of military forces to ensure
22 mutud understanding and unity of purpose and action. (Joint Pub 1-02)

23 M

24 main effort - The designated subordinate unit whose misson a agiven point in time is most criticd to
25 overal misson success. It is usudly weighted with the preponderance of combat power and is directed
26 againg a center of gravity through acritical vulnerability. (MCRP 5-12C)

27 maneuver warfare - A warfighting philosophy that seeks to shatter the enemy’s cohesion through a
28 variety of rapid, focused, and unexpected actions which create a turbulent and rapidly deteriorating
29 situation with which the enemy cannot cope. (MCRP 5-12C)

30 Marine Corps planning process - A sx-siep methodology which helps organize the thought
31 processes of the commander and staff throughout the planning and execution of military operations. It
32 focuses on the threat and is based on the Marine Corps philosophy of maneuver warfare. It capitdizes
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1 on the principle of unity of command and supports the establishment and maintenance of tempo. The Six
2 Seps condst of misson analys's, course of action development, course of action analys's,

3 comparison/decision, orders development, and trangtion. Also caled MCPP. NOTE: Tenets of the

4 MCPP include top down planning, single battle concept, and integrated planning. (MCRP 5-12C)

5 Marine expeditionary for ce -The Marine expeditionary force, the largest of the Marine air-ground

6 task forces, is normdly built around a divison/wing team, but can include severd divisons and aircraft

7 wings, together with an appropriate combat service support organization. The Marine expeditionary

8 forceis cgpable of conducting awide range of amphibious assault operations and sustained operations

9 ashore. It can betailored for awide variety of combat missions in any geographic environment. Also
10 cdled MEF. (Joint Pub 1-02)

11 Marine expeditionary for ce (Forward) - The desgnated lead echelon of a Marine expeditionary
12 force, task-organized to meet the requirements of a specific situation. Also caled MER(Fwd). (MCRP
13 5-12C)

14 Marine expeditionary unit (special operations capable) - The Marine expeditionary unit is atask
15 organization which is normdly built around a battalion landing team, reinforced helicopter squadron, and
16 logigtic support unit. It fulfills routine forward afloat deployment requirements, provides an immediate
17 reection capability for criss Stuations, and is capable of relatively limited combet operations. Also

18 called MEU(SOC). (Joint Pub 1-02)

19 measurement and signatur e intelligence - Scientific and technical intelligence obtained by

20 quantitative and qualitetive andyss of data (metric, angle, spatia, wavelength, time dependence,

21 modulation, plasma, and hydromagnetic) derived from specific technica sensors for the purpose of
22 identifying any distinctive features associated with the source, emitter, or sender and to facilitate

23 subsequent identification and/or measurement of the same. Also caled MASINT. (Joint Pub 1-02)

24 military intelligence - Intelligence on any foreign military or military-related Stuation or activity which
25 isggnificant to military policy making or the planning and conduct of military operations and activities.
26 (Joint Pub 1-02)

27 N

28 national intelligence - Integrated departmenta intelligence that covers the broad aspects of national
29 policy and nationa security, is of concern to more than one department or agency, and transcends the
30 exclusve competence of a single department or agency. (Joint Pub 1-02)

31 need to know - A criterion used in security procedures which requires the custodians of classified
32 information to establish, prior to disclosure, that the intended recipient must have accessto the
33 information to perform his officid duties. (Joint Pub 1-02)

34 neutralize - As pertains to military operations, to render ineffective or unusable. (Joint Pub 1-02)
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1 O

2 official information - Information which is owned by, produced for or by, or is subject to the control
3 of the United States Government. (Joint Pub 1-02)

4 open sour ce intelligence - information of potentid intelligence value that is avallable to the generd
5 public. Also caled OSINT. (Joint Pub 1-02)

6 operational control - Transferable command authority that may be exercised by commanders at any

7 echelon at or below the level of combatant command. Operationa control is inherent in combatant

8 command (command authority). Operationa control may be delegated and is the authority to perform

9 those functions of command over subordinate forces involving organizing and employing commands and
10 forces, assigning tasks, designating objectives, and giving authoritative direction necessary to accomplish
11 the misson. Operationd control includes authoritative direction over dl aspects of military operations
12 and joint training necessary to accomplish missions assgned to the command. Operationa control
13 should be exercised through the commanders of subordinate organizations. Normally this authority is
14 exercised through subordinate joint force commanders and Service and/or functional component
15 commanders. Operationa control normaly provides full authority to organize commands and forces and
16 to employ those forces as the commander in operational control considers necessary to accomplish
17 assgned missons. Operationd control does nat, in and of itself, include authoritative direction for
18 logigtics or matters of adminigration, discipline, interna organization, or unit training. Also caled
19 OPCON. (Joint Pub 1-02)

20 operations security - A process of andyzing friendly actions atendant to military operations and other
21 activitiesto:

22 a ldentify those actions that can be observed by adversary intelligence systems.

23 b. Determine indicators hogtile intelligence systems might obtain that could be interpreted or
24 pieced together to derive criticd information in time to be ussful to adversaries.

25 c. Sdect and execute measures that eliminate or reduce to an acceptable leve the vulnerabilities
26 of friendly actions to adversary exploitation. Also caled OPSEC. (Joint Pub 1-02)

27 order of battle - Theidentification, strength, command structure, and disposition of the personnd,
28 units, and equipment of any military force. Also called OOB. (Jt Pub 1-02)

29 overt operation - The collection of intelligence openly, without concedment. (Joint Pub 1-02)

30 P
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1 penetration - (1) Inland operations, aform of offensive which seeks to break through the enemy's

2 defense and disrupt the defensive system. (Joint Pub 1-02) (2) The recruitment of agents within, or the
3 infiltration of agents or technica monitoring devices in an organization or group for the purpose of

4 acquiring information or of influencing its activities. (Joint Pub 1-02)

5 personnd security investigation - Aninquiry into the activities of an individua which is designed to
6 develop pertinent information pertaining to trustworthiness and suitability for apostion of trust as related
7 to loydlty, character, emotiond stability, and rdiability. (Joint Pub 1-02)

8 physical security - That part of security concerned with physical measures designed to safeguard
9 personnel, to prevent unauthorized access to equipment, ingtdlations, materiad and documents, and to
10 safeguard them against espionage, sabotage, damage, and theft. (Joint Pub 1-02)

11 positive intelligence - A term of convenience sometimes gpplied to foreign intelligence to distinguish it
12 from foreign counterintelligence.

13 principal agent - An agent who, under the direction of an intelligence officer, is respongible for the
14 operationd activities of other agents.

15 priority intelligence requirement - Those intelligence requirements for which a commander has an
16 anticipated and stated priority in his task of planning and decison making. Also caled PIR. (Joint Pub
17 1-02) In Marine Corps usage, an intelligence requirement associated with a decison that will criticaly
18 affect the overdl success of the command's misson. (MCRP 5-12C)

19 production management - Encompasses determining the scope, content, and format of each product,
20 deveoping a plan and schedule for the development of each product, assigning priorities among the

21 vaious IPRs, alocating processng, exploitation, and production resources, and integrating production
22 efforts with collection and dissemination. (MCRP 5-12C)

23 R

24 ratline - An organized effort for moving personnel and/or materid by clandestine means across a
25 denied area or border. (Joint Pub 1-02)

26 reach back - The ability to exploit resources, capabilities, expertise, etc. not physcdly located in the
27 theater or ajoint area of operations, when established. (MCRP 5-12C)

28 rear area- For any particular command, the area extending forward from its rear boundary to the rear
29 of the area of respongibility of the next lower level of command. Thisareais provided primarily for the
30 performance of combat service support functions. (Joint Pub 1-02)

31 refugee - A civilian who by reason of red or imagined danger has |eft home to seek safety elsewhere.
32 (Joint Pub 1-02)
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1 repatriate -A person who returns to his country or citizenship, having left his native country, either
2 agang hiswill or as one of agroup who left for reason of politics, religion, or other pertinent reasons.
3 (Joint Pub 1-02)

4redtricted area - (1) Anarea(land, seg, or air) in which there are specid redtrictive measures

5 employed to prevent or minimize interference between friendly forces. (2) An areaunder military

6 jurisdiction in which specia security measures are employed to prevent unauthorized entry. (Joint Pub
7 1-02)

8 rules of engagement - Directive issued by competent military authority which delineate the
9 circumstances and limitations under which US forces will initiate and/or continue combat engagement
10 with other forces encountered. Also caled ROE. (Joint Pub 1-02)

11 S

12 sabotage - An act or actswith intent to injure, interfere with, or obstruct the nationd defense of a
13 country by willfully injuring or destroying, or attempting to injure or desiroy, any nationa defense or war
14 materid, premises or utilities, to include human and natura resources. (Joint Pub 1-02)

15 safe area - A designated areain hostile territory that offers the evader or escapee a reasonable chance
16 of avoiding capture and of surviving until he can be evacuated. (Joint Pub 1-02)

17 safe haven - (1) Designated arex(s) to which noncombatants of the United States Government's

18 responghility, and commercid vehicles and materia, may be evacuated during a domestic or other vaid
19 emergency. (2) Temporary storage provided Department of Energy classified shipment transporters at
20 Department of Defense facilitiesin order to assure safety and security of nuclear materid and/or

21 non-nuclear classfied materid. Also includes parking for commercia vehicles containing Class A or

22 Class B explosives. (Joint Pub 1-02)

23 safe house - An innocent-gppearing house or premises established by an organization for the purpose
24 of conducting clandestine or covert activity in reative security. (Joint Pub 1-02)

25 sanitize - Revise areport or other document in such afashion asto prevent identification of sources, or
26 of the actud persons and places with which it is concerned, or of the means by which it was acquired.
27 Usudly involves deletion or subgtitution of names and other key details. (Joint Pub 1-02)

28 scientific and technical intelligence - The product resulting from the collection, evauation, andyss,
29 and interpretation of foreign scientific and technica information which covers: (a) foreign developments
30 in basic and applied research and in gpplied engineering techniques; and (b) scientific and technica

31 characterigtics, cgpabilities, and limitations of dl foreign military systems, wegpons, weapon systems,
32 and materid, the research and development related thereto, and the production methods employed for
33 thelr manufacture. (Joint Pub 1-02)
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1 security - (1) Measures taken by amilitary unit, an activity or ingalation to protect itself againg dl acts
2 designed to, or which may, impair its effectiveness. (2) A condition that results from the establishment

3 and maintenance of protective measures that ensure a state of inviolability from hogtile acts or influences.
4 (3) With respect to classfied matter, it is the condition that prevents unauthorized persons from having
5 accessto officid information that is safeguarded in the interests of nationd security. (Joint Pub 1-02)

6 security classification - A category to which national security information and materid is assgned to
7 denote the degree of damage that unauthorized disclosure would cause to nationa defense or foreign
8 relations of the United States and to denote the degree of protection required. There are three such

9 categories.

10 a. Top secret - Nationa security information or materia which requires the highest degree of
11 protection and the unauthorized disclosure of which could reasonably be expected to cause

12 exceptiondly grave damage to the nationd security. Examples of "exceptiondly grave damage' include
13 armed hodtilities againg the United States or its dlies; disruption of foreign relations vitdly affecting the
14 nationa security; the compromise of vita nationa defense plans or complex cryptologic and

15 communications intelligence systems, the revelation of sengitive intelligence operations; and the

16 disclosure of scientific or technologica developments vitd to nationd security.

17 b. Secret - Nationa security information or materia which requires a substantial degree of

18 protection and the unauthorized disclosure of which could reasonably be expected to cause serious

19 damage to the nationd security. Examples of "serious damage” include disruption of foreign relations

20 sgnificantly affecting the nationa security; significant impairment of a program or policy directly related
21 to the nationd security; reveation of sgnificant military plans or intelligence operations, and compromise
22 of ggnificant scientific or technologica devel opments relating to national security.

23 c. Confidential - Nationa security information or materiad which requires protection and the
24 unauthorized disclosure of which could reasonably be expected to cause damage to the national
25 security. (Joint Pub 1-02)

26 security clearance - An adminidrative determination by competent authority that an individud is
27 eligible, from a security standpoint, for access to classfied information. (Joint Pub 1-02)

28 security counter measur es - Defengve security programs and activities that seek to protect against
29 both foreign intelligence collection efforts and unauthorized access to, or disclosure of, protected
30 fadilities, information, and materid. (Joint Pub 2-01.2)

31 security intelligence - Intelligence on the identity, cgpabilities and intentions of hostile organizations or

32 individuas who are or may be engaged in espionage, sabotage, subversion or terrorism. (Joint Pub
33 1-02)
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1 sensitive - Requiring specia protection from disclosure which could cause embarrassment,
2 compromise, or threst to the security of the sponsoring power. May be applied to an agency,
3 ingalation, person, position, document, materid, or activity. (Joint Pub 1-02)

4 sengtive compar tmented infor mation - All information and materids bearing specid community

5 controls indicating restricted handling within present and future community intelligence collection

6 programs and their end products for which community systems of compartmentation have been or will
7 beformally established. (These controls are over and above the provisons of DOD 5200.1-R,

8 Information Security Program Regulation.) Also caled SCI. (Joint Pub 1-02)

9 sensor - An equipment which detects, and may indicate, and/or record objects and activities by means
10 of energy or particles emitted, reflected, or modified by objects. (Joint Pub 1-02)

11 sensor data - Data derived from sensors whose primary mission is surveillance or target acquisition:
12 air survelllance radars, counterbattery radars, remote ground sensors. (MCRP 5-12C)

13 signal security - A generic term that includes both communications security and ectronic security.
14 Also cdled SIGSEC. (Joint Pub 1-02)

15 signalsintelligence - A category of intelligence comprising ether individudly or in combingtion dl

16 communications inteligence, dectronics intdligence, and foreign insrumentation sgndsintelligence,

17 however tranamitted. Intelligence derived from communications, eectronics, and foreign instrumentation
18 sgnds. Also caled SIGINT. (Joint Pub 1-02)

19 Situational awar eness - Knowledge and understanding of the current Stuation which promotes timely,
20 relevant and accurate assessment of friendly, enemy and other operations within the battlespace in order
21 to fadilitate decisonmaking. An informationa perspective and skill that foster an ability to determine

22 quickly the context and relevance of eventsthat are unfolding. Also caled SA. (MCRP 5-12C)

23 source - (1) A person, thing, or activity from which intelligence information is obtained. (2) In

24 clandedtine activities, a person (agent), normaly aforeign nationd, in the employ of an intdligence
25 activity for intelligence purposes. (3) In interrogation activities, any person who furnishes inteligence
26 information, either with or without the knowledge that the information is being used for intelligence
27 purposes. In this context, a controlled sourceisin the employment or under the control of the

28 intdligence activity and knows that the information isto be used for intelligence purposes. An

29 uncontrolled source is a voluntary contributor of information and may or may not know thet the

30 information is to be used for intelligence purposes. (Joint Pub 1-02)

31 special access program - Any program established under Executive Order 12356 that imposes

32 additiond controls governing access to classfied information involved with such programs beyond those
33 required by norma management and safeguarding practices. These programs may include, but are not
34 limited to, access gpprovd, adjudication or investigetive requirements, specid designation of officids
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1 authorized to determine a need-to-know, or specid lists of persons determined to have a
2 need-to-know. Also caled SAP. (Joint Pub 1-02)

3 special activities - Asdefined in Executive Order No. 12333, activities conducted in support of

4 naiond foreign policy objectives that are planned and executed so that the role of the U.S. Government
5 isnot gpparent or acknowledged publicly, but which are not intended to influence U.S. politica

6 processes, public opinion, policies, or mediaand do not include diplomatic activities or the collection

7 and production of intelligence or related support functions. (Joint Pub 1-02)

8 special agent - A person, ether United States military or civilian, who isa specidist in military security
9 or the collection of intelligence or counterintdligence information. (Joint Pub 1-02)

10 special operations - Operations conducted by specialy trained, equipped, and organized DOD forces
11 againg drategic or tactica targetsin pursuit of nationa military, political, economic, or psychologica

12 objectives. These operations may be conducted during periods of peace or hogtilities. They may

13 support conventional operations, or they may be prosecuted independently when the use of

14 conventiond forces is either ingppropriate or unfeasible. (Joint Pub 1-02)

15 split base - Two or more portions of the same force conducting or supporting operations from
16 separate physical locations. (MCRP 5-12C)

17 stay behind - Agent or agent organization established in a given country to be activated in the event of
18 hostile overrun or other circumstances under which norma access would be denied. (Joint Pub 1-02)

19 strategic intelligence - Intelligence that is required for the formation of policy and military plans at
20 nationd and internationd levels. Strategic intelligence and tecticd intelligence differ primarily in level of
21 gpplication but may aso vary in terms of scope and detail. (Joint Pub 1-02)

22 drategic warning - A warning prior to the initiation of athreatening act. (Joint Pub 1-02)

23 subversion - Action designed to undermine the military, economic, psychologica, politica strength or
24 morde of aregime. (Joint Pub 1-02)

25 subversive activity - Anyone lending aid, comfort, and mora support to individuas, groups or

26 organizations that advocate the overthrow of incumbent governments by force and violence is

27 ubversve and is engaged in subversive activity. All willful acts thet are intended to be detrimenta to
28 the best interests of the government and that do not fall into the categories of treason, sedition,

29 sabotage, or espionage will be placed in the category of subversive activity. (Joint Pub 1-02)

30 subversive palitical action - A planned series of activities designed to accomplish political objectives

31 by influencing, dominating, or displacing individuas or groups who are s0 placed asto affect the
32 decisons and actions of another government. (Joint Pub 1-02)
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1 surveillance - The systematic observation of aerospace, surface or subsurface aress, places, persons,
2 or things, by visud, aurd, eectronic, photographic, or other means. (Joint Pub 1-02)

3 surveillance and reconnaissance center - Primary dement responsible for the supervision of

4 MAGTF intelligence collection operations. Directs, coordinates, and monitors intelligence collection
5 operations conducted by organic, attached, and direct support collection assets. Also called SARC.
6 (MCRP 5-12C)

7 sustained oper ations ashor e - The employment of Marine Corps forces on land for an extended
8 duration. It can occur with or without sustainment from the sea. Also called SOA. (MCRP 5-12C)

9 T

10 tactical intelligence - Intelligence that is required for planning and conducting tactica operations.

11 (Joint Pub 1-02) In Marine Corps usage, tecticd intelligence concernsitself primarily with the location,
12 capabilities, and possible intentions of enemy units on the baitlefield and with the tactical aspects of

13 terrain and weather. (MCRP 5-12C)

14 tactical intelligence and related activities- Those activities outsde the Nationa Foreign Intelligence
15 Program that: a respond to operational commanders tasking for time-sendtive information on foreign
16 entities; b. respond to nationd intelligence community tasking of systems whose primary misson is

17 support to operating forces, c. train personnd for intelligence duties; d. provide an intelligence reserve;
18 or e. are devoted to research and development of intelligence or related capabilities. Specifically

19 excluded are programs which are so closdly integrated with a weapon system that their primary function
20 isto provide immediate use targeting data. Also cdled TIARA. (Joint Pub 1-02)

21 tactical warning - (1) A warning after initiation of a threatening or hostile act based on an evauation of
22 information from dl available sources. (2) In satdlite and missile survelllance, anatification to

23 operationad command centers that a specific threat event is occurring. The component eements that

24 describe thregt eventsare: Country of origin -country or countries initiating hodtilities. Event type and
25 Sze -identification of the type of event and determination of the Sze or number of wegpons. Country
26 under attack-determined by observing trgjectory of an object and predicting its impact point. Event

27 time-time the hogtile event occurred. Also cdled integrated tacticd warning. (Joint Pub 1-02)

28 target - (1) A geographica area, complex, or ingdlation planned for capture or destruction by military
29 forces. (2) In intelligence usage, a country, area, ingdtdlation, agency, or person againg which inteligence
30 operations are directed. (3) An area designated and numbered for future firing. (4) In gunfire support

31 usage, an impact burst which hits the target. (Joint Pub 1-02)

32 target intelligence - Intelligence which portrays and locates the components of atarget or target
33 complex and indicates its vulnerability and relative importance. (Joint Pub 1-02)
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1 tasking - The process of trandating the dlocation into orders, and passing these orders to the units
2 involved. Each order normaly contains sufficient detailed instructions to enable the executing agency to
3 accomplish the mission successtully. (Joint Pub 1-02)

4 task force counterintelligence coor dinating authority (TFCICA) - The
5 counterintelligence officer, or civilian equivadent, assgned respongibility for coordinating dl
6 counterintelligence activities within ajoint task force. Also cdled TFCICA. The TFCICA hasthe
7 authority to require consultation between the agenciesinvolved, but does not have the authority to
8 compel agreement. In the event that essential agreement cannot be obtained, the matter shall be referred
9 to the appointing authority. Coordinating authority is a consultation relationship, not an authority through
10 which command may be exercised. Together, the TFCICA and the DHS sHUMINT Operations Cell
11 (HOC) for the nucleus of the 32X. (Joint Pub 2-01.2)
12
13 technical control - The performance of specialized or professond service, or the exercise of
14 professond guidance or direction through the establishment of policies and procedures. (Proposed
15 USMC definition for next revison of MCRP 5-12C.)

16 technical surveillance counter measur es- Techniques and measures to detect and neutralize awide
17 variety of hostile penetration technologies that are used to obtain unauthorized access to classified and
18 sendtive information. Technica penetrationsinclude the employment of optical, €ectro-opticd,

19 dectromagnetic, fluid, and acoustic means, as the sensor and transmission medium, or the use of various
20 types of simulation or modification to equipment or building components for the direct or indirect

21 transmission of information meant to be protected. Also cdled TSCM. (Joint Pub 2-01.2)

22

23 technical survey -A complete eectronic and physica ingpection to ascertain that offices, conference
24 rooms, war rooms, and other smilar locations where classified information is discussed are free of

25 monitoring systems. (Joint Pub 1-02)

26 telecommunication - Any transgmission, emission, or reception of Sgns, Sgnas, writings, images,
27 sounds, or information of any nature by wire, radio, visud, or other electromagnetic sysems. (Joint Pub
28 1-02)

29 TEMPEST - An unclassfied term referring to technical investigation for compromising emanations from
30 dectricaly operated, information processing equipment; they are conducted in support of emanations
31 and emissions security. (Joint Pub 2-01.2)

32 terrain intelligence - Processed information on the military significance of naturd and man-made
33 characteristics of an area. (Joint Pub 1-02)

34 terrorism- The unlawful use or threatened use of force or violence againgt individuas or property to

35 coerce or intimidate governments or societies, often to achieve paliticd, religious, or ideologica
36 objectives. (Joint Pub 1-02)
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1 treason - Violation of the alegiance owed to one's sovereign or state; betraya of one's country. (Joint
2 Pub 1-02)

3 U

4 unconventional warfare--A broad spectrum of military and paramilitary operations, normaly of long
5 duration, predominantly conducted by indigenous or surrogate forces who are organized, trained,

6 equipped, supported, and directed in varying degrees by an externd source. It includes guerrillawarfare
7 and other direct offendve, low vighility, covert, or clandestine operations, as well asthe indirect

8 activities of subversion, sabotage, intelligence activities, and evason and escape. Also called UW.

9 (Joint Pub 1-02)

10 unconventional warfare for ces - United States forces having an existing unconventiona warfare
11 capability conssting of Army Specia Forces and such Navy, Air Force, and Marine unitsas are
12 assigned for these operations. (Joint Pub 1-02)

13 United States country team - The senior, in-country, United States coordinating and supervising
14 body, headed by the Chief of the United States diplomatic mission, usually an ambassador, and

15 composed of the senior member of each represented United States department or agency. (Joint Pub
16 1-02)

17 V

18 validation - A process normaly associated with the collection of intelligence information that provides
19 officid gatusto an identified requirements and confirms that the requirement is gppropriate for agiven
20 collector and has not previoudy been satisfied. (Joint Pub 1-02)

21 W

22 warfighting functions - The Sx mutualy supporting military activities integrated in the conduct of dl
23 military operations are:

24 1. Command and control -- the means by which a commander recognizes what needs to be
25 done and seesto it that appropriate actions are taken.

26 2. Maneuver -- the movement of forces for the purpose of gaining an advantage over the
27 enemy.
28 3. Fires-- those means used to delay, disrupt, degrade, or destroy enemy capabilities, forces,

29 or fadllities as wdl as affect the enemy's will to fight.
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1 4. Intelligence -- knowledge about the enemy or the surrounding environment needed to
2 support decisonmaking.

3 5. Logigtics-- dl activities required to move and sustain military forces.

4 6. Force protection -- actions or efforts used to safeguard own centers of gravity while

5 protecting, concedling, reducing, or diminating friendly critica vulnerabilities. (MCRP 5-12C)
6 warning - A communication and acknowledgment of dangersimplicit in awide spectrum of activities by

7 potential opponents ranging from routine defense measures, to substantia increases in readiness and
8 force preparedness, to acts of terrorism or political, economic, or military provocetion. (Joint Pub 1-02)
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1 APPENDIX B
2 COUNTERINTELLIGENCE PRINCIPAL & SUPPORTING EQUIPMENT

3 1. Marine Corps Common Equipment. The Cl detachment or HUMINT exploitation team (HET)
4 isthe basic building block for CI HUMINT support to support aMAGTF or subordinate unit. The

5 HET reports to the supported commander with their authorized organic equipment under the table of
6 equipment (T/E) 4714 series. This generdly includes a aminimum, but is not limited to, the following
7 organic Marine Corps common equipment for each 3-man eement and would require two sets to fully
8 equip aHET:

9 Oty Description
10 (1) M998, High Mobility Multi-Purpose Whedled Vehicle (HMMWV) Complete
11 with SINGARS Radio mount
12 Q Traller, Cargo, ¥ Ton, 2 Whed, M101A3
13 @ Command Post (CP) Tent, with applicable support poles
14 2 Radar Scattering nets, with gpplicable support poles
15 @ Records Chest
16 1) Lantern Chest with (2) lanterns and Stove
17 (@) SINGARS Radio (SL-3 Complete), Radio Set, AN/PRC-140B
18 1) Radio Set, AN/PRC-119A
19 Q) Navigation Set, Satellite (PLGR) AN/PSN-11
20 (3) Seeping cots
21 @ 6 Cube box containing, stools, extension cords, supplies etc.

22 2. CI/HUMINT Equipment Program (CIHEP). In addition to that equipment brought under T/E
23 4714, the CI/HUMINT company maintains a gpecid alowance account of CI unique equipment

24 maintained in the company’s Cl platoon's technica survelllance countermeasures (TSCM) team. This
25 CIHEP alotment providesincreased capabilities for conducting Cl operations in an urban or

26 non-tactica environment. The CIHEP dlowance is continuoudy upgraded. The following are items
27 currently included:

28 Qty Description

29 (3) Motorola SABER, Receiver - Transmitter
30 3 Antenna, Magnetic Mount

31 Q Motorola 20 Watt Base Station/Repeater
32 @ Digitd Encryption Loader (DES)

33 2 Motorola SABER Recharger bank

34 (6) SABER Batteries

35 D Kodak DCS-420 Digital Camera Set
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Description

CI/HUMINT Automated Tool Set (CHATS) containing a notebook computer, color
printer, color scanner, DC-50 digita camera and secure communications and FAX
cgpability.

AT&T 1100 STU-III Telephone

Tripod

Camera, Hi-8mm Video

Video capture card

Video, Hi-8mm, TV Recorder/Player, 5-Inch Screen

Video, Hi-8mm, TV Recorder/Player, 2 Inch Screen

Recorder, Microcassette

Metal Detector

13 3. CI/HUMINT AUTOMATED TOOL SET (CHATS) CURRENT CAPABILITIES. CHATS
14 isasuite of hardware designed to meet the unique requirements of MAGTF CI/HUMINT eements.

15 Operating up to the SECRET leve and using the baseline and DCIIS software suite, the system

16 provides the capability to manage assets and analyze information collected through investigations,

17 interrogations, collection, and document exploitation. With CHATS, MAGTFE Cl dements may

18 eectronicaly store collected information in alocd

39 database, asociae information with digital

2R photography, and transmit/receive information over

33 exiging military and civilian communications. The

32 CHATS provides these functions primarily with

38 commercid off-the-shelf software operating in algptop
36 computer within a hardened transport case. Mgor

33 systems components include:

38

30¢ Opeading Sysem:  MS Windows 95/MS Plusfor

20 Windows 95

28 ® Hardened System:  Intel Pentium

29 166 MHz or faster

30 Disk Drive: 1.3 GB Removable -
44 ROM: 12X

45¢ RAM: 32MB

46° Communications. STU-IIT (AT&T 1100)

47 (unit provided) or

48 Secure Termindl Equipment (FY 98)
49
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1® Secure FAX: llex PCMCIA FigureB-1. CI/HUMINT Automated Tool Set
2 Externd Modem: PCMCIA 33.6 BPS

3¢ Digitd Camera: Kodak Color DC50 ® Comms Paths: Ethernet Thin LAN,
4 * Printer: Cannon BJC-70 Commercid

5 Color Scanner: L ogitec PowerPage Telephone, CNR

6 When fully fielded", the system will enhance seamless integration of CI/HUMINT information from the

7 HET to intdligence units throughout the MAGTF. Current planning envisions the cgpability to be globd

8 command and control system compliant and able to support the information exchange between CHATS

9 and the Marine Corpsintelligence andyss sysem (1AS), the army’s dl source analysis system (ASAS),
10 and the joint community's joint deployable intelligence support system (JDISS).

11 PLANNED IMPROVEMENTS

12 Continuous and incrementa upgrades to the CHATS through the entire product life-cycle. Current
13 plansincdude:

14 FY 98 FY 99

15 INMARSAT-B Connectivity Multi-Media Te econference Capabilities
16 Tactical Radio Interface (TCIM/ViaSat Cards) Read/Write CD-ROM Data Services

17 GPS Interface Bulk Storage (Zip, LS-120, HiFD)

! Full operationd capability is anticipated during fisca year 1999.
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1 APPENDIX C
2 Counterintelligence Operations Appendix
3 (Appendix 3 to Annex B, Intelligence)
4 ___________________________________________________________________
5 CLASSIFICATION
6 Copyno. ___of __ copies
7 Issuing Unit
8 PLACE OF ISSUE
9 Date/time group
10 Message reference number

11 APPENDIX 3TO ANNEX B TO OPORD XXX ()
12 Counterintelligence Operations (U )

13 () REEERENCES: Lig unit standing operating procedures (SOP) for intelligence and
14 counterintelligence, maps and any other relevant documents that authorize the various levels of
15 anticipated Cl operations.

161. () GENERAL
17 a ( )Objectives. Discussgenerd objectives and guidance necessary to accomplish the mission.
18 b. ( )Command Responshilities and Reporting Procedures. Provide a generd statement of

19 command responsibilities and reporting procedures to ensure the flow of pertinent counterintelligence
20 information to higher, adjacent, or subordinate commands.

21 ¢ ( )Cl Liason Responshilities. Discuss responshbility to coordinate and conduct liaison
22 between command counterintelligence dements and those of other U.S. and dlied commands and
23 agencies.

24 d. ( )Redrictions. Discussthe effect of U.S. Statutes, Executive Orders, DOD and Higher
25 Headquarters Directives, and SOFA on counterintelligence activities.

262. ( )HOSTILE THREAT. Summarizetheforeign inteligence activity and collection threet; foreign
27 security and Cl threat; and threats from sabotage, terrorism, and assassination directed by foreign
28 dements. Emphasize cgpabilities and intentions.

293. ( )COUNTERINTELLIGENCE ORGANIZATIONS
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1 a ( ) CommandsCl Structure. Provide strengths, locations, and capabilities (to include specia
2 qudifications) of command's Cl assts.

3 b () Supporting Command/Agencies Cl Structure. Provide stirengths, locations, capabilities, and
4 type of support to be provided.

5 ¢ () AlliedHogt Nation Cl Structure. Provide strengths, locations, capabilities, and type of
6 support anticipated.

74. () SECURITY. Provide planning guidance concerning procedures and responsibilities for the
8 following security activities

9 a () Forceor Headquarters

10 b. () Military Security

11 c. () Civil Authority

12 d. () Port, Frontier, and Travel Security

13 e () Safeguarding Classfied Information and Codes

14  f. () Security Discipline and Security Education

15 g. () Protection of Criticd Inddlations

16  h. () Specia Weapons Security

17  i. () Counterterrorist Measures

185. ( ) COUNTERINTELLIGENCE PLANS ACTIVITIES AND FUNCTIONS

19 a () Deendve. Identify the staff of those commands that have supporting counterintelligence
20 asets and provide planning guidance concerning procedures, priorities and channelsfor:

21 (1) () Counterintelligence Force Protection Source Operations (CFSO).

22 (2) () Interrogatiion of enemy prisoners of war (EPW) and defectors.

23 (3) () Screening of indigenous refugees, displaced persons, and detained suspects.

24 (4) () Debriefing of U.S. or other friendly personnel who evade, escape, or are released from
25 enemy control.
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1 (5) () Exploitation of captured documents and materid.

2 b () Offensve Edablish guidance, to include control and coordination, for approval of
3 counterespionage, countersabotage, countersubversion, counterterorist, double agent, deception and
4 other special operations.

56. ( ) COUNTERINTELLIGENCE TARGETSAND REQUIREMENTS

6 a () Tages Provide guidance to subordinate commands for developing counterintelligence
7 targets based on an assessment of the overdl counterintelligence threst. Designate priorities that
8 emphasize the relative importance of the following counterintelligence target categories:

9 (1) () Persondities

10 (2@ () Ingdlations.

11 (3) () Organizations and groups.
12 (4 () Documents and meterid.

13 b. () Priorties Identify specia counterintelligence collection requirements and priorities to be
14 fulfilled by counterintelligence operaions.

15 c () Miscdlaneous. Identify any other command information required.

167. () COUNTERINTELLIGENCE PRODUCTION AND DISSEMINATION. Provide
17 guidance for the andlys's, production, and dissemination of CI from all sources.

188. () ADMINISTRATION AND LOGISTICS. Provide a statement of the administrative and
19 logigtic arrangements or requirements for Cl not covered in the Basic Plan or in another Annex.

20 Specific operationd details on early deployments, mode of trangportation, clothing, equipment,

21 operationd or contingency funds will be discussed according to the specific operation.

229. () COMMAND AND SIGNAL

23 a () Command. Include details of conditions that would prompt change of command and
24 procedures to implement that change during execution of the plan. Address what information and
25 activities require the commander's knowledge and approval.

26  b.( ) Communication Ensurethat communications requirements are addressed in Annex K.
27 Unigque communications requirement for Cl should be addressed to include identifying what
28 communication channels should be used.
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110.( ) COORDINATION. Identify coordination requirements peculiar to the counterintelligence
2 activitieslisted in the paragraphs above.

3 Tabs
() Counterintelligence Etimate

A -
5 B - () Counterintelligence List of Targets
6 C - () Countersgns Chalenges and Passwords

C-4



MCWP 2-14, COUNTERINTELLIGENCE

1 COUNTERINTELLIGENCE ESTIMATE

2 Purpose. Provides abasdine of historicd, threet related information to support initid MAGTF for
3indudon

4
5 CLASSIFICATION

6 Copy no. __of __ copies

7 ISSUING HEADQUARTERS
8 PLACE OF ISSUE

9 Date/Time Group

10TAB A TO APPENDIX 3TO ANNEX B TO OPORD XXX ()
11 Counterintelligence Estimate (U )

12 () REFERENCES: a Unit standing operating procedures (SOP) for intelligence and

13 counterintelligence.

14 b. JTF, NTF, other components, theater and nationd intelligence and
15 counterintelligence plans, orders and tactics, techniques and procedures,
16 and multinationa agreements pertinent to intelligence operations.

17

18 c. Maps, charts and other intelligence and counterintelligence products
19 required for an understanding of this annex.

20

21 d. Documents and online databases that provide intelligence required for
22 planning.

23

24 e. Others as appropriate.

251 ( ) MISSION. (Statethe assgned task and its purpose.)

26 2. () CHARACTERISTICSOF THE AREA OR OPERATIONS. (State conditions and other
27 pertinent characteristics of the areawhich exist and may affect enemy intelligence, sabotage, subversve
28 and terrorigt capabilities and operations. Assess the estimated effects. Also, assesstheir effects on

29 friendly counterintelligence capabilities, operations and mesasures. Reference agppendix 8, Intelligence
30 Estimate, to annex B, Intelligence, as appropriate.)

31 a () Military Geography

32 (1) () (BExiging Stuation)
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1 (2 () (Estimated effects on enemy intelligence, sabotage, subversve and terrorist operations
2 and capahilities))
3 (3) () (Edtimated effects on friendly counterintelligence operations, capabilities and measures.)

4 b.()Wesher

5 (1) () (Exigting Stuation)

6 (2 () (Estimated effects on enemy intelligence, sabotage, subversive and terrorist operations
7 and capabiilities.)

8 (3) () (Edtimated effects on friendly counterintelligence operations, capabilities and measures,)

9 ¢ () Other Chaacteridtics. (Additiond pertinent characterigtics are consdered in separate
10 subparagraphs. sociologicd, palitica, economic, psychologica, and other factors. Other factors may
11 include but are not limited to telecommunications materia, transportation, manpower, hydrography,
12 science, and technology. These are andlyzed under the same headings as used for military geography
13 and westher.)

143. INTELLIGENCE, SABOTAGE, SUBVERSIVE, AND TERRORIST SITUATION

15 (Discusses enemy intelligence, sabotage, subversive, and terrorist activities as to the current situation

16 and recent/sgnificant activities. Include known factors on enemy intelligence, sabotege, subversive, and
17 terrorist organizations. Fact sheets containing pertinent information on each organization may be

18 attached to the estimate or annexes.)

19 a () Location and dispostion.
20  b. () Compostion.

21 ¢ () Strength, indluding locd available strength, availability of replacements, efficiency of enemy
22 intdligence, sabotage, subversve, and terrorist organizations.

23 d. () Recent and present sgnificant intelligence, sabotage, and subversive activitiesmovements
24 (including enemy knowledge of our intelligence and counterintelligence efforts).

25 e () Operdiond, tacticd and technica capabilities and equipment.
26 f. () Peculiarities and wesknesses.

27  g. () Other factors as appropriate.
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14. () INTELLIGENCE, SABOTAGE, SUBVERSIVE, AND TERRORIST CAPABILITIES

2 AND ANALYSIS. (List separately each indicated enemy capability which can affect the

3 accomplishment of the assgned misson. Each enemy cgpability should contain information on what the

4 enemy can do, where they can do it, when they can start it and get it done, and what strength they can

5 devote to thetask. Anayze each cgpability in light of the assgned mission, congdering dl gpplicable

6 factors from paragraph 2, and attempt to determine and give reasons for the estimated probability of

7 adoption by the enemy. Examine the enemy’ s cgpabilities by discussng the factors that favor or militate

8 againd its adoption by the enemy. The analys's of each capability should aso include a discussion of

9 enemy strengths and vulnerabilities associated with that cgpability. Also, the andyss should include a
10 discussion of any indications that point to possible adoption of the capability. Finaly, Sate the esimated
11 effect the enemy’ s adoption of each capability will have on the accomplishment of the friendly mission)

12 a () Capabilities

13 (1) () Intdligence. (Include al known/estimated enemy methods.)

14 (2) () Sabotage. (Include dl possible agent/guerilla capabilities for military, politicd, and

15 economic sabotage.)

16 (3) () Subverson. (Include dl types, such as propaganda, sedition, treason, disaffection, and

17 threatened terrorigts activities affecting our troops, dlies, and locd civilians, and assistance in the escape
18 and evasion of hodtile civilians)

19 (4) () Terrorid. (Include capatilities of terrorist persondities and organizations in area of
20 operation.)

21 b. () Andyssand discusson of enemy capabilities for intelligence, sabotage, subversve, and
22 terrorism as a basis to judge the probability of their adoption.

235. CONCLUSIONSAND VULNERABILITIES. (Concdusonsresulting from discussonin

24 paragraph 4. Relate to current dl-source intelligence estimates of the enemy’'s centers of gravity, critica
25 and other vulnerabilities and estimated exploitability of these by friendly forces, enemy courses of action
26 beginning with the most probable and continuing down the list in the estimated order of probability, and
27 the estimated effects adoption of each capability would have on the friendly misson.)

28 a () Probability of enemy adoption of intelligence, sabotage, subversive, and terrorist programs or
29 procedures based on capabilities.

30 b () Effectsof enemy capabilities on friendly course of action.

31 c () Effectiveness of our own counterintelligence measures and additiona requirements or
32 emphasis needed.
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1 Encdlosures

2 (As appropriate)
3
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1 CLASSFICATION

2 Copyno. _ of  copies
3 Issuing Unit

4 PLACE OF ISSUE

5 Dateltime group

6 Message reference number

7TABB TO APPENDIX 3TOANNEX B TO OPORD XXX ()
8 Counterintelligence List of Targets(U)

9 1. () Friendly Infrestructure. Develop alisting of offices and agencies where Cl personnd can obtain
10 CI information and assstance.

11 2. () Foreign Intelligence and Security Service (FISS) Infrastructure. Develop aligting of specific
12 offices and indtitutions within the FISS structure that can provide information of FISS targeting,
13 operétions, etc.

14 3. ( ) FISS Persondlities. Develop and update a pecific listing of FISS personalities who, if captured,
15 would be of Cl interrogation interest.

16
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1 Countersigns Challenges and Passwor ds

2 1. Guidance and Procedures

3 a Countersgns (chdlenge/password) are used during MAGTF operations as a means of positive
4 identification of friendly personnel. Countersignswill, be changed daily at a predetermined time to be
5 published in Annex C to the OPORDER. Compromise of the countersign will be reported immediately
6 to the Command Element S-2 Section.

7  b. The countersgns|list will be issued separately as Tab C to Appendix 3 to Annex B of the
8 OPORDER. It will gppear in the following manner:

9 Code Chdlenge Password Alternate
10 11 Lamp Whed 9
11 12 Powder Powder 7
12 13 Black Teble 8

13  c. Dissamination of theinitid primary and dternate counteragns for the initia introduction of forces
14 will be madein Annex B to the OPORDER. Subsequent countersign dissemination will be made by
15 other secure means (i.e. covered radio nets) prior to the effectivetime. A sample message formisas
16 follows

17 "Code 11 countersign effective 011201(L) through 021200 (L). Alternate countersign
18 Code 13."
19 Procedure: Alternate counterdgns are any two numbers, that equd the dternate

20 number, one given as the challenge, the other as the password reply.

21  d. If & any time, thereis reason to believe that a password or countersign has been compromised,
22 the unit which suspects the compromise will notify the MAGTF command eement G/S-2 via the fastest
23 means available. The command eement will issue dternate and any changes to the remaining

24 countersigns.

25 e Bdow isthebasc format for the countersgns chalenges and passwords tab to gppendix 3.
26
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1 CLASS FICATION

2 Copyno. ____of ___ copies
3 Issuing Unit

4 PLACE OF ISSUE

5 Dateltime group

6 Message reference number

7TABB TO APPENDIX 3TOANNEX BTO OPORD XXX ()
8 Countersigns Challenges and Passwords (U )

9 1. () Thistab providestheinitia dissemination of the primary and dternate countersigns to be used

10 within the MAGTF. Subsequent countersign dissemination will be made by other security means prior
11 to the effective time.

12 CODE/DATE CHALLENGE PASSWORD ALTERNATE
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1 APPENDI X D

2 COUNTERINTELLIGENCE ANALYS SAND PRODUCTION
3

4 Section |

5 TACTICS, TECHNIQUES AND PROCEDURESFOR

6 COUNTER-HUMAN INTELLIGENCE

7 ANALYSISAND PRODUCTION

8 1. General. Counter human inteligence (C-HUMINT) analyssincreases in importance with each new

9 US involvement in worldwide operations. Especidly in MOOTW, C-HUMINT andysis is rapidly
10 becoming a cornerstone upon which commanders base their concepts operations. This section presents
11 information for anadysts to develop some of those products that can enhance the probability of
12 successful operations.

13 a Counterinteligence (Cl) analysts, interrogators, and Cl agents maintain the C-HUMINT
14 database. Using this database, they produce-

15 (1) Time event charts.

16 (2) Association matrices.

17 (3) Activities matrices.

18 (4) Link diagrams.

19 (5 HUMINT communication diagrams.

20 (6) HUMINT dgtuation overlays.

21 (7) HUMINT-related portions of the threat assessment.
22 (8) Cl target lists.

23  b. Theandyticd techniques used in HUMINT andysis enable the andy< to visudize large amounts
24 of datain graphic form. We emphasize, however, that these andytica techniques are only tools used to
25 arive a alogica and correct solution to a complex problem; the techniques themsalves are not the

26 solution.

27  c. There arethree basic techniques (tools) used as aids in analyzing HUMINT-related problems.
28 These techniques-time event charting, matrix manipulation, and link diagramming-used together, are
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1 critica to the process of transforming diverse and incomplete bits of seemingly unrdated data into an
2 understandable overview of an exceedingly complex Stuation.

3 (1) Time Event Charting

4 (8 Thetime event chart (seefigure D-1) isachronologica record of individua or group

5 activities desgned to store and digplay large amounts of information in aslittle space as possible. This

6 tool is easy to prepare, understand, and use. Symbols used in time event charting are very smple.

7 Andysts use triangles to show the beginning and end of the chart. They aso use triangles within the chart
8 to show shiftsin method of operation or change in ideology. Rectangles or diamonds are used to

9 indicate Sgnificant events or activities.

~

1.0 2.0 3.0
= - -»
1998 2 Feb 96 7 Feb 66 Ma
Former RAF member Schatz meets with Schatz transfers RAF bomb British
Albert Schatz forms 3 RAF members DM 10,000 from his “acht Club, Berlin
M2J in Rome acct to Stuttgart bank 3 KIA
4.0 5.0 6.0 2.0
— — -
13 Mar 96 1 Apr 96 15 May 96 21 May 98
Schatz travels Maney transfer from Schatz meets DM 25,000
to Libya Libya to Schatz’s Inge Viett transferred to Viett's
Swiss Bank Acct In Paris acct in Berlin
a 9.0 10.0 11,
—- — — - .
Jun B Aug 96 12 Sep 96 Oct
RAF attempt to 2 RAF members M2J members rob Bomb found in
assassinate British complete training bank, Wiesbaden net US Officers Club in
Prime Minister in Pariz  in Libya DM 40,300.00 Frankfurt

10 FigureD-1. Time Event Chart

11 (b) Andydts can highlight particularly noteworthy or important events by drawing an "X’

12 through the event symbol (rectangle or diamond). Each of these symbols contains a chronologica

13 number (event number), date (day, month, and year of event), and may contain afile reference number.
14 Theincident description isa very brief explanation of the incident, and may include team Size, type of
15 incident or activity, place and method of operation, and duration of incident. Time flow is indicated by

16 arrows.
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1 () Andystsdso useavariety of symbols such as pardlelograms and pentagons, and

2 others, to show different types of events and activities. Using these symbols and brief descriptions, the
3 Cl andys can andyze the group's activities, trandtions, trends, and operationd patterns. Time event
4 charts are excdllent briefing aids as well asflexible andytica tools.

5 (2) Matrix Manipulation

6 (8 Congtruction of amatrix is the easiest and Smplest way to show relationships between
7 dmilar or dissmilar associated items. The items' can be anything relevant to the Stuation under
8 investigation: persons, events, addressees, organizations, or telephone numbers. During this process, Cl
9 anayds use matrices to determine "who knows whom" or "who has been where or done what." This
10 resultsin a clear and concise display which viewers can easily understand smply by looking at the
11 matrix.

12 (b) In generd terms, matrices resemble the mileage charts commonly found in aroad atlas.
13 Within the category of matrices, there are two types used in investigative andys s-association matrix and
14 activities matrix.

15 1 Association M atrix. The association matrix is used to show that arelationship

16 between individuas exigs. Within the redlm of HUMINT andys's, the part of the problem deserving the
17 mogt andyticd effort isthe group itsdf. Andysts examine the group's dements (members) and thelr

18 relationships with other members, other groups and associated entities, and related events. Analysts can
19 show the connections between key playersin any event or activity in an association matrix shown in (see
20 figure D-2). It shows associations within agroup or Smilar activity, and is based on the assumption that
21 people involved in a collective activity know one another.
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psl LEGEND: @ KNOWN ASSOCIATION
BAKHTIAR O susecTeD AssociATION
BUTLER
EL DAK
FARDOUST
FAROUZIAN
FIELDS
I FRAZIER
0 KAVEH
I\, kHALKHALI
| KHOMEINI
MORTAZABI
NACCACHE
o ) NAHIDIAN, B
NAHIDIAN, J
SADJADI
0@ SALAHUDDIN
!i SHAH RAIS
TABATABAI

1 Figure D-2. Association Matrix

2 a Thistype of matrix is congtructed in the form of aright triangle having the same

3 number of rows and columns. Andlysis list persondities in exactly the same order along both the rows
4 and columns to ensure that al possible associations are shown correctly. The purpose of the persondity
5 matrix isto show who knows whom. Anaysts determine a known association by "direct contact”

6 between individuds. They determine direct contact by a number of factors, including face-to-face

7 mestings, confirmed telephonic conversation between known parties, and al members of a particular

8 organizaiond cdl. (NOTE: When aperson of interest dies, adiamond is drawn next to his or her

9 name on the matrix.)

10 b Cl andydsindicate a known association between individuals on the matrix by a
11 dot or filled-in circle. They consider suspected or "weak" associations between persons of interest to be
12 associations which are possible or even probable, but cannot be confirmed using the above criteria

13 Examples of suspected associations include-

14 ® A known party caling a known telephone number (the anayst knows to whom
15 the telephone number is listed), but cannot determine with certainty who answered the call.

16 ® The andyst can identify one party to aface-to-face meeting, but may be ableto
17 only tentatively identify the other party.
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1 (c) Wesk or suspected associations on the personaity matrix are indicated by an open

2 circle. Therationale for depicting suspected associations is to get as close as possible to an objective

3 anaytic solution while staying as close as possible to known or confirmed facts. If anaysts can confirm a
4 suspected association, they can make the appropriate adjustment on the personality matrix.

5 (d) A secondary reason for depicting suspected associationsisthat it may give the andys a
6 focus for tasking limited intelligence collection assets to confirm the suspected association. An important
7 point to remember about using the persondity matrix: it will show only thet relationships exist; not the

8 nature, degree, or frequency of those relationships.

9 1 ActivitiesMatrix. The activities matrix is used to determine connectivity between
10 individuas and any organization, event, entity, address, activity, or anything other than persons. Unlike
11 the association matrix, the activities matrix is congructed in the form of asquare or arectangle (see
12 figure D-3). It does not necessarily have the same number of rows and can tailor rows or columnsto fit
13 the needs of the problem at hand or add them later as the problem expands in scope. The andyst
14 determines the number of rows and columns by the needs of the problem and by the amount of
15 information available.

-

AusEY
BAKHTIAR ]
BUTLER )
EL DAK
FARDOUST %
FARCUZIAN
FIELDS
FRAZIER
KAVEH
KHALKHALI
KHOMEINI
morTAZAR Y
NACCACHE
NAHIDIAN, B
NAHIDIAN, J
SADJADI
SALAHUDDIN
SHAH AAIS N
STABATABAI DN

1]
:

LEGEND:
@ KNOWN ASSOCIATION
O SUSECTED ASSOCIATION

16 Figure D-3. ActivitiesMatrix
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1 aAndyss normally congtruct this matrix with persondities arranged in a vertica
2 ligting on the left Sde of the matrix; and activities, organizations, events, addresses, or any other
3 common denominator arranged along the bottom of the matrix.

4 b This matrix can store an incredible amount of information about a particular
5 organization or group, and can build on information developed in the association matrix. Starting with
6 fragmentary information, the activities matrix can reved an organization's-

7 ® Membership.
8 ® Organizationa sructure.
9 ¢ Cdl structures and size.
10 ¢ Communications network.
11 ® Support structure.
12 ® | inkages with other organizations and entities.
13 ¢ Group activities and operations.
14 ® Organizationd and nationd or internationd ties.
15 ¢ Aswith the association matrix, known association between persons and entitiesis

16 indicated by a solid circle, and suspected associations by an open circle,

17 d Analysts use matrices to present briefings, present evidence, or sore information in
18 a concise and understandable manner within a database. Matrices augment, but cannot replace,
19 standard reporting procedures or standard database files. Using matrices, the analyst can:

20 ® Pinpoint the optimal targets for further intelligence collection.

21 ® |dentify key persondities within an organization.

22 ® |ncrease the anayst's understanding of an organization and its structure.

23 (3) Link Diagramming. Thethird anaytica techniqueisthe link diagram (see figure D-4).

24 Analysts use this technique to depict the more complex linkages between alarge number of entities, be
25 they persons, events, organizations, or dmost anything dse. Andysts use link andyssin avariety of
26 complex invedtigative efforts including crimind investigations, terrorism, andys's, and even medicd

27 research. Severd regiond law enforcement training centers are currently teaching this method as a
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1 technique in combating organized crime. The particular method discussed here is an adaptation
2 especidly useful in Cl investigetive andysisin genera and terrorism andyssin particular.
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3 FigureD-4. Link Diagram

4 (8 The difference between matrices and link analysisis roughly the same as the difference

5 between amileage chart and aroad map. The mileage chart shows the connections between cities using
6 numbers to represent travel distances. The map uses symbols that represent cities, locations, and roads

7 to show how two or more locations are linked to each other. Different symbols on the map have

8 different meanings, and it is easy to digplay or discover the best route between two or more locations as
9 well asidentify obstacles such as unpaved roads or bodies of water.

10 (b) Thesameistruewith link anadyss. Different symbols are used to identify different items.
11 Andysts can easily and clearly display obstacles, indirect routes or connections, and suspected

12 connections. In many cases, the viewer can work with and follow the picture easier than the matrix. Link
13 andlys's can present information in amanner that ensures clarity.

14 (c) Aswith congtruction of association matrices, certain rules of graphics, symbology, and
15 congtruction must be followed. Standardization is critica to ensure that everyone congtructing, using, or
16 reading alink diagram understands exactly what the diagram depicts. The standard rules follow:
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1 1 Show persons as open circles with the name written indde the circle.

2 2 Show persons known by more than one name (alias, also known as[AKA]) as
3 overlgpping circleswith namesin each circle.

4 3 Show deceased persons as above, with a diamond next to the circle representing that
5 person.
6 4 Show non-persond entities (organizations, governments, events, locations) by squares
7 or rectangles.
8 5 Show linkages or associations by lines: solid for confirmed and dotted for suspected.
9 6 Show each person or non-persond entity only once in alink diagram.

10 (d) Certain conventions must be followed. For the sake of clarity, andysts arrange circles

11 and sguares so that whenever possible, lines of connectivity do not cross. Often, particularly when

12 deding with alarge or especidly complex problem, it is difficult to congtruct alink diagram so that no
13 connecting lines cross. Intersecting lines, however, muddie the drawing and reduce dlarity. If lines must
14 cross, show the crossing as a crossing, not as an intersection, in exactly the same manner as on an

15 eectricd schematic or diagram.

16 (e) Link diagrams can show organizations, membership within the organization, action teams
17 or cdls, or participantsin an event. Since each individud depicted on alink diagram is shown only once,
18 and some individua's may belong to more than one organization or take part in more than one event,

19 squares or rectangles representing non-persona entities may overlap.

20 (f) Congtruct the gppropriate association matrices showing "who knows whom," "who
21 participated in what," "who went where," and "who belongs to what group.”

22 (9) Draw information from the database and intelligence reports, and relationships from the
23 matrices. Group persons into organizations or cells based on information about joint association,

24 activities, or membership. Draw lines representing connections between individuas, organizations, or
25 activities to complete the diagram. Y ou may have to rearrange the diagram to comply with procedura
26 guiddines, such as crossed lines of connectivity. The finished product will clearly display linkages

27 between individuds, organizations, and other groupings.

28 (h) When you finish the matrices and link diagram, make recommendetions about the

29 group's sructure. Identify areas for further intelligence collection targeting. Task intelligence assets to
30 confirm suspected linkages and identify key persondities for exploitation or neutrdization. The

31 combination of matrix manipulation and the link diagram present, in effect, a grgphic depiction of an
32 extremdy complex threat Stuation in aclear and concise picture.
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1 (i) Overlgpping organizations.

2 1 There is more to overlgpping organizations than isimmediatdy obvious. At first

3 glance, the overlgp indicates only that an individual may belong to more than one organization or has
4 taken part in multiple activities. Further sudy and analysis would reved connections between

5 organizations, connections between events, or connections between organizations and events.

6 2 When, asis often the case, an organization or incident shown in alink diagram

7 contains the names of more than one individud, it is not necessary to draw a solid line between those

8 individuas to indicate connectivity. We assume that individud members of the same group or

9 participants in the same activity know each other, and the connection between them is therefore implied.

10 () A fina st of rulesfor link diagrams concerns connectivity between individuas who are
11 not members of an organization or participants in an activity, but who are somehow connected to the
12 group or activity. Two posshilities exist: Theindividua knows a member or members of the

13 organization but is not directly connected with the organization itsdf. The person is somehow connected
14 with the organization or activity but cannot be directly linked with any particular member of that

15 organization or activity. In thefirst case, draw the connectivity line between the circle representing the
16 individua and the circle representing the person within the organizetion or activity.

17 (k) If you keep in mind the preceding outline of principles and rules, you can congtruct alink
18 diagram effectively. Because thisis arather complex form of andytica graphic display to construct, it
19 may prove difficult at first and require alittle extratime and effort. The payoff, however, is the powerful
20 impact of the results, which are well worth the extra effort.

21

D-9



MCWP 2-14, COUNTERINTELLIGENCE

1 Section |1

2 TACTICS, TECHNIQUES AND PROCEDURESFOR
3 COUNTER-IMAGERY INTELLIGENCE

4 ANALYSISAND PRODUCTION

51. General. The proliferation of imagery sysems worldwide, especidly the platforms carrying imagery
6 systems, makes the task of the counter imeagery intelligence (C-IMINT) andyst much more complicated
7 than ever before. Relatively inexpensgive platforms that are easily transported and operated, such as
8 unmanned aerid vehicles, are becoming available to anyone who wants to employ them. For the more
9 sophidticated, there are other platforms either continuoudy circling the planet or in geosynchronous
10 orbit, available for hire by anyone with the desire and the &hility to pay the freight. An adversary need
11 not possess the technology to build and launch such a platform. He merely buys time from the operators
12 of the platform and obtains the products acquired during his alotted time. Like dl other CI functions,
13 C-IMINT depends on the andyst knowing the adversary and knowing oursalves. It begins long before
14 friendly forces deploy for any operation and continues throughout the operation. It goes on even after
15 our forces return to their home station after completion of the operation. Details on requesting Satellite
16 Vulnerability Assessments are contained in the classified supplement.

17 2. Operations. C-IMINT begins with knowledge. The Cl analyst must have a thorough knowledge of
18 the threat in the objective area and any threat from outside the AO that may influence our operations.

19  a Predeployment. Prior to any operation, the Cl analyst needs to prepare in-depth. In addition to
20 researching data on the threet and the AO, the Cl andlyst gathers information and builds a database to
21 serve C-IMINT in the coming operation. During this phase, the Cl andyst initiates quick reference

22 matrices and the IMINT gituation overlay.

23 (1) Adversary Inteligence Flight Matrix. These matrices are concerned with other
24 platforms used by the adversary. Tracking these collection systems continuoudy adlows the andyst to
25 andyzethreat IMINT collection patterns.

26 (2) System Component Quick Reference Matrix. These matrices are concerned with

27 adversary system's capabilities and processing times (see figure D-5). Thisfileis part of the database
28 which equates to an OOB file on threat IMINT systems.
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SYSTEM COMPONENT QUICK-REFERENCE MATRIX
SYSTEM: " DATE: _

ORGANIZATION | LOCATION | CHARACTERISTICS | STRENGTH [ TACTICS | REMARKS

1 Figure D-5. Systems Component Quick Reference Matrix

2 (3) IMINT Situation Overlays. These are the paths of adversary intelligence collection flights
3 depicted on the friendly operations graphics. They identify areas susceptible to collection.

4  b. Friendly Patterns. Patern analyssis the detailed study of friendly activitiesto determineif a

5 unit performs the activities in a predictable manner, thus creating a monitorable pattern of activity. These

6 actions cue an obsarver to aunit's type, disposition, activity, and capability. Imagery coverage of the

7 AO isessntid for planning and for reference later during operations. Smal or intermediate scae

8 imagery covering the entire AO may be obtained from genera reference files or national sources and

9 need not be newly flown. The presence of U.S. reconnaissance aircraft making numerous passes over
10 territory belonging to ancther nation would tip off an impending operation. Therefore, file imagery or
11 imegery obtained by satellite may be the only reference available.

12 (1) Friendly IMINT is used, when available and of high enough priority, to determine friendly
13 patterns which may be susceptible to IMINT collection. These patterns are key indicators to the enemy

14 of specific operationd activities. Patterns usually occur because of a unit's SOP and doctrine. Example
15 patternsinclude-

16 (8) Relocating fire support units forward before an attack.

17 (b) Locating command posts and other C2 facilities in the same relative position to
18 maneuver dements and to each other.

D-11



MCWP 2-14, COUNTERINTELLIGENCE

1 (c) Repesting reconnaissance overflights of areas planned for ground or ar atack about the
2 same time before each operation.
3 (2) Information gained from imagery provides a means of checking other reports and often

4 produces additiona detailed information on a specific Al. All friendly activities thus need to be examined
5 collaterdly with imagery of aparticular area. Imeagery can provide confirmation of ingtdlations, lines of
6 communications, and operationd zones. SLAR, for example, can detect night movements of watercraft.

7 (3) Findly, in the overdl evauation, andysts synthesize the separate trends developed during

8 anadlyss. Such a process identifies the possible compromise of an existing eement, activity, or

9 characterigtic based on logicd relationships and hypotheses devel oped by analyss. The pattern andys's
10 techniqueisjust one of many techniques designed to hdp evauate friendly units for vulnerability to threat
11 IMINT. The process is a continuous one.

12 (4) Andyss of aunit's movements gives Sgnificant cluesto itsintentions, cgpabilities, and
13 objectives. By gpplying this technique againg our own units, andydts can identify vulnerabilities.
14 Movement andysis forms an important step in the identification and recommendation of

15 countermeasures.

16 (8 SLARisaprimary sensor in detecting moving targets or moving target indicators

17 (MTls) and is usudly associated with the specia eectronics misson aircraft and Joint STARS platform.
18 While the sensor is primarily focused a enemy MTIS, it can be used to identify friendly movement

19 patterns that may also be collected by the enemy.

20 (b) Thetracks created by aunit can give excedlent indication of a unit's disposition. Any
21 time aunit moves away from hard packed roads, the danger of leaving track signaturesis very high.
22 There are certain countermeasures which should be observed to disguise or diminate these sgnatures.

23 1 Conced tracks by netting or other garnish.

24 2 Disperse turnouts near CPs.

25 3 Place ingdlations and equipment near hard roads where concealment is available.
26 (c) Our IMINT resources can determine the effectiveness of afriendly unit's program to

27 uppressits visud and therma signatures, including positioning of assats. Friendly aerid reconnaissance
28 isextremdy limited and must be planned for well in advance. The following are examples of
29 countermeasures that could be used to reduce our vulnerability to enemy IMINT:

30 1 Using treffic discipline when moving into and out of the ingdlation. This may require
31 walking some distance to a CP.

32 2 Driving in the tree lines when roads are not available.
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1 3 Extending new roads beyond the CP to another termination.

2 4 Controlling unauthorized photographic equipment.

3 5 Using physical security measures to prevent optical penetration.

4 6 Using proper camouflage procedures.

5 7 Limiting the dissemination of photogragphs made from within the ingtalation,

6 8 Avoiding the use of direction sgnas and other devices which provide information.

7 9 Concedling equipment markings.

8 10 Preventing detection by infrared imaging (nets, infrared generators).

9 11 Eliminating open-air storage of specia equipment, raw materids, and telltale objects.
10 (d) The key to proper positioning of assets on the ground is to use natura festures as much

11 as possible. Obvious locations such as clearings may be more convenient but should be avoided at dl
12 cogs. This includes night operations. Infrared and SLAR missons are paticularly effective a night.
13 Units should be wdl dispersed since a high concentration of tents and vehicles, even well hidden, will
14 stand out on imagery to atrained anays.

15 c. Evaluation of Countermeasures. For these countermeasures to be effective, every command
16 should develop a self-eva uation system to ensure proper employment.

17
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1 Section 111

2 TACTICS, TECHNIQUES AND PROCEDURESFOR
3 COUNTER-SIGNALSINTELLIGENCE

4 ANALYSISAND PRODUCTION

51. Threat SIGINT Capabilities and Assessment

6 1. General. One of the key wordsin the definition of intelligence is enemy. We must know our
7 adversary aswdll or better than we know ourselves. We need to know and understand the capabilities
8 and limitations of the threet arrayed againgt us and how the threat can influence our operations and
9 misson. Thefirg step in the counter sgndsintelligence (C-SIGINT) process, provides extensve
10 information on determining foreign technical and operationa capabilities and intentions to detect, explait,
11 impair, or subvert the friendly C-E environment.

12 a Threat assessment isthe key in planning C-SIGINT operations. The subsequent steps are
13 necessary only when a defined threat exists.

14  b. Threat assessment is a continuous activity. It takes place throughout the conflict spectrum. A
15 specific threat assessment is required to support a specific operation or activity.

16 ¢ TheCl andys gathers and analyzes information. He interacts with staff eements and higher,
17 lower, and adjacent units to obtain the necessary data and access to supportive databases. Command
18 support and direction are essentia to success in the threat assessment process.

19 d. Themgor information sources available to the Cl andyst include:

20 (1) Vvdidated finished intelligence products.

21 (2) Theater and nationa level SIGINT threat database.
22 (3) Previoustasking.

23 (4) Andyst experience.

24 (5) The ClI database.

25 e Cl andyss must continue to refine thislist and identify other sources of information that may be
26 avallablefor ther particular AO.
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1 2. Procedures. There are Six tasks associated with the C-SIGINT threat assessment (see figure

2 D-6)".
/

Identify Threat Systems
inthe Geographic Area
of Responsibility

Prepare [Ntelligence ¢
Requirements

Analyze Threat
Indicators and Data

|

rs

Predict Probable ¢
Threat
|
-1
Confirm Threat B
]
Produce DH‘tPLI't From -
Threat Assassment

3 FigureD-6. C-SIGINT Threat Assessment Process

4  a ldentify threaet sysemsin the geographic area of respongbility. Thistask providestheinitid focus
5 for the remaining threat assessment tasks. The primary objective of thistask is to determine the specific
6 threat faced by the MAGTF. The CI andyst collects the required data to properly identify the threst.

7 Additiondly, the Cl analyst must coordinate and request assistance from the collection management

8 dement. The procedures for identifying the threat systems follow:

9 (2) Identify the generic threat. The Cl analyst enters the Cl database and retrieves the most
10 recent appropriate threat assessment. Analysts then review this data to determine what threst systems
11 were known to be in their AO on the date of the assessment. Next, the analyst examines finished
12 intelligence products published by nationa level agencies to obtain technica and operationd data on the
13 threat system. Some of the intelligence products include:

14 (@ ESand EA capability studies.

1

WithinaMAGTF, C-SIGINT anaysis and production generally results from the integrated
operations of the MAGTF al-source fusion center, the radio battalion operations control and anaysis
center, and the supporting CI/HUMINT company € ement.

D-15



MCWP 2-14, COUNTERINTELLIGENCE

1 (b) Hodtile inteligence threet to the Army publications.

2 (c) SIGINT threset by country.

3 (d) SIGINT support to combat operations.

4 (2) Create the doctrind template. The doctrind template is agraphic display of threat's systems

5 deployment when not consirained by weether and terrain. The analyst should review the database for
6 existing templates before constructing a new one.

7 (3) Collect data. Data collection is required when the andlyst receives tasking for a specific unit
8 or operation. The analyst must collect additiona data to identify the threst to a particular unit or AO.

9 (4) Create the SIGINT stuation overlay. The andyst reviews the collected data to determine;
10 (8 Technica and operationd capabilities.
11 (b) Typical modes of operation.
12 (c) Current deployment.
13 (d) Probable tasking.
14 (e) Activities of the collectors of interest.
15 (5) Enter data. The analyst enters this data on the Stuation overlay.
16 (6) Summarize the data and identify the threat system. The ClI andyst reviewsthe SIGINT

17 Stuation overlay for patterns, eectronic configurations, and threat C2, CIS and EW. Genegdly this

18 information is available from ether the MAGTF dl-source fusion center (AFC) or the radio battalion's
19 operations control and andysis center (OCAC). A common gpproach is to pose and answer questions,
20 such as.

21 (8 Isthethreat system part of alarger system?

22 (b) What are the threat system's capabilities?

23 (c) How isthe threat system doctrinaly used?

24 (d) How does the threat system obtain information?
25 (€) How many collection systems were located?
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1 (7) Request Intdligence. In some ingtances, sufficient information may not be available in the unit
2 to make an accurate determination. For example, the type of equipment may be known but the technica
3 characteridics of the system may not be available from local sources. If additiond intelligence is

4 required, the Cl analyst compiles the information needed and coordinates with the MAGTF collections
5 manager to request additiona intelligence from outside the unit.

6 b. Prepareinformation requirements. The Cl andy4 fills information shortfalls by requesting
7 information from sources externa to the unit. These externa information sources are adjacent or higher
8 echdons and nationd leve assets. Each echdlon satisfies arequest with available data or organic assets,
9 if possible. Reguirements exceeding their organic capabilities are consolidated and forwarded to the

10 next higher echelon as arequest for information.

11  c. Andyzethreat indicators and data.

12 (2) The ClI andy< reviews, organizes, and evduates key information components of the

13 collected information. He evauates the data looking for trends and patterns of the threst system that will
14 provide an estimate of capabilities and intentions. He focuses on each component of the collected

15 information to determineif it reveals atendency of the threst system to act or react in a particular

16 manner. Additiondly, the analyst evauates the information for trends or characteristics that will ad in the
17 1D and evauation of the capabilities and intentions of the threat systlem. Additional support may be

18 required from other staff eements.

19 (2) The procedures for anayzing threat indicators and data are to:

20 (@ Compile and organize data. Firgt, the analyst compiles and organizes the data that has
21 been collected. He updates the database with new information and organizes the data into collector
22 categories.

23 (b) Review data. The andy<t reviews the collected data to determine the ability of the threat
24 systems to collect against a specific target.

25 (c) Determine intentions. To determine the intentions of the threst system, the Cl andyst
26 poses the following questions and enters thisinformation in the database:

27 1 What areawill the threat system target?

28 2 When will the targeting take place?

29 3 Why isthe targeting taking place?

30 4 How will the threat system attempt to collect againgt the target?
31 5 How has the threat system been used in the past?
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1 6 What does threat doctrine suggest about probable threst?
2 7 Does the threat system have a didtinctive sgnature?
3 (3) Doctrinal templates are extracted from the database and compared to the SIGINT Situation

4 overlay. The analys lists smilarities between current and doctrind deployments and selects the doctrind
5 template that has the greatest smilarity to the current Stuation.

6 d. Estimate probable threst.

7 (1) The Cl andlyst identifies the probable threat. He reviews al the information that has been
8 collected and gpplies this information to the geographic Al and the capabiilities and intentions of the
9 threat system.

10 (2) The procedures for predicting the probable threet follow:

11 () Determine probable location. Use the SIGINT situation overlay and doctrina templates
12 to determine the location of the collectors. Overlay the doctrina template over the Stuation overlay.

13 (b) Andyze terrain and wesether effects. Integrate the terrain and weether data with the

14 doctrina template and the SIGINT Situation overlay and creste a Situation template for the current

15 environment. Terrain and westher conditions affect a threat system's ability to operate according to their
16 doctrine. For example, aradio DF Ste must have aclear line of sight (LOS) on the emission of the

17 target in order to gain an accurate bearing. Mountains, dense foliage, and water distort electronic

18 emissons and impair a collector's ability to target.

19

20 (c) Update the SIGINT situation overlay. Place the symbols for the collectors on the

21 doctrina template that have not been confirmed on the SIGINT Situation overlay as proposed locations.

22 e Confirm threet. The Cl analys attempts to verify threet predictions. The procedures for confirming
23 the threet follow:

24 (1) Vdidate exiding data. Review current intelligence reports and assessments to determine if
25 the information received in response to requests for intelligence submitted to higher heedquarters and

26 other information sources used in the assessment are vdid. If there are indications that the capabilities or
27 intentions of the threat system have changed, additiona information may be required. Thisis determined
28 by looking for information that could indicate a change in a collector's ahility to collect againg the

29 command. For example, additiona antennas have been added to the collector, or the collector has

30 moved to provide for better targeting are indicators of achange in collection capabilities.

31 (2) Request additiond informetion. If additiona information is required, these intelligence
32 requirements will be tasked to organic intelligence units or submitted to higher heedquarters.
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1 (3) Evaduate new informeation. If new information on the collector's intentions or capabilitiesis
2 recaived, review thisinformation to determine its impact on the origind assessment, and updeate the

3 gtuation overlay. If intentions and cgpabilities of the collector change, reevauate the origina threet

4 prediction by following the tasks identified in previous sections.

5 f. Produce output from SIGINT threat assessment. The Cl analyst can present the SIGINT threat
6 assessment in briefings or reports. Portions of the threat assessment are included and presented in other
7 Cl and dl-source intelligence products.

81l1. MAGTF Vulnerability Assessment

9 1. General. After examining the enemy's SSGINT and EW equipment, capabilities, and limitations, we
10 now must examine our own unit to see how our adversary can affect us. The second step in the
11 C-SIGINT process, details specific areas where a thregt effort can be most damaging to the friendly
12 force.

13 a Thevulnerahilities are ranked according to the severity of their impact on the success of the
14 friendly operation. The vulnerability assessment:

15 (1) Examines the command's technica and operationa communications-electronics (C-E)
16 characteristics,

17 (2) Callects and andyzes data to identify vulnerabilities.

18 (3) Evauates vulnerabilities in the context of the assessed thredt.

19 The ClI andys performs the primary data gathering and analyss required. Assstance by and
20 coordination with the gppropriate aff éements (intelligence, operations, CIS) iskey to this process.

21 b. Datagathering requires access to command personnel and to local databases. Data sources
22 incdlude:

23 (2) Technical dataon C-E inventories.

24 (2) Doctrina and SOP information.

25 (3) Output from the threat assessment step.

26 (4) Command friendly force information.

27 (5) Essentid dements of friendly information (EEF).
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1 (6) PIR and IR

2  C. Thedatabase of friendly technical datais used throughout the vulnerability assessment process for
3 key equipment information, mission data, and other supporting informetion.

4  d. MAGTF Vulnerability assessment is comprised of ten tasks. The first three tasks are ongoing
5 determinations of genera susceptibilities. The next six are pecific to the commander's guidance and
6 involve determinations of specific vulnerabilities. The find task is the output. MAGTF vulnerability
7 assessment tasks are shown in figure D-7.

-~

Compile Friendly C-E Characteristics
|
Determine Friendly Force Profiles
1
Identify Susceptibilities
|
Obtain Commander's Operational Objactives and Guidance

|
Determine Friendly COA

|
Determine Indicators of Friendly COA
]

A 4
F 3

F 3

F 3

Review and Validate Threat Assessment Data

|
Identify Vulnerabilities
|
Rank Vulnerabilities _
|
Praduce Output From Vulnerability Assessment

8 Figure D-7. MAGTF Vulnerability Assessment Process
9 2. CompileFriendly C-E Characterigtics.

10 a TheCl andys compilesfriendly C-E characteristics. He collects and organizes unit C-E dataand
11 equipment characterigtics for analyss. This anadysis provides a basdine for andyzing friendly C-E

12 equipment and operationa susceptibilities to threet operations. The compilation of C-E characteridticsis
13 an ongoing process. Ass stlance from the command's communications and information systems (CIS)

14 and electronic warfare officers should be able to provide al needed information..
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1 b. The C-E data are a basdine for identifying friendly susceptibilities. A unit's equipment, personnd,
2 and associated characteristics must be identified before the pattern and signature analysis can proceed.
3 The Cl andys uses available databases to extract the table of equipment (T/E) and technical manuals
4 (TM) on MAGTF C-E equipment.

5 ¢ Theproceduresfor compiling friendly C-E characterigtics follow:

6 (1) Gather data on friendly C-E characteristics. Gather C-E data and characterigtics of the
7 equipment. Identify the following types of C-E data:

8 (8 T/Es, TMs and technical datafor al C-E equipment in a unit.
9 (b) References describing the unit and its equipment configuration.
10 (€) Current maintenance levels and norma status of the equipment.
11 (d) Personnd gatus, including current training levels of personnd in the unit.
12 () Equipment performance capabilities and operationa capabilitiesin al weether conditions,

13 a night, over particular terrain, and toward the end of equipment maintenance schedules.

14 (f) Equipment supply requirements.
15 (9) Specia combat support requirements.
16 (2) Organize C-E data. The Cl andyst organizes the information into aformat useful for

17 sgnature andysis. The data are organized by type of unit (if the support is multi-unit), type of emitter,
18 frequency range, number and type of vehicles or wegpons which emit or carry emitters and the type of
19 clugter.

20 3. Determine Friendly Force Profiles.

21 a Thistask includesthe andysis of Sgnatures and patterns of the C-E equipment and a summary
22 statement of the unit's C-E profile. A profile conssts of the dements and standard actions, equipment,
23 and details of a unit, the sum of Sgnatures and patterns.

24 SIGNATURES + PATTERNS=PROFILE

25  b. Procedures for determining the friendly force's profile follow:

26 (1) Andyzefriendly force sgnatures. The Cl andyst:
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1 (a) Extracts organic equipment characteristics for the operation.

2 (b) Determines environmentd effects.

3 (c) Determines C-E characterigtics for each friendly COA.

4 (d) Determines C-E equipment employment.

5 (e) Compares planned use with technical parameters.

6 () Determinesiif further evaluation is required.

7 (9) Performs tests with support from unit or higher echelon assets.

8 (h) Evauates the information collected above.

9 (i) Diagrams physica and ectronic Signatures on an overlay or other product.
10 (j) Updates the CI database.
11 (2) Perform friendly pattern andysis. Identify standard practices, common uses of a unit's C-E

12 equipment, and operationd patterns by:

13 (8 Reviewing the database to obtain information that might provide the threat with critica
14 data regarding unit type, dispogtion, activities, or cgpabilities.

15 (b) Extracting from the OPLAN and operations order (OPORD) particular means of
16 communication, operationa characteristics, and key and secondary nodes for communications support.

17 (c) Identifying specific patterns associated with types of operations.

18 (3) Correlate patterns and signature. In this subtask, compile the information from the sgnature
19 and pattern analysis, which creates the profile. The andyst:

20 (8 Ligtsthe sgnature and pattern data for particular types of C-E equipment.

21 (b) Matches 9gnature with patterns to form the profile.

22 (¢) Organizes datainto types of C-E operations.

23 (d) Corrdates signature and pattern data with past profiles to produce the current profile
24 shown in figure D-8.
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-

COMMAND AND CONTROL

Physical Signatures Electronic Signatures Pattern Data

- Types of vehicles - Types of emitters - Timing of movement
- Number of vehicles - Fraquancy range - Mode of movement
- Distances to adjacent and - Signature type and - Collocated or nearby
Higher headquarters range ) units
- Emitter fingerprints - Frequency of

redaployments
- Radio and radar net

employment
OPERATIONS AND MANEUVER
Physical Signatures Electronic Signatures Pattern Data
- Types of vehicles - Types of emitters - Timing of
- Number of vehicles - Frequency range reconnaissance
- Distances to adjacent and - Signature type and - Mode of
higher echelon support range reconnaissance
elements - Emitter fingerprints - Timing of movement
- Types of weapon systems - Type of movemeant

- Mode of movemaeant

- Units involved

- Mode and source of
supply

1 Figure D-8. Friendly Unit C-E Profile

2 (4) Produce unit profile. Patterns and signatures can change as commanders, saff, and

3 operators change. Profile development must be an ongoing effort. To produce the unit profile, use the
4 OPORD to obtain the past task organization and then salect the areas of concern to that organization,
5 that is, C2, inteligence, maneuver, fires, logigtics, and force protection.

6 4. ldentify Susceptibilities.

7  a Theandys determines how the profiles would gppesar to threst systems and which equipment or

8 operations are susceptible. A susceptibility is defined as the degree to which adevice, equipment, or

9 weapon system is open to effective attack due to one or more inherent wesknesses. Any susceptibilities
10 are potentid vulnerabilities.

11  b. Information sources are of the following types:

12 (1) Current friendly C-E profile.
13 (2) Higtoricd profiles to compare with current profile.
14 (3) Knowledge and experience from other anayds.

15 c. Theproceduresfor identifying susceptibilities follow:
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1 (1) Identify weaknesses:

2 (8 Review current profile and identify unique equipment or characteristics that the threst
3 may use to determine intentions.

4 (b) Review the Cl database and compare historica profiles with current profile, noting
5 corrdations and deviations.

6 (c) Plot friendly wesknesses to threat operations on aMAGTF eectronic order of battle
7 (EOB) overlay showniin.

8 (2) Categorize susceptibilities. Categorize susceptibilities to alow more specific analysis by
9 equipment type, organization, and use. Do this

10 (a) By type (for example, equipment, operations, or both).

11 (b) By activity (for example, logidtic, CIS, inteligence, operations, and fire support).

12 (c) According to resource requirements.

13 (d) According to the length of time the susceptibility has existed.

14 (e) According to scope (number of units or equipment types).

15 5. Obtain Commander's Operational Objectives and Guidance.

16  a Thecommander states his operationd objectives for missonsin OPLANs and OPORDs. The
17 andys uses this information to plan the mogt effective support for the commander and to identify the
18 commander's preferences for types of operations. The commander's operationa concept and an

19 example of aunit EEF statement as shown in figure D-9 are essentid to the analysis of friendly COAs.
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FRIENDLY SUPPORTED UNIT: 1ST MARDIV

1. Subordinate Element: HQ, 1st MARDIV
Location: 32U NB51452035
3. Operational Objective: Defend to PL Gray;
counterattack at 3000017 Oct 98
4. EEFI:
a. Significant Compromises:
(1) Time of counterattack
(2) Identification & location of regimental &
& higher HQ elements
(3) Identification of attached units
(4) Loss/degradation of main C2 facilities
or supporting comms & info systems
b. Insignificant Compromise: identification
of 1st MARDIV

N

1 Figure D-9. Exampleof aUnit EEFI Statement

2  b. Thisinformation enables the analyst to evduate indicators of friendly COA in the context of what
3 the commander considers essentid to the success of the operation. Setting priorities for the
4 vulnerabilities depends on the commander's operationa concept. The primary information sources are:

5 (1) Concept of operation.
6 (2) OPORDs.

7 (3) OPLANS.

8 (4) Prioritized EEFIs.

9 6. Determine Friendly COA.
10 a Based on the genera description of the commander's objectives, the operations e ement plans
11 locations and events. The andyst produces an overlay of the friendly force profile integrated with the
12 commander's objectives.

13 b. The proceduresfor determining friendly COA follow:
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1 (2) Identify COA.. For each gpplicable level of command, identify friendly COA. At divison

2 levd, for-example, COA would include the following minimum informetion:

3 (@ Summary of operations.

4 (b) Higher headquarters support.

5 (2) Compare COA to specific EEFIs. Review the COA for events or actions that could

6  compromisethe unit's misson by disclosing key EEFI. The review is summarized in an eventslist

7  that describesaparticular misson, COA, or event which may compromise the EEFI or the friendly
8 intentions.

9 7. DetermineIndicatorsof Friendly COA.

10 a Indicatorsof friendly COA are those events and activities which, if known by the threet, would
11 compromise afriendly COA.

12 b. The proceduresfor determining indicators of friendly COA follow:

13 (1) Identify the commander's preferences and perceptions about C-SIGINT operations. Seek
14 information about the commander's style from sources such as previous concepts, plans, and orders, or
15 interviews with subordinate commanders and staff officers.

16 (2) Integrate friendly profilesand COA. In the event planned location or movement deta are not
17 available, retrieve friendly operationd overlays shown from the database. The overlays help identify
18 friendly historicd positions for the new COA. The integrate friendly force profiles and COAs.

19 (@ Noting current position and expected COA.

20 (b) Identifying key C-E capabilities associated with the COA (for example, radio nets, types
21 of radios, radar, teletypewriters).

22 (¢) Noting past C-E operationd patterns.

23 (d) Plotting critical C-E nodes, paths, or circuits.

24 (3) Determine standard C-E procedures for types of operations:

25 (8 Begin by using the commander's objectives to identify key operationa congraints, that is,

26 nodes, paths, chokepoints, and standard C-E procedures followed during a particular COA. New or
27 criticd data, not previoudy included in the friendly profile and COA integration, are then added to the
28 dtuation overlay.
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1 (b) Also consider congtraints and procedures while determining indicators. Document these
2 asfactors associated with those indicators. After completing the review of existing data as obtained
3 from the commander's objectives, determine what additiona information is required.

4 (4) Determine impact of weather and terrain. Asthe Stuation changes, the significance of
5 particular nodes or paths may shift or additional nodes may become critical. Consider the following in
6 determining the impact:

7 (& Inclement wesather.
8 (b) Night activity.
9 (c) Terrain masking.
10 (d) Poor C-E equipment maintenance.
11 (5) Set priorities. Once the type of operation is determined, set priorities for the events,

12 movements, and nodes by their overall importance to the operation.

13 (6) Identify critical C-E nodes:

14 (@ Using the C-E condraints and procedures identified from the information provided by the
15 commander, together with data obtained from previous tasks, determine key indicators of friendly

16 operations. For each COA, extract those preparations, activities, or operations that could tip off the

17 threet to the particular COA.

18 (b) List the indicators associated with a COA. Any specid factors such as operationa

19 condraints, optimum wegther conditions, or terrain requirements associated with an indicator should be
20 described accordingly.

21 8. Review and Validate Threat Assessment Data.

22  a Threat assessment data are further refined in order to proceed with the remainder of the

23 vulnerability assessment. The andyst organizes threat datain aformat comparable to the friendly forces
24 data. Missing datais identified and requested. The C-SIGINT andyst performs the review and

25 vadlidation of threat datawith consderable exchanges of information with other andyds.

26 b. The procedures for reviewing and validating threst assessment data follow:

27 (1) Summarize and reorgani ze threat assessment data.

28 (@ Compile recent threat assessment information.
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1 (b) Identify information shortfals.

2 (c) Coordinate with the collection management section to initiate requests for information.
3 (2) Extrect relevant data for vulnerability assessment.

4 (a) Extract areas of threat operations mogt criticd to the supported command.

5 (b) Document threat capabilities and intentions.

6 (c) Store datafor later gpplication.

7 9. Identify Vulnerabilities.

8 a Theandyst compares the enemy's inteligence collection threat with the friendly unit susceptibilities
9 to determine the vulnerabilities. Once the vulnerabilities have been identified, the analyst can rank them.

10  b. The proceduresfor identifying vulnerabilities follow:

11 (1) Compare current threat to friendly C-E susceptibilities.
12 (@ Review indicators of friendly COA.
13 (b) Use the products devel oped earlier in the C-SIGINT process to determine where threat

14 capabilities and intentions are directed againgt susceptible MAGTF operations.

15 (c) Determine the probahility of threet activity againt MAGTF C-E operation.

16 (2) Determine which susceptibilities are vulnerabilities.

17 (@) Desgnate as vulnerabilities those C-E susceptibilities which are targetable by a specific
18 threst collector.

19 (b) Ligt (and maintain separatdly) nontargetable indicators.

20 (c) Match indicators with threet systems and document specific event characteridtics if

21 known; for example, time and location of vulnerabilities.
22 10. Rank Vulnerabilities.

23 a The C-SIGINT andyd ranks the vulnerabilities by andyzing them in view of the indicators of
24 friendly COAs and EEFIs. Theranking is based on criteria estimating the uniqueness, degree of
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1 susceptibility, and importance of the vulnerability. The analyst designates the vulnerability as ether
2 critica, sgnificant, or important to the success of the overd| operation.

3 b. Theprocedures for ranking vulnerabilities follow:

4 (1) Egtablish criteria for measuring the vulnerability. Develop a means for judging whether each
5 identified vulnerahility is criticad, Sgnificant, or important to the success of the operation. These find

6 ratings are attained by evauating each vulnerability againg criteria which address how critica they are to
7 the success or failure of the operation. Uniqueness, importance, and susceptibility to threat are three

8 criteriawhich measure vulnerability and criticality, and permit an accurate ranking of them. They are

9 defined asfollows:

10 (@) Unigueness--the extent to which a vulnerability can be readily associated with a COA.
11 (b) Importance--a measure of how critical the vulnerability is to the success of the operation.
12 (c) Susceptibility to threat--a measure of the number and variety of threets placed againg the
13 indiceator.

14 (2) Compare vulnerabilitiesto criteria

15 (@ Combine the criteriaand vulnerahilitiesin amatrix format shown in figure D-10. For

16 each vulnerability, conduct areview againg the established criteria. The analysts have in their possesson
17 the commander's objectives, prioritized EEF, and ranking criteria, and can evauate the vulnerabilities
18 using these data. Vulnerahilities are firgt rated according to each of the criteria. The horizontd axis of the
19 matrix ligs the criteria of uniqueness, importance, and susceptibility.
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Vulnerability  EEFI Numerical
CRITERIA Rating
Uniqueness Importance Susceptibility

MUX at main 4(a)2 5 5 4 14
CP vulnerable
to DF
MUX at main 4(a)4 3 2 3 8
CP vulnerable
to jamming
Criteria Rating Values Overall Rating Values

0-2=Low 0 - 4 = Unimportant

3 =Medium 5-8 = Important
4 -5 =High 9 -11 = Significant
12 - 15 = Critical

1 Figure D-10. Vulnerability Matrix Format

2 (b) Ligt the vulnerabilities on the verticd axis. The degree of satisfaction of acriterionis

3 expressad numerically on ascde of 0to 5 with 5 being the highest rating. If avulnerability is highly

4 unique, thet is, pertaining to very specialized and infrequently exhibited indicators, it would be assigned a
5 high rating. If the vulnerability is such thet it is exhibited in many COA, in many operdtions, its

6 uniqueness rating would below (0 to 2).

7 1 If avulnerability is highly important, thet is, involving disclosure of acritical EEH, its

8 rating would be high. An EEF lower-on the commander'slist of priorities would receive alower rating.

9 If the vulnerability is highly susceptible, that is, targeted by numerous threet systems of severd types, its
10 rating for susceptibility would be high.

11 2 If asngle threat system of limited capahiility is targeting the vulnerability, the rating

12 would be low. The overdl ratings are determined by adding the values of the three criteriaand placing it
13 under the overdl number rating.

14 (3) Develop ranking.

15 (@ Once an overdl rating is established for each vulnerability, develop a prioritized ranking.

16 Vulnerabilities fal into the broader categories of critica, significant and important, based on the criticaity
17 level of criteriasdtisfied. Vulnerahilities receiving overdl ratings between 5 and 8 are consdered
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1 important; those between 9 and 11 are sgnificant; and those faling between 12 and 15 would be
2 criticdl.

3 (b) Enter the list of ranked vulnerabilities in the database. h is retained in hard copy for
4 dissemination, and gpplied in the countermeasures options development in step three of the C-SIGINT
5 process.

6 11. Produce Output From Vulnerability Assessment. The Cl anayst presents the vulnerability

7 as=ssment findings as a briefing or areport to the commander, G/S-3, unit security manager, and other
8 key gaff members.
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1 APPENDIX E

2 COUNTERINTELLIGENCE PLANS, REPORTS

3 AND OTHER FORMATS

4 SECTION TITLE PAGE #

5 1 COUNTERINTELLIGENCE ESTIMATE E-3

6 2 COUNTERINTELLIGENCE REDUCTION PLAN  E-7

7 3 COUNTERINTELLIGENCE SALUTE REPORT E-9

8 FORMAT

9 4 COUNTERINTELLIGENCE INFORMATION E-11
10 REPORT
11 5 COUNTERINTELLIGENCE FORCE PROTECTION E-12
12 SOURCE OPERATIONS CONCEPT PROPOSAL
13 6 COUNTERINTELLIGENCE SOURCE LEAD E-14
14 DEVELOPMENT REPORT
15 7 COUNTERINTELLIGENCE SCREENING REPORT E-17
16 8 COUNTERINTELLIGENCE TACTICAL E-19
17 INTERROGATION REPORT
18 9 INTELLIGENCE INFORMATION REPORT E-22
19 10 INTELLIGENCE INFORMATION REPORT -- E-24
20 BIOGRAPHICAL
21 11 COUNTERINTELLIGENCE INSPECTION/ E-28
22 EVALUATION REPORT
23 12 COUNTERINTELLIGENCE SURVEY/ E-29
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26 CHECKLIST
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REPORT OF INVESTIGATIVE ACTIVITY E-55
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(NON-HOSTILE)

COUNTERINTELLIGENCE MEASURES E-60
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SECTION 1

COUNTERINTELLIGENCE ESTIMATE

3 Purpose. Provides abasdine of historicdl, threat related information for inclusonas Tab A of
4 Appendix 3, Counterintelligence to Annex B, Intelligence.

5

O 00

10

CLASSIFICATION

Copy no. __of __ copies
ISSUING HEADQUARTERS
PLACE OF ISSUE
Date/Time Group

11 COUNTERINTELLIGENCE ESTIMATE (Number)

12 () REFERENCES:

13

14
15
16
17
18
19
20
21
22
23
24

a Unit standing operating procedures (SOP) for intelligence and
counterintelligence.

b. JTF, NTF, other components, theater and nationd intelligence and
counterintelligence plans, orders and tactics, techniques and procedures,
and multinational agreements pertinent to intelligence operations.

¢. Maps, charts and other intelligence and counterintelligence products
required for an understanding of this annex.

d. Documents and online databases that provide intelligence required for
planning.

e. Others as appropriate.

251.( ) MISSION. (Statethe assgned task and its purpose.)

262. () CHARACTERISTICSOF THE AREA OR OPERATIONS. (State conditions and other
27 pertinent characterigtics of the areawhich exist and may affect enemy intelligence, sabotage, subversve
28 and terrorist capabilities and operations. Assess the estimated effects. Also, assesstheir effects on

29 friendly counterintelligence capabilities, operations and measures. Reference appendix 8, Intelligence
30 Estimate, to annex B, Intelligence, as appropriate.)
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1 a () Military Geography

2 (D () (Exiging Stuation)

3 (2 () (Edtimated effects on enemy intelligence, sabotage, subversive and terrorist operations
4 and capabilities))

5 (3) () (Edtimated effects on friendly counterintelligence operations, capabilities and measures,)
6  b.()Weather

7 (D) () (Exiging Stuation)

8 (2 () (Estimated effects on enemy intelligence, sabotage, subversve and terrorist operations

9 and capatiilities))
10 (3) () (Edtimated effects on friendly counterintelligence operations, capabilities and measures.)

11 ¢ ( )Other Characterigics. (Additiona pertinent characteristics are consdered in separate
12 subparagraphs. sociologica, politica, economic, psychologica, and other factors. Other factors may
13 include but are not limited to telecommunications materid, transportation, manpower, hydrography,
14 science, and technology. These are andyzed under the same headings as used for military geography
15 and westher.)

163. INTELLIGENCE, SABOTAGE, SUBVERSIVE, AND TERRORIST SITUATION

17 (Discusses enemy intelligence, sabotage, subversive, and terrorist activities as to the current Situation

18 and recent/sagnificant activities. Include known factors on enemy intelligence, sabotage, subversve, and
19 terrorist organizations. Fact sheets containing pertinent information on each organization may be

20 attached to the estimate or annexes.)

21  a () Location and dispostion.
22  b. () Compodtion.

23 ¢ () Strength, including locd avallable strength, avallahility of replacements, efficiency of enemy
24 intdligence, sabotage, subversive, and terrorist organizations.

25 d. () Recent and present sgnificant intelligence, sabotage, and subversive activitiessmovements
26 (including enemy knowledge of our intelligence and counterintelligence efforts).

27 e () Operdiond, tacticd and technica capabilities and equipment.

28  f. () Peculiarities and weaknesses.
E-4



MCWP 2-14, COUNTERINTELLIGENCE

1 g. () Other factors as appropriate.

24. () INTELLIGENCE, SABOTAGE, SUBVERSIVE, AND TERRORIST CAPABILITIES

3 AND ANALYSIS (List separately each indicated enemy capability which can affect the

4 accomplishment of the assigned misson. Each enemy cgpability should contain information on what the

5 enemy can do, where they can do it, when they can start it and get it done, and what strength they can

6 devote to the task. Analyze each capability in light of the assgned misson, congdering al gpplicable

7 factors from paragraph 2, and attempt to determine and give reasons for the estimated probability of

8 adoption by the enemy. Examine the enemy’ s capabilities by discussing the factors that favor or militate

9 againd its adoption by the enemy. The andyss of each cagpability should also include a discussion of
10 enemy strengths and vulnerabilities associated with that capability. Also, the andysis should include a
11 discussion of any indications that point to possible adoption of the capability. Findly, Sate the etimated
12 effect the enemy’ s adoption of each capaility will have on the accomplishment of the friendly mission)

13 a () Capabilities

14 (1) () Intdligence. (Include al known/estimated enemy methods.)

15 (2) () Sabotage. (Include dl possible agent/guerilla capabilities for military, politica, and

16 economic sabotage.)

17 (3) () Subverson. (Include dl types, such as propaganda, sedition, treason, disaffection, and

18 threstened terrorists activities affecting our troops, dlies, and local civilians, and assstance in the escape
19 and evasion of hodtile civilians)

20 (4) () Terorig. (Include capabilities of terrorist persondities and organizations in area of
21 operation.)

22  b. () Andyssand discusson of enemy cgpabilities for intelligence, sabotage, subversive, and
23 terrorism as abasis to judge the probability of their adoption.

245. CONCLUSIONSAND VULNERABILITIES. (Concusonsresulting from discusson in

25 paragraph 4. Relate to current al-source intelligence estimates of the enemy’'s centers of gravity, critical
26 and other vulnerabilities and estimated exploitability of these by friendly forces, enemy courses of action
27 beginning with the maost probable and continuing down the ligt in the estimated order of probability, and
28 the estimated effects adoption of each cgpability would have on the friendly mission.)

29 a () Probability of enemy adoption of intelligence, sabotage, subversve, and terrorist programs or
30 procedures based on capabilities.

31 b () Effectsof enemy capabilities on friendly course of action.
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1 ¢ () Effectiveness of our own counterintelligence measures and additiond requirements or
2 emphasis needed.

3 IS

4 Name

5 Rank and Service
6 TABS

7 (As appropriate)

8 DISTRIBUTION:
9
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1 SECTION 2

2 COUNTERINTELLIGENCE REDUCTION PLAN

3 Purpose. A visud working tool for managing the Cl targeting triad -- persondities, organizations and
4 ingdlations (PO&I) -- and unit assgnments.

5
6 CLASSIFICATION
7 Counterintelligence Reduction Plan

8 PERSONALITY/INSTALLATION: Operation Bold Lighting MAP REF: Name, Series

9 TGT TARGET LOCATION/ PRI CI TEAM SPECIAL INTERESTED
10 NO. DESCRIPTION ASSIGN INSTRUCTIONS UNITS/SECT.
11
121 Broadcasting Grid coordinates 3 km 1 1 Locate/take into G-5/PAO
13 Station NW of city on Victory custody station
14 Road state security officer
15 and all propaganda
16 file material
172 Government Grid coordinates 3 1 Ensure file informa- G-5
18 Control largest building in city tion protected for
19 Center center, gable roof further analysis
20
213 Military Grid coordinates 1 2 Locate/search Cl Task Force
22 Intelligence located on liberation and agent oper- N2
23 Headquarters  military compound E ations section
24 of city
25
264 Smith, John Q Grid coordinates 2 2 Potential defector 10" Army
27 Intelligence military intelligence handle accordingly M
28 Cadre headquarters (above).

29 Home address: 134 8th

30 St, Apt 3B

31

325 Infiltration Grid coordinates 3 2 Secure/search for Task Force
33 Training located W of city on file information on N2

34 Facility seaward peninsula personalities and

35 operations. Coordi-

36 nate with Task Force

37 N2

38
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1 CLASSIFICATION
2 CLASSFICATION
3 TGT TARGET LOCATION/ PRI CI TEAM SPECIAL
4 NO. DESCRIPTION ASSIGN INSTRUCTIONS
56 Political Grid coordinates tri- 2 1 Personalities of Cl
6 Prison angular shaped com- interest on separate
7 pound enclosed by listing. Provide list
8 20-foot block wall of recovered
9 bordered by personalities to HQ
10 Liberation Ave, via most expedient
11 9th St, and bay means
12 7 National Grid coordinates 1 2 Immediately
13 Intelligence located in concrete evaluate all
14 Field Office block building on documents/
15 corner of 5th St and equipment
16 Liberation Ave
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CLASSIFICATION
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1 SECTION 3

2 COUNTERINTELLIGENCE SALUTE REPORT FORMAT

3 Purpose. A quick response report to get information into the All Source Correlated Database.
4

5 CLASSFICATION
6 SALUTE
7 Reporting Unit: (Text Field)
8 Record Creator: (Text Field)
9 Report Number: (Text Field)
10 References: (Text Area)
11 Requirement Reference: (Text Field)
12
13 Size (of Enemy Unit): (Text Field)
14 Activity Type: (Text Field w/Picklist)
15 Activity Status: (Text Field w/Picklist)
16 Activity Location: (Text Field)
17 Map Coordinates: (Text Fields for
18 --Latitude
19 --Longitude
20 --Map Grid Reference
21 ~UTM)
22 Activity Direction: (Text Field)
23 Unit: (Text Field)
24 Date Event Began/To Begin: (Text Field)
25 Time Event Began/To Begin: (Text Field)

26 Date Event Ended/Expected
27 to end (Text Field)

28 Time Event Ended/Expected
29 to end (Text Field)
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1 CLASSIFICATION
2 CLASSIFICATION
3 Equipment: (Text Area)
4 SRC #: (Text Field)
5 SRC Description: (Text Area)
6 SRC Reliability: (Text Field w/Picklist)
7 Comments: (Text Area)
8 Map Data: (Text Field)
18 CLASSIFICATION

11 Additiond Requirement:

12 a Army tactics, techniques and procedures requires that transmit portions of the SALUTE report
13toits“ASAS’ (All Source Automated System). Hence, there is arequirement to parse some data
14 dements of acompleted SALUTE message into U. S. message text format.

15 b. TheTCPfor DCIIS V2.0 includes arequirement to convert the CIIR from its database record
16 format to the USMTF message format as a step in transforming the ClIR into an [IR. The technique to
17 accomplish the CIIR requirement may be gpplicable to the SALUTE requirement.

18
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1 SECTION 4

2 COUNTERINTELLIGENCE INFORMATION REPORT

3 Purpose. A standard report used to report tactical Cl information.

4
5 CLASSIFICATION
6 Cl Information Report
7
8 RecOrd ID: ..o e
9 Pointof Contact: .............coiiiiiiiiiiniinnn.

10 Classification: .......ouvieie i

11 ADSHaCT: ..ot

12 Discretionary Access Control: .......................

13 CaAVRALS. ..\ttt

14

15 Release TO: ...ttt

16

17 ReCOrd TYPE: o\ttt

18 Record Status: .......ovviritiii i,

19 Date Created (yyyymmdd): ..............cccvivinnn..

20 Date Modified (yyyymmdd): ................cooiinnn..

21 Community of Interest: .............ccoviiiiiiinann..

22 Source RECOM:  .....iviiii e

23

24 Requirement Reference: ..................cooiinen..

25 ReqUIremMent: ...........oiiriiii i,

26 Title (Text):

27 Report NUmMber: ...... ..o,
28 Report Date (yyyymmdd): ..............coiiiiiinn...
29 0
30 Target i
31 Individual SOUICE: ........oviviiii i,
32 Reliability of the Source: ..............ccccviviviinnn..
33 Source ID NUMDEr: . ...t
34 Information Reliability: .................... ...,
35 Information Date (yyyymmdd): ........................
36 Collection Date (yyyymmdd): .................coovnnns
37 LOCALION: vttt et e
38 Report (Text):

39 Comments (Text):
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1 SECTION 5
2 COUNTERINTELLIGENCE FORCE PROTECTION
3 SOURCE OPERATIONS CONCEPT PROPOSAL

4 Purpose. Servesasthe planning, approval, and execution vehicles for MAGTF Counterintelligence
5 Force Protection Source Operations.

6
7 CLASSIFICATION
8 CFSO Umbrella Concept Proposal
9 From: (Originator) (Text Field—Picklist?)
%2 To: (Next Higher Echelon) (Text Field—Picklist?)
%123 Info: (Addees to be informed) (Text Area—Picklist?)
14
15 Project Number: (Text Field)
16 Name: (Text Field)
17 Originating Hgs: (Text Field)
18 Implementing Element: (Text Field)
19 Collection Requirements: (Text Area)
20 References: (Text Area)
21 Date Submitted: (Text Field)
22 Date Approved: (Text Field)
23 Approval Authority: (Text Field)
24 Operation Type: (Text Field w/Picklist)
25 Target Focus: (Text Area)
26 Target Personnel: (Text Area)
27 Target Country: (Text Area)
28 Organizations: (Text Area)
29 Base of Operations: (Text Field)
30 Communications Methods (Text Area)
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3 Risks:

4 Technical Support:

5 Finances:

6 Coordination:

MCWP 2-14, COUNTERINTELLIGENCE

CLASSIFICATION
CLASSIFICATION
(Text Area)
(Text Area)
(Text Area)

(Text Area)

7 Administration and Management: (Text Area)

8 Additional Support Requirements: (Text Area)

9 Point of Contact:

10
11

(Text Field)

CLASSIFICATION
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1 SECTION 6
2 COUNTERINTELLIGENCE SOURCE
3 LEAD DEVELOPMENT REPORT
4 Purpose. For locd planning and development of counterintelligence sources.
5
6 CLASSIFICATION
7 Source Lead Development Report
8 Date: (Text Field) (Mandatory)
9 Subject: (Text Field) (Mandatory)
10 Report No: (Text Field)
11 Project No: (Text Field)
12 References: (Text Field)
13 Record Creator: (Text Field) (Mandatory)
14 Origin:
15 Source of Lead (Text Field) (Mandatory)
16 Proposed Use of Lead (Text Area)
17 Lead Screening Process (Text Area)
18 Placement and Access (Text Area)
19 Circumstances for Meeting
20 with Source (Text Area)
21 Security Issues (Text Area)
22 Personnel Information:
23 Lead Status (Text Area)
24 Nationality (Text Field)
25 Citizenship (Text Field w/PL)
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1 CLASSIFICATION
2 CLASSIFICATION
3 Personality and Character Traits

4 Motivation (Text Area)

5 Character (Text Area)

6 Personality (Text Area)

7 Trait Exploitation (Text Area)

8 Biographical Data

9 (Link to the INDIVIDUAL record. When printing, whole INDIVIDUAL record needs to print
10 out.)
11 Summary of Family/Personal History (Text Area)
12 (Consider autopopulate from INDVIDUAL record.)

13 Investigative Checks:
14 Type (Text Fiddw/PL) Status (Text Feld w/PL) Date (Text Field w/PL)
15 Coordination Required (Text Feld w/PL) (Multiple Choice)

16 Assessment of Operationd Potentidl:

17 Type of Source (Text Feld w/PL)

18 Placement (Text Areq)
19 Access (Text Areq)
20 Cover (For Status & Action) (Text Areq)
21 Qudifications (Text Areq)
22 Personal (Text Areq)
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1 Motivation (Text Area)

2 Strengths/Weaknesses (Text Areq)

3 CLASSIFICATION

4 CLASSIFICATION

5 Risk

6 To C/O & Collection Element  (Text Ares)

7 To Source (Text Areq)

8 Approach Plan: (Text Area)

9ICF: (Text Area)***
10 Comments. (Text Areq)
11 Attachments: (Sandard Repeating Group)
12 CLASSIFICATION
13
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1 SECTION 7
2 COUNTERINTELLIGENCE SCREENING REPORT

3 Purpose. Used to report information obtained during Cl screening operations.
4

5 CLASSIFICATION
6 Screening Report
7 Reporting Unit: (Text Feld)
8 Screener: (Text Fidd)

13 Report Date: (Text Feld)

11 Report Time: (Text Feld)

12 Capturing Unit: (Text FHed)

13 Requirement Reference: (Text FHed)

14 Status: (Text Fidd w/PL)

15 PL - Military

16 Paramilitary

17 Civilian

18 Other

19 Name: (Text Fidd)

20 Alternate Name(s): (Repesting Group)

21 Persona ID No: (Text Feld)

22 EPW 1D No: (Text Field)

23 Date of Birth: (Text Feld)

24 Sex: (Text FHeld w/PL)
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1 Maritd Status.

2
3

4 Language Competence:
5 Language Used:
6 Education:
7 Employment:
8 Military Service:
9 Date Captured:
10 Time Captured:
11 Place Captured:
12 Circumstances of Capture:
13 Documents at Capture:

14 Equipment Captured:

15 Source' s Physica Condition:

16 Remarks:

17 Source's Mental State:

18 Source' s Intelligence Leve:
19 Specific Knowledgeshility:
20 Source' s Cooperation:

21 EPW Category

(Text Feld)
CLASSIFICATION
CLASSIFICATION
(Usetext and field input from DCIIS Individual form)
(Text Fied)
(Usetext and field input from DCIIS Individual form)
(Usetext and field input from DCIIS Individual form)
(Usetext and field input from DCIIS Individual form)
(Text Fied)
(Text Fied)
(Text Fied)
(Text Area)
(Text Area)
(Text Area)
(Text Fidd w/PL)
(Text Area)
(Text Fidd w/PL)
(Text Fidd w/PL)
(Text Area)
(Text Fidd w/PL)

(Text Field w/PL)
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1 Cl Interest (Text Held w/PL)

2 Source' s Current Location: (Text Fed)

3 Approach Plan (Text Feld w/PL)

4 Comments. (Text Area)

5 CLASSIFICATION
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1 SECTION 8

2 COUNTERINTELLIGENCE TACTICAL INTERROGATION REPORT
3

4 CLASSIFICATION

5 Tactical Interrogation Report

6 Reporting Unit: (Text Fied)

7 Report No: (Text Fied) Record Crestor: (Text Fidd)
8 Report Date: (Text Fied) I nterpreter: (Text Fidd)
9 Report Time: (Text Fied) Language Used: (Text Field w/PL)

10 Capturing Unit: (Text Fidd)

11 Requirement Reference: (Text Fidd)

12 Map Data: (Text Area)

13 Source No: (Text Fidd)

14 Source Status: (Text Field w/PL)

15 Name: (Text Fidd)

16 Alternate Name(s): (Repeating Group)

17 Persona 1D No: (Text Fidd)

18 EPW ID No: (Text Fidd)

19 Place of Birth: (Text Feld)

20 Date of Birth: (Text Fied)

21 Nationdity: (Text Fidd)
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1Sex: (Text Fidd w/PL)
2 CLASSIFICATION
3 CLASSIFICATION
4 Maritd Status: (Text Fied)
5 Language Competence: (Usetext and field input from DCIIS Individual form)
6 Language Used: (Text Fidd)
7 Education: (Usetext and field input from DCIIS Individual form)
8 Employment: (Usetext and field input from DCIIS Individual form)
9 Military Service: (Usetext and field input from DCIIS Individual form)
10 Date Captured: (Text Fidd)
11 Time Captured: (Text Fdd)
12 Place Captured: (Text Fidd)
13 Circumstances of Capture: (Text Areq)
14 Documents at Capture: (Text Area)
15 Equipment Captured: (Text Areq)
16 Source' s Physica Condition: (Text Field w/PL)
17 Source' s Mental State: (Text Field w/PL)
18 Source' s Intelligence Leve: (Text Field w/PL)
19 Specific Knowledgeshility: (Text Areq)
20 Source' s Cooperation: (Text Field w/PL)
21 EPW Category (Text Field w/PL)
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1 Cl/Humint Interest (Text Held w/PL)

2 Source' s Current Location: (Text FHed)

3 Source' s Rdidhility: (Text Fedd)

4 CLASSIFICATION
5 CLASSIFICATION
6 Source' s Production (Text Areq)

7 Approach Plan (Text Fidd w/PL)

8 Comments. (Text Areq)

9 CLASSIFICATION

10

E-24



2

MCWP 2-14, COUNTERINTELLIGENCE

SECTION 9

INTELLIGENCE INFORMATION REPORT

3 Purpose. Standard report used to report uneva uated, unandyzed intelligence information.

4
5 CLASSIFICATION
6 I ntelligence Information Report
7 From: (Text Hed)
g To: (Text Fidd)
9 Info: (Text Fidd)

10 Serid: (Text Fidd)

11 Country: (Text Field)

12 11 PSP (Text Fidd)

13 Subj: (Text Ares)

14 WARNING: (U) THISISAN INFORMATION REPORT, NOT FINALLY EVALUATED
15 INTELLIGENCE. REPORT CLASSIFIED (Autopopulate with classification)

ig DEPARTMENT OF DEFENSE

18 DOI: (Text Field)

19 REQS: (Text Area) (Association Mechanism)
20 SOURCE: (Text Area)

21 SUMMARY: (Text Area)

22 TEXT: (Text Area)

23 COMMENTS:
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1 (FIELD COMMENT) (Text Area)
2 CLASSIFICATION
3 CLASSIFICATION
4 PROJ: (Text Fidd)
5INSTR: USNO (Text Fidd)
6 PREP: (Text Fidd)
7 ENCL.: (Text FHed) (Repeating Group)
8 ACQ: (Text Fidd)
9 DISSEM: FIELD-- (Text Fidd)

10 WARNING: REPORT CLASSIFIED (Text Field) (Autopopulate)

11 DRV FROM-- (Text Field)

12 DECL: (Text Field)

13 CLASSIFICATION
14
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1 SECTION 10
2 INTELLIGENCE INFORMATION REPORT -- BIOGRAPHICAL

3 Purpose. Standard report used to report unevauated, unandyzed biographica intelligence information.
4

5 CLASSIFICATION
6 Intelligence I nformation Report -- Biographical
7 FROM: (Text Field)
8 TO: (Text Fidd)
9 INFO: (Text Fidd)
10 SERIAL: (Text Fidld)
11 COUNTRY: (Text Fidld)
12 11 PSP (Text Fidd)
13 SUBJ (Text Area)

14 WARNING: (U) THISISAN INFORMATION REPORT, NOT FINALLY EVALUATED
15 INTELLIGENCE. REPORT CLASSIFIED (Autopopulate with classification)

1? DEPARTMENT OF DEFENSE

18 DOI: (Text Fidd)

19 REQS: (Text Area) (Association Mechanism)
20 SOURCE: (Text Area)

21 SUMMARY: (Text Area)
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CLASSIFICATION

CLASSIFICATION

1
2
3 TEXT:
41. Nameof Country
52. Daeof Information
63. Dateof Report
7 4A. Full Name
8 4B. Name(s) By Which Individua
9 Prefers To Be Addressed
10 4B(1). In Officid Correspondence
11 4B(2). Ordly a Officid Gatherings
12 4C. Full Namein Native Alphabet
13
14 4D. Variants, diases or Nicknames
15
16 Rak
17
18 5A. English Language
19
20 5B. Native
21 Date of Rank
22  Pogtion/Billet
23 7A. Present Position
24 7B. Military Address
25 7C. Date Assumed Position

(Text Field w/PL)
(Text Fidd)
(Text Fidd)

(Text Fidd)

(Text Fidd)
(Text Fidd)

(Text Fidd) (In standard telegraphic
code or other transcription code)

(INDIVIDUAL Record repeating group
autopopul ate)
(Text Fidd)
(Text Fidd)

(Text Fidd)

(Text Fidd)
(Text Area)
(Text Fidd)
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12

13

14

15

16

17

18

19

20

21

22

MCWP 2-14, COUNTERINTELLIGENCE

7D. Scheduled Date of Departure (Text Fed)

CLASSIFICATION
CLASSIFICATION

7E. Name of Predecessor
7EL. Predecessor’'s Name (Text Fidd)

7E2. Predecessor’s Branch

of Service (Text FHed)
7E3. Date Predecessor
Assigned (Text Field)
7E4. Durdtion of Predecessor’'s
Assgnment (Text FHed)
Branch of Armed Service (Text FHed)
Specidty/Other Organizations
Date of Birth (Text Fidd)
Place of Birth (Text Fidd)
Sex (Text Fidd)
Home Address (Text Fields) (autopopulate)
Telephone Number
14A. Home (Text Felds)
14B. Work (Text Felds)
Maritd Status (Text FHed)
Citizenship (Text Fidd)
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; COMMENTS:

3 (FIELD COMMENT) (Text Are)

4 PROJ: (Text Feld)

5 CLASSIFICATION

6 CLASSIFICATION

7 INSTR: USNO (Text Field)
8 PREP: (Text Field)

9 ENCL: (Text Field) (Repeating Group)
10ACQ: (Text Field)
11 DISSEM:  FIELD-- (Text Fidd)
12 WARNING: REPORT CLASSIFIED (Text Field) (Autopopulate)
13 DRV FROM-- (Text Field)
14 DECL: (Text Field)
15 CLASSIFICATION
16
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1 SECTION 11

COUNTERINTELLIGENCE INSPECTION/EVALUATION REPORT

N

4 CLASSIFICATION

5 Cl Inspection/Evaluation Report

6 (Normally hard copy report — not templated in DCIIS)

7 Reporting Unit:
8 Dissamination:
9
10 Report Date:
11 Report Time:
12 Reference:
13 Enclosure:

14 SYNOPSIS: (Summary of the report)

15 1. () PREDICATION: (What initiated the inspection/eval uation).

16 2. () PURPOSE: (What the inspection/evauation was to determine. State any limitations that
17 were placed on the activity.)

18 3. () BACKGROUND: (Information on previous ingpections/eva uations or surveys on the same area.
19 Information on level and amount of classified materid maintained. Identity of person(s) conducting the
20 activity.)

214. () RESULTS (Detailed information obtained during the inspection/eva uation, describe security
22 measuresin effect, whether the measures required by appropriate references were adequate, and any
23 identified security wesknesses/deficiencies.)

24 5. () RECOMMENDATIONS: (List recommendations to correct security weaknesses or deficiencies
25 asthey appear in paragraph 4 above, reference the paragraph for clarity.)

26 (Signature on line above typed name)

27 REPORTED BY. (Typed name of evaluator)

28 (Signature on line above typed name)

29 APPROVED BY. (Typed name and title of approving authority)
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CLASSIFICATION
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1 SECTION 12

2 COUNTERINTELLIGENCE SURVEY/NVULNERABILITY ASSESSMENT
3

4 CLASSIFICATION
5 Cl Survey/Vulnerability Assessment
6 (Normally hard copy report — not templated in DCIIS)

7 Reporting Unit:
8 Dissemination:
9
10 Report Date:
11 Report Time:
12 Reference:
13 Enclosure:

14 SYNOPSIS: (Summary of the report)

15 1. PREDICATION: (How the survey was initiated.)

16 2. PURPOSE: (What the survey was to determine. State any limitations on the survey.)

17 3. BACKGROUND:

18 a. Person(s) conducting the survey.
19 b. Previous surveys.

20 c. Mission.

21  d. Inherent hazards of the area.

22 e. Degree of security required (Maximum, medium, or minimum based of the following
23 factors):

24 (1) Mission

25 (2) Cost of Replacement

26 (3) Location

27 (4) Number of like installations
28 (5) Classified Material
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1 CLASSIFICATION
2 CLASSIFICATION
3 (6) Importance

44. RESULTS

5 a. Security of information
6 b. Security of personnel
7 c. Physical security

8 5. RECOMMENDATIONS. (List recommendations to correct security hazards as they appear in
9 paragraph 4 under the subparagraph heading, reference the paragraph for clarity.)

10 a. Security of information.
11 b. Security of personnel.

12 c. Physical security.

13 (Signature on line above typed name)

14 REPORTED BY. (Typed name of evaluator)

15 (Signature on line above typed name)

16 APPROVED BY. (Typed name and title of approving
17 authority)

18 CLASSIFICATION
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1 SECTION 13

2 COUNTERINTELLIGENCE SURVEY/

3 VULNERABILITY ASSESSMENT CHECKLIST
4

5 BACKGROUND:

6 Counterintelligence surveys/vulnerability assessments are conducted during peacetime as well
7 as times of hostilities, both in and outside the continental United States.

8 Manning of counterintelligence survey/vulnerability assessment teams should be task-organized

9to meet the needs/requirements of the survey; i.e., counterintelligence officers/specialists,
10 physical security specialists from provost marshal, communications specialists, automatic data
11 processing security specialists, etc.

12 Name of Installation
13 Location of Installation
14 Type of Installation

151. Functions, Purpose, or Activities at Installation

16 a. What troops, units, and command elements are stationed there or use or control the
17 installation?

18 b. What military activities (conventional, unconventional, or special) take place?
19 c. What material is produced, processed, tested, or stored?

20 d. What is the military importance?

21 2. Critical Rating of the Installation

22 a. How important to national security or Marine Corps forces are the activities that take
23 place at the installation?

24  b. What activity on the installation should be veiled in secrecy? Why?

25 c. What information about the installation would be of interest to hostile intelligence? Why?
26 d. Is this the only location where the activities taking place can be conducted?

27  e. Are there substitute places available which are suitable and practical?

28 f. Is there a key facility/organization aboard the installation?
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1 g. Isthere any sensitive or critical material or equipment stored, tested, or developed
2 aboard the installation?

3 h. Is the installation a likely target for espionage?

4 3. Names of Principal Officers of the Installation/Organization
54. Names of Persons Directly Responsible for the Security of the Installation
65. Physical Location and Description of the Installation

7 a. Thisis the physical description of the general area surrounding the installation, paying
8 particular attention to road networks, rail facilities, air facilities, transportation, terrain, etc.

9 b. Include a general physical description of the entire installation, to be accompanied
10 wherever possible by a map, sketch or aerial photograph, and the following information:

11 (1) Area and perimeter.

12 (2) Numbers, types, and locations of buildings, and relationships among the various
13 buildings.

14 (3) Roads, paths, railroad sidings, canals, rivers, etc., on the premises of the installation.
15 (4) Wharves, docks, loading platforms, etc., on the premises.

16 (5) Any other distinctive structures or features.

17 c. Note any particularly vulnerable or sensitive points on the installation, and the reasons for
18 their vulnerability or sensitivity. Pay particular attention to the following:

19 (1) Command element/headquarters buildings.

20 (2) Operations/crisis action facilities.

21 (3) Repair shops (armor, vehicle, aircraft, weapons, communications).
22 (4) Power plants.

23 (5) Transformer stations.

24 (6) Warehouses.

25 (7) Communications systems/facilities.

26 (8) Fuel storage.

27 (9) Water tanks, reservoirs, supply systems.
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(10) Motor pools.

(11) Ammunition dumps.

(12) Aircraft

(13) Firefighting equipment.

(14) Military police/reaction force location and reliability.

(15) Special training/testing sites.

7 6. Perimeter Security

8 Description of the perimeter and physical barriers.
9 (1) Type of fence or other physical barrier around the installation that affords perimeter
10 security?
11 (2) What type of material is the fence/barrier constructed?
12 (3) How high is the fence/barrier?
13 (4) Is the fence/barrier easily surmountable?
14 (5) Is the top protected by barbed wire outriggers?
15 (6) Are there any cuts, breaks, tears, holes, or gaps in the fence/barrier or any holes
16 under it?
17 (7) Are there any tunnels near or under the fence/barrier?
18 (8) Are vehicles parked near or against the fence/barrier?
19 (9) Are piles of scrap, refuse, or lumber kept near the fence/barrier?
20 (10) Is the fence/barrier patrolled and checked daily for cuts, breaks, holes, gaps,
21 tunnels, or evidence of tampering?
22 (11) Where are pedestrian and vehicle gates located?
23 (12) Are unguarded gates firmly and securely locked?
24 (13) Are the gates constructed in a manner where identity and credential checks of
25 persons or vehicles entering or exiting are accomplished, particularly during rush hours?
gg (14) During what hours is each gate open?
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1 (15) Are there any railroad rights of way, sewers, tree lines, or other weak points on the
2 perimeter?

3 (16) Are these weak points guarded, patrolled, or secured in any fashion?

4 (17) Is high intensity lighting used to light up the perimeter during hours of darkness?
5 (18) Where are the lights located?

6 (19) Are there dead spots between lighted areas?

7 (20) Is there backup emergency power for the lighting?

8 (21) Does the lighting inhibit/hamper security force observation?

97. Perimeter Security Force

10 a. Description of the organization of the security force.

11 (1) What is the strength of perimeter security forces?

12 (2) What are the number and location of guard posts?

13 (3) What is the length of perimeter covered by each post?

14 (4) What is the length of watch of each post?

15 (5) Is there a reserve or backup or security force?

16 (6) What weapons do the guards carry?

17 (7) What is the level training for each member of the security force?

18 (8) What instructions are given to security forces regarding identity checks/challenges?
19 (9) Are there vehicle checks?

20 (10) Are there any watchtowers to facilitate observation of the perimeter?

21 (11) What are the height and location of each watchtower?

22 (12) Have roving patrols been utilized to patrol the perimeter? What are their number,

23 strength, frequency, routes, and activity?
24 (13) What is the efficiency and manner of performance of perimeter guards and patrols?
25 b. Security weaknesses and recommendations.
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(1) What specific weaknesses pertaining to both physical barriers and the perimeter

2 security force were noted during the survey?

3

(2) What specific and reasonable recommendations may be made to improve perimeter

4 security?

58. Security of Buildings and Structures

6

7

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

a. Nature and purpose of building.
(1) Where is the location of the building?
(2) What activities take place in the building?
(3) What material/information is developed or stored?
(4) What machinery or equipment is in the building?
(5) Is the building a vulnerable point? Why?
b. Description of building -exterior, interior, and immediate surroundings.
(1) Describe the design and construction of the building.
(2) How many stories? Height?
(3) Does the building have a basement?
(4) What percentage is wood?
(5) What percentage is concrete?
(6) What other materials are used in the exterior?
(7) Describe walls.
(8) Describe floors.
(9) Describe ceilings.
(10) Describe roof.
(11) Is the building safely designed and constructed?

(12) Is the building properly maintained and constructed?
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1 (13) Check locations of doors, windows, sewers, sidewalks, elevators, stairs, fire
2 escapes, skylights, crawl spaces/false ceilings, and any other possible means of exit or entry.

3 (14) Are these entrances properly locked, or otherwise safeguarded against unauthorized
4 entry?
5 (15) Are windows and skylights screened, grilled, or barred?
6 (16) Can unauthorized or surreptitious entry be effected in any manner?
7 (17) Are exit and entry facilities adequate to meet an emergency situation?
8 (18) Are all keys to building controlled?
9 (19) Where is the key control maintained?
10 (20) Who maintains the key control?
11 (21) How rigorously is it kept?
12 (22) Who is authorized to receipt for the keys?
13 (23) Are any measures taken to restrict entry into the building; i.e., pass, badges, access

14 rosters, etc.
15 (24) Are controlled access methods enforced?

16 (25) If the building is determined to be sensitive, high threat priority, or vulnerable, has it
17 been declared as restricted, and is the area surrounding it so designated?

18 (26) Are daily security checks conducted at the end of each working day in areas where
19 classified material is stored? Are all security containers checked?

20 c. Guard and patrol system around the building.

21 (1) What are the duties of guards and patrols?

22 (2) Are high intensity lights used to light up the exterior and the area surrounding the

23 buildings during hours of darkness?

24 (3) Is there a reactionary security force?

25 (4) What is the response time? Has it been tested?

26 (5) What is the size of the guard force? Reactionary force?

27 (6) What are the means of activating the reactionary force? Are there backup systems?

28 d. Security of electrical equipment.
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1 (1) Is there auxiliary lighting?
2 (2) Are circuit breakers properly protected?
3 (3) Are telephone junction boards protected

4  e. Listthe frequency of periodic checks made throughout the building to detect the following:

5 () Holes, cracks, crevices which might conceal explosives, incendiary devices, or
6 audio/visual monitoring devices. Are such repaired?

7 (2) Tampered wiring, or broken or electrical connections and wires.
8 (3) The presence of suspicious packages or bundles.
9 (4) Any dangerous practices, including safety, electrical, or fire hazards which may result

10 from negligence or deliberate attempts at sabotage,
11  f. Security weaknesses and recommendations

12 (1) What specific weaknesses pertaining to the security of interiors and exteriors were
13 noted during the survey?

14 (2) What specific reasonable recommendations may be made to improve the security of
15 the buildings?

16 9. Security of Docks, Wharves, and Platforms

17 a. Description of the location, nature, and purpose of each dock, wharf, or platform.

18 (1) What administrative supervision of the docks, wharves, and loading platforms is
19 exercised? By whom?

20 (2) What type of security force provides protection for each?
21 (3) What measures are taken to prevent loitering in the vicinity of each?
22 (4) What measures are taken to prevent unauthorized observation of loading and

23 unloading?

24 (5) What protection is afforded mechanical sabotage, arson, explosion, or dangerous
25 practices)
26 (6) Are same precautionary measures taken as outlined for access as outlined above for

27 building interiors and exteriors?
28 b. Traffic conditions.
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1 (1) Are inspections of deliveries made to guard against sabotage devices; i.e.,
2 explosives, caustic chemicals, etc.?

3 (2) What precautions are taken to conceal the loading and unloading of personnel or
4 material if such handling requires secrecy?

5 (3) Are delivery trucks, railroad cars, and privately owned vehicles checked for possible
6 sabotage devices?

7 (4) How much is the movement of drivers and helpers about the installation controlled?

8 (5) In the case of movement of personnel, equipment, and material, are identifying
9 markings removed in an effort to assist in operations security?

10 c. Security weaknesses and recommendations.

11 (1) What specific weaknesses pertaining to the security of docks, wharves, and loading
12 platforms were noted during the survey?

13 (2) What specific and reasonable recommendations may be made to improve the
14 security of docks, wharves, and loading platforms?

15 10. Motor Pools, Dismount Points, and Parking Areas

16  a. Security measures at each facility.

17 (1) Are motor pools, dismount points, and parking areas adequately guarded?

18 (2) Are vehicles properly checked and accessible only to authorized personnel?
19 (3) What system of checking vehicles is used?

20 (4) What measures are taken to safeguard fuels, lubricants, tools, and equipment

21 against sabotage, theft, fire, and explosion?
22 (5) Are frequent checks made of all vehicles for possible mechanical sabotage?

23 (6) Are drivers and mechanics instructed as to the proper checks, to be made to guard
24 against or detect sabotage?

25 (7) What provisions are made to prohibit privately owned vehicle parking in motor pools,
26 dismount points/parking areas?

27 (8) Are fuels and lubricants frequently tested for possible contamination?

28 (9) Are parking/staging areas restricted or supervised in any way?
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(10) Are parking arrangements consistent with security against sabotage, terrorist, or

2 other hazards?

3

4

(11) What provisions are made for visitors parking?

(12) Do parking arrangements/facilities impede efficient traffic flow through and near the

5 compound?

6

(13) Would parking arrangements interfere with firefighting or other necessary

7 emergency vehicles if there was an emergency?

8

9

b. Security weaknesses and recommendations.

(1) What specific weaknesses about the security of motor pools and parking lots were

10 noted during this survey?

11

(2) What specific and reasonable recommendations may be made to improve the

12 security of the motor pool and parking lots.

13 11. Power Facilities and Supply

14

15

16

17

18

19

20

21

22

23

24

25

a. Description of supply, facilities, and security measures.
(1) What type of power is used by the installation?
(2) What is the peak load of electric power?
(3) What percentage of the electric power is generated on the installation?
(4) What is the installation's electric generating capacity?
(5) What percentage of electric power is purchased from outside sources?
(6) Are all current sources ample to provide a reserve beyond full load demands?
(7) From whom is the electric power purchased?
(8) Is an alternate or auxiliary electric power system available for emergency use?
(9) Can the auxiliary electric power system be used immediately?
(10) How many and what kind of power substations/transformers fare on the installation?

(11) Are control panels, pressure valves, gas facilities, and control valves in good working

26 order? How frequently are they checked? Is adequate fire protective equipment available and
27 nearby?
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1 (12) Are power substations/transformers adequately safeguarded against trespassers
2 and saboteurs?

3 (13) Are generators properly maintained and checked with particular emphasis on oil
4 levels and temperatures?

5 (14) Are combustible materials removed from their vicinity?

6 b. Miscellaneous features:

7 (1) Are replacement units for generators and motors available in safe storage?

8 (2) Do transformers have sufficient capacity, are they safely located and well protected

9 by physical barriers and guards?
ﬁ (3) Are oil-filled transformers located in noncombustible well-drained buildings or outside?
12 (4) Are frequent inspections made of the oil, contact, and control apparatus of circuit

13 breakers and transformers?

14 (5) What is the system of power lines in use?

15 (6) What is the number of independent power feeds?

16 (7) Is the pole line or underground line safe, reliable, and frequently checked?
17 (8) Are all power lines protected by lightning arresters?

18 (9) Are power distribution lines properly installed and supported?

19 (10) Are electric circuits overloaded at any time?

20 (11) Are current national or civil electric codes followed?

21 (12) Is there a single or multiple main switch(s) for emergencies?

22 c. Security weaknesses and recommendations.

23 (1) What specific weakness about the security of power facilities and supply were noted
24 during the survey?

25 (2) What specific and reasonable recommendations may be made to improve the
26 security of power facilities and supply?

27 12. Fire Fighting Equipment and Facilities

28 a. Describe the amount and condition of equipment and facilities.
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1 (1) What fire fighting and first aid equipment are available on the installation?

2 (2) What types of fire extinguishers are available; i.e., foam, dry chemical, halon, water,
3 carbon dioxide, and carbon tetrachloride? Are they at locations where such types may be
4 needed?

5 (3) Are all extinguishers and other equipment in working order and frequently tested and
6 inspected?

7 (4) Are fire extinguishers sealed to prevent tampering?

8 (5) Do competent personnel make inspections of fire equipment and are the results
9 recorded?

10 (6) Are both first aid and firefighting equipment painted so as to be conspicuous? Are they
11 within reach of all personnel, unobstructed, and of reasonable size and weight to permit ease of
12 handling by all personnel?

13 Is first aid equipment available? Does it include ample amounts of materials that may
14 be needed?

15 (8) Are first aid supplies checked periodically and safeguarded?

16 (9) What type of fire alarm system(s) is/are installed?

17 (10) Are there sufficient numbers of alarms and sensors in the system?

18 (11) Is the fire alarm system frequently inspected and tested?

19 (12) Are vulnerable and/or important facilities equipped with sprinkler systems?

20 (13) What type of sprinkler system(s) is/are used? Are they fed by public mains, tanks,
21 private reservoir, or pumps?

22 (14) How often and thoroughly is the sprinkler system inspected?

23 (15) Where are the main control valves of the system located?

24 (16) Are fire hydrants near vulnerable or important facilities?

25 (17) Are hydrants in working order? How often are they inspected and tested?

26 (18) Is the water pressure sufficient so that streams of water will reach and extinguish

27 flames in all sections of the installation?
28 (19) Is there a secondary source of water supply available?

29 (20) Does the installation have its own fire department? A brigade? What equipment does
30 it have? Are the personnel well trained?
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1 (21) Have arrangements been made with public fire departments to furnish equipment
2 and personnel to augment the installation department/brigade?

3 (22) Is the nearest public fire department paid or is it a volunteer unit?

4 (23) Has a program of fire drills been inaugurated? Are such drills conducted in an
5 efficient and earnest manner?

6 (24) Has a fire prevention program been inaugurated?
7 (25) What plans have been made for the action of all personnel if there is a fire?
8 b. Security weaknesses and recommendations.

9 (1) What specific security weaknesses about the firefighting equipment and facilities
10 were noted during the survey?

11 (2) What specific and reasonable recommendations may be made to improve the
12 security of firefighting equipment and facilities?

13 13. Water Supply

14  a. Description of water supply and security measures taken to safeguard it.

15 (1) What sources of water supply are used by the installation?

16 (2) Are sources of water reasonably safe, adequately guarded, and protected by physical
17 security?

18 (3) If a public supply is used, what is the diameter of the main line?

19 (4) What is the water pressure? Is it adequate for normal use as well as for
20 emergencies?

21 (5) If a private reservoir or tank is used, what is its capacity, level, pressure, and
22 condition?

23 (6) Is it adequate for the installation's needs?

24 (7) What type of pumps are used in the water system (underwater, suction, centrifugal,
25 electric, etc.)?

26 (8) Are water pumping stations adequately protected, frequently inspected, and tested?
27 (9) Are all valves secured properly?
28 (10) Is a supplementary water system available? Where? Is it secure?
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1 (11) How often is water tested for purification? By whom? Is the water treated? By
2 whom? By what chemicals?

3 (12) Are taps/sources of unpotable water adequately marked?

4 (13) Is the sewage system adequate for the installation?

5 (14) Are sewer mains, control, pumps, and disposal systems adequate?

6 (15) Is there a possibility of water or food contamination from the sewage system?
7 (16) Has there been any epidemic outbreak at the installation traceable to waste

8 disposal?

9 b. Security weaknesses and recommendations.

10 (1) What specific and reasonable recommendations may be made to improve the
11 security of the water supply?

12 (2) What specific weaknesses about the water supply were noted during the survey?

13 14. Food Supply
14  a. Description of security measures.

15 (1) From what sources does the installation receive food and allied supplies? Can these
16 sources be considered reliable?

17 (2) If food supplies are purchased from merchants and farmers in the local vicinity, have
18 they been checked and their food tested for cleanliness?

19 (3) Have caterers and companies or individuals who operate food, candy, soft drink, or
20 other concessions on or near the installation been checked? Have their products been

21 thoroughly tested?

22 (4) Have local food handlers been checked for health, cleanliness, and loyalty?

23 (5) Is entry to kitchens and food storerooms restricted to authorized personnel? How are
24 such restrictions enforced?

25 (6) Are pantries and refrigerators locked when not in use?

26 (7) Are kitchens and storerooms in sanitary condition?

27 (8) Is there any evidence of unsanitary conditions?

28 (9) Are frequent checks made of foods, drinks, etc., to prevent or detect toxicological or
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1 bacteriological sabotage?

2

(10) Has there been any epidemic or excess absenteeism traceable to food or water

3 supplies of the installation?

4 b. Security weaknesses and recommendations.

5 (1) What specific weaknesses about the security of food supply were noted during the
6 survey?

7 (2) What specific and reasonable recommendations may be made to improve the

8 security of the food supply?

9 15. Communications Facilities

10

11

12

13

14

15

a.

General service and special communications message centers.

(1) Description.

(2) Where is the message center located?

(3) Is the message center adequately protected by physical barriers and guards?
(4) Is someone on duty at the message center at all times?

(5) Who handles the mail at the message center? Have all mail handlers been subject to

16 background and local records checks?

17

(6) Are all encryption (hardware and software) devices properly safeguarded and properly

18 destroyed when obsolete?

19
20
21
22

23
24

(7) Are logs kept of authorized couriers and message traffic distribution?

(8) Are unauthorized personnel excluded from the message center?

(9) Are classified messages handled in accordance with OPNAVINST 5510.1-'?
(10) Through what channels do classified messages pass?

(11) Have messengers, couriers, and operators been checked? Do they have

25 appropriate security access(es)?

26

27

b.

Security weaknesses and recommendations.

(1) What specific weaknesses about the security of the communications systems were

28 noted during the survey?
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1 (2) What specific and reasonable recommendations may be made to improve the
2 security of the communications system?

3 16. Wire and Wireless Communications Equipment

4  a. Description.

5 (1) What means of wire and wireless communications are used throughout the
6 installation?

7 (2) Where are the central points of such communications networks located?
8 (3) Are switchboards adequately guarded?
9 (4) Have operators been checked and cleared?
10 (5) Is auxiliary power available?
11 (6) Is auxiliary or replacement equipment available?
12 (7) Are open wires, terminal boxes, cross connecting boxes, cables, and manholes

13 frequently inspected for indications of sabotage and/or wire tapping?

14 (8) Are maintenance crews alerted to search for tapping?

15 (9) Are civilian repairmen used? Are they checked and cleared?

16 (10) Have preparations been made to take care of sudden breaks in the system

17 efficiently?

18 (11) Have personnel been cautioned about discussing classified or sensitive matters

19 over unsecured telephone, teletype, or radios?
20 Db. Security weaknesses and recommendations.

21 (1) What specific weaknesses about the security of the communications system were
22 noted during the survey?

23 (2) What specific and reasonable recommendations may be made to improve the

24 security of the communications system?

25 17. Security of Information

26 a. Where on the installation are plans, blueprints, photos, classified material/equipment, or

27 other information of value to the enemy kept? The following list is not all-inclusive and is not a
28 replacement for the checklist in OPNAVINST 5510.1-.
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1 (1) Is such material centralized in a single facility or scattered through various offices or
2 buildings?
3 (2) In what sections are classified material processed stored and what level of

4 classification is authorized in each area?

5 (3) Is all classified or valuable information kept in authorized/approved security containers
6 or vaults?
7 (4) Are fight safes and cabinets affixed to floors or chained to immovable objects?
8 (5) Are container doors closed and locked when not in use?
9 (6) Is there any protection other than the container itself.
10 (7) What protection is given to a combination of containers?
11 (8) What security measures are enforced about keys to doors, gates, or file cabinets?
12 (9) Is access limited to combinations and keys?
13 (10) Who has access to combinations and keys? Do all authorized personnel have

14 access? Have they been cautioned about passing keys and combinations to unauthorized
15 personnel?

16 (112) Is arigid chain of custody required for classified information (Secret and above).
17 Can custodians identify the location of classified at any time?

18 (12) Are only personnel with completed background checks and appropriate access
19 assigned to positions requiring the handling of classified material?

20 (13) Plans, blueprints, reports, or other classified material returned as promptly as
21 possible and properly turned in?

22 (14) Who has access to classified material (with and without approved access)?

23 (15) Is dissemination of classified material strictly limited to those with a "Need to

24 Know?"

25 (16) Is rank or position considered sufficient reason for access to classified information?
26 (17) Is classified material left unattended on desks where persons passing by can

27 observe or steal without detection?
28 (18) Have civilian janitors been checked and placed under supervision?

29 (19) How is classified waste disposed of? Are destruction records kept?
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1 (20) What policy has been established regarding releases and statements to local or
2 national news media?

3 (21) Have all personnel been cautioned about unauthorized statements and releases?

4 b. Security of personnel.

5 (1) What specific weaknesses about the security of information were noted during the
6 survey?
7 (2) What specific and reasonable recommendations may be made to improve the

8 security of information?

918. Security of Personnel
10 a. OPNAVINST 5510.1- provides guidelines on personnel security.
11 b. Who is responsible for the security of the installation?
12 c. What is the attitude towards security?

13 d. Isthe command aware of continuous evaluation of those who have access to classified
14 or sensitive material or equipment?

15 e. Are all personnel in positions of trust and confidence considered reliable?

16 f. Whatis the attitude towards security?

17 19. Identification System

18 a. What system is used to identify personnel authorized access within the confines of the
19 installation/facility?

20 b. If badges are used -

21 (1) Are badges or identification cards of tamper-proof design and difficult to reproduce or
22 counterfeit?

23 (2) Is the makeup and issue of badges and identification cards rigidly controlled to
24 prevent:

25 (a) Reproduction?

26 (b) Theft?

27 (c) Unauthorized use or issue?
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(d) Failure to return to issuing authority?
(3) Are photographs used on the face of the cards/badges?
(4) Is a detailed description used to positively identify holder?

(5) Are color or coded systems used to identify level of access or department personnel

5 are granted?

6

7

8

(6) Are specific badges valid for specific areas?
(7) Is enforcement of such identification rigid?

(8) Do regulations prescribe that everyone wears the badge at all times and are

9 regulations enforced?

10

11

12

13

14

15

16

(9) Is admittance to the installation/facility governed by the identification system?
(10) When badges are reported missing, lost, or forgotten what action is taken?
c. Is entrance permitted by wearing a military uniform?
(1) What other means of identification are used?
(2) Are access rosters passed from one facility/ command to another via secure means?
(3) Are passes or identification cards closely scrutinized?

d. What system is used to prevent persons working in one building, section, or unit from

17 wandering about restricted areas without proper authorization.

18 20.

19

Visitor Controls

a. What system is used to identify and admit authorized and legitimate visitors to the

20 installation or facility?

21

22

23

(1) How and by whom is the legitimacy or necessity of a visitor's mission established?
(2) Are regulations lax in the control of visitors?

(3) On arrival at the gate, entrance of the facility or section, are visitors escorted to a

24 reception area?

25

26

27

(4) Are regulations lax in the control of visitors?
(5) Is the identity of visitors verified?

(6) Is adequate information obtained visitors?
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(7) Is the purpose of the visit obtained?
(8) Are visitors required to register in a logbook with the following information:
(a) Full name.
(b) Social security number.
(c) Rank.
(d) Parent Organization.
(e) Date and time of entry.
(f) Time of departure.
(g) Number of security badge issued and level of access.
(h) Reason for visit.
(i) Name of official authorizing entry or providing escort.
(9) Are visitors required to provide identity on departure?

(10) Are visitors escorted or kept under surveillance during the time they are on the

14 installation?

15

16

17

18

19

20

21

22

23

24

25

b.

C.

Is a vehicle register kept which includes:

(1) Date and time of entrance.

(2) Registration numbers.

(3) Name of owner(s).

(4) Signatures of driver(s) and passengers.

(5) Brief description of contents of vehicle.

(6) Inspections conducted on vehicle.

(7) Time of departure.

Are news media carefully checked and verified?
(1) Are credentials examined and verified?

(2) Has their visit been checked with higher commands to verify authority?
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1 d. Are orders and credentials of allied military personnel examined by competent personnel
2 (linguists, etc.).

3 (1) Are such visits verified by higher authority?

4 (2) Is security unduly sacrificed to courtesy?

5 e. Are spot checks of persons within the installation/facility made from time to time?
6 f. Security weaknesses and recommendations.

7 (1) What specific weaknesses about identification and visitor's control were noted during
8 the survey?

9 (2) What specific reasonable recommendations may be made to improve security by
10 further identification and visitor's control?
11 21. Description of Guard System

12 a. General description of the guard force.

13 (1) Strength.

14 (2) Shifts.

15 (3) Reserves.

16 (4) Weapons.

17 (5) Training.

18 (6) Number and type of posts.
19 (7) Communications.

20 Db. Check the following points.

21 (1) What is the organization of the guard force?

22 (2) What is the numerical strength of each shift or relief?
23 (3) How many shifts or reliefs are there?

24 (4) How many supervisors does each shift have?

25 (5) Is supervision of the guard force adequate?
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(6) How many fixed posts does the force cover?

(7) Where is each post located?

(8) How many patrols are covered by the guard force?

(9) What is the route of each patrol?

(10) Are routes of the patrols varied?

(11) What is the time of each patrol?

(12) Are doors and gates closely checked by the patrols?

(13) What functions are performed by the patrols?

(14) Does the supervisor make inspection tours of the routes?
(15) How frequently and thoroughly are such tours made?

(16) Are inspections varied as to route and time?

(17) Are guard force communications and alarm systems in use? Are they adequate?

(18) What type of communication and alarm system does the guard force have? Are

14 there backup systems?

15

16

17

18

19

20

21

22

(19) Is a record kept of all guard force activity?

(20) Does the guard force have communications with the military police?

(21) What armament does the guard force have?

(22) Are the weapons in serviceable condition?

(23) Are the weapons suitable for the mission?

(24) Are arms and ammunition adequately safeguarded when not in use?

(25) Is there a record of custody when weapons are issued during each shift?

(26) Where are the weapons and ammunition stored? Does storage prevent rapid

23 access to the guard force?

24

25

26

(27) How are guards recruited?
(28) What physical, mental, age, or other qualifications must protective guards have?

(29) How thoroughly are prospective guards investigated?
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(30) Are guards uniformed, and do they have credentials or badges? What other system

2 of identification is used?

3

4

(o]

9

10

11

(31) Is the guard force competent and respected by personnel of the installation?
(32) How thoroughly is the guard force trained?
(33) How much time is spent on training the guard force?
(34) How is the training of the guard force conducted?
(35) Does such training cover the following points?
(a) Care and use of weapons and ammunition?
(b) Common forms of espionage and sabotage activity?
(c) Common forms of bombs explosives?

(d) Familiarization with the entire installation/facility, with particular emphasis on

12 restricted and vulnerable areas?

13

14

(e) Location and character of hazardous material and processes?

(f) Location and operation of all important steam and gas valves and of all main

15 electrical switches?

16

(g) Location and operation of fire protective equipment including use of sprinkler

17 control valves?

18

19

20

21

22

23

24

25

26

(h) Conditions which may cause fires and explosions.

(i) Location and use of all first aid equipment?

() Duties is the event of fire, blackouts, or other emergencies that can be foreseen?
(k) Use of communication systems?

(i) Observation and description?

(m) Preservation of evidence?

(n) Patrol work?

(o) Searches of persons and places?

(p) Supervision of visitors?
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1 (q) General and special guard orders?
2 (r) Location of all guard posts?
3 (36) Do guards have keys to gates, buildings, and offices?
4 (37) Do guards check the credentials of visitors and personnel working on the installation
5 or facility?
6 (38) Is the strength of the guard force consistent with -
7 (a) The number of pedestrian, vehicle, and railroad gates and the hours they are
8 open?
9 (b) The approximate number of daily visitors? Proper visitor reception?
10 (c) The number of loading platforms, storage facilities, working areas, etc.?
11 (d) The number of vehicles to cover the entire installation in a reasonable time?
12 (e) The number of restricted areas and vulnerable points?
13 (f) The number of plants or pumping stations?
14 (g9) The number and extent of parking areas?
15 (h) Necessary supervision of the guard force?
16 (i) Sickness, leave, injury, etc., of guard personnel?
17 (39) What are the duties of the guard force if there are security violations? Does the

18 guard force have security clearance and access?
19 c. Guard headquarters.
20 (1) Is the guard headquarters conveniently located?

21 (2) Is the guard headquarters properly secured at all times, and does it contain alll
22 necessary equipment?

23 (3) Does the guard headquarters contain adequate facilities for all members of the guard
24 force?

25 d. Security weaknesses and recommendations.

26 (1) What specific security weaknesses were noted during the survey of the installation's
27 guard force?
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1 (2) What specific and reasonable recommendations regarding the guard force may be
2 made to improve the security of the installation?

322. Description of Security Conditions and Security Measures of Adjacent Areas

4  a. Whatis the general nature of the population and the area surrounding the installation?

5 (1) Does the nationality or political nature of the surrounding populace offer a natural
6 cover and aid to hostile agents and saboteurs?

7 (2) Is the installation within a commercial air zone of travel?
8 (3) If so, are minimum altitudes for planes published at all local airports?
9 (4) Is the installation isolated or screened from public view?
10 (5) Are restricted areas screened or isolated from public curiosity?
11 (6) Is the installation exposed to hazards that may be brought onto the installation by

12 natural conditions such as floods, extreme winds, forest fires, electrical storms, etc.?

13 (7) Is the installation or buildings within the installation well camouflaged against both air
14 and ground observation?

15 (8) Have places of amusement near the installation and persons frequenting them been
16 investigated, scrutinized, and checked?

17 (9) Have night clubs, pool rooms, bowling alleys, houses of prostitution, barber shops,
18 restaurants, taverns, stores, and other places frequented by personnel from the installation been
19 included and thoroughly checked.

20 (10) Has the surrounding area been carefully scrutinized for any place likely to be used
21 as bases for espionage or sabotage agents? Areas that could conceal antenna's, audio and
22 visual surveillance, etc.?

23 b. Security weaknesses and recommendations.

24 (1) What specific security weaknesses were noted during the survey of the area adjacent
25 to the installation?

26 (2) What specific and reasonable recommendations may be made to improve security?

27 23. Security of Air Installations. The security of air installations does not differ from that of
28 any other installation. Aircraft and maintenance facilities are high priority targets of saboteurs
29 and espionage agents. In general, checking the following major areas will assist in establishing
30 the security afforded to the installation.
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1 a. Isthe guard system adequate?

2 b. Areindividual aircraft guarded sufficiently?

3 c. Are hangers and other vital buildings in a restricted area?

4  d. Have precautions been taken to see that there is no smoking in the area?
5 e. Are aircraft stored in hangers inspected periodically against sabotage?

6 f. Are special precautions taken to ensure visitor control in hangars?

7 g. Are vital repair parts in storage areas protected from unauthorized personnel, fire, and
8 the elements.

9 h. Are there fire trucks, crash and rescue vehicles available?

10 i. Is emergency equipment parked in a convenient location readily available to any part of
11 the installation?

12 24. Practical Use of Security Checklist

13 a. This checklist is not all encompassing and should be used as a guide to initiate a survey.
14 Several methods of organizing a security check may be used. The following methods, through
15 usage, have been found to be practical and efficient.

16 (1) Itemize on index cards or automated data file all requirements as listed on the
17 checklist and write the required information on each cardffile as it is checked off the list.

18 (2) Itemize basic subdivisions of survey checklist requirements on separate pages with
19 itemized requirements listed in required order. Write in the required information in the proper
20 space as each item is checked off.

21 (3) Itemize all requirements of the survey checklist on separate pages, subdividing the
22 pages according to main subdivision requirements. Make detailed notes about each item as it is
23 checked off.

24 b. After completing notes on all requirements for each item, assemble in order and prepare
25 report.
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SECTION 14

REPORT OF INVESTIGATIVE ACTIVITY

3 Purpose. Standard report used to report the results of a Cl investigation.

4

5
6
7
8
9
10
11
12
13

14

15
16
17
18
19
20
21
22
23
24
25

26
27
28
29
30
31
32
33
34

35
36

CLASSIFICATION
Report of Investigative Activity

Record ID: ... ..o
PointofContact: ............ ... . i,
Classification: .........cc.oiiiiiiiiiiiiin.
Abstract: ........ ..
Discretionary Access Control: .................

CavealS: ..

Release TO: ...

Record Type: ... .ot
Record Status: ...
Date Created (yyyymmdd): ....................
Date Modified (yyyymmdd): ....................
Community of Interest:  ........................
Source Record: ............ i

Case Number Reference: .....................
CaSE:.
Bvent: ...
Date of Record (yyyymmdd): ..................
Title (Text):

Reason for Investigation (Text):

Individuals Involved (Text):

Status (Text):
Period of Report From (yyyymmdd): ............
Period of Report To (yyyymmdd): ...............

ReportingUnit: .......... ... ...
AgentName: ........... ...
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1 Executive Summary (Text):
2 CLASSIFICATION
3 SECTION 15

4 REPORT OF INVESTIGATIVE ACTIVITY SWORN STATEMENT

5 Purpose. Standard report for preparing and documenting sworn statements.

6

7 CLASSIFICATION

8 ReCOrd ID: ..ot

9 Pointof Contact: ............coiiriiiiiiiiiiinn,
10 Classification: ..........ieieii it
11 ADSHaCT: ..ot
12 Discretionary Access Control: .......................
13 CaAVBALS. ..\ttt
14 Release TO: ....viiiiiii e
15 RECOrd TYPE. o\ttt et
16 Record Status: .....o.oviiririi i,
17 Date Created (yyyymmdd): ..............coevivninnn..
18 Date Modified (yyyymmdd): ................cooviinnn..
19 Community of Interest: .............cooviiiiiiinann..
20 SOUrCE RECOMT: ..\ttt
21
22 Date (yyyymmdd): ..ot
23 Case NUMDEI: ...ttt e
24 Lead NUMbDEI: ... .o
25 ROIA NUmMber: ... e
26 NaME. oo
27 Title
28 Sub Title
29 AGENCY. ittt
30 Number of Investigative Materials: ................
31 Text
32 Agent Name: ...t
33 Organization: ...........vvereriie i,
34
35 Individual Information: ................coiiiiii.
36 NaME. oo
37 EMPIOYEL: o
38 OR UNIt o
39 Sworn Statement
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Number of Witnesses: ...

CLASSIFICATION
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1 SECTION 16
2 PERSONEL DATA FORM
3 POW/MIA/MISSING (NON-HOSTILE)

4 Purpose. Standard report used to record and document POW/MIA/missing personne investigations.
5

6 CLASSIFICATION

7 Personnel Data Form

8 Persons Captured (POW),

9 Missing in Action or Missing (Non-hostile)

10 1. Personal Data

11 a. Name:

12 b. Rank:

13 c. SSN/MOS:

14 d. Former Service Number:

15 e. Organization:

16 f. Date of Birth:

17 g. Place of Birth:

18 h. Home of Record:

19 i. Residence (if other than home of record):
20 . Marital Status (Include number, sex, citizen status, and age of children):
21 k. PEBD:

22 1. EAS/EOS:

23 m. Date arrived in country:

24 n. Duty assignment:

25 2. Physical Characteristics

26 a. Height (Metric as well as U.S. equivalent):
27 b. Weight (Metric as well as U.S. equivalent):
28
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CLASSIFICATION

CLASSIFICATION

c. Build:

d. Hair:

e. Eyes:

f. Complexion:

g. Race:

h. Right/left handed:

. Distinguishing Characteristics

a. Speech (Include accent and speech patterns used):

b. Mannerisms:

c. Scars/identifying marks (Include type, location, size, color, and detailed description):
d. Others:

Circumstances of Incident

a. Date:

b. Location (Coordinates and geographic name):
c. Circumstances:

d. Reported wounds:

e. Last known location:

f. Last known direction of travel:

g. Last known place of detention:

h. Status (prisoner of war/missing [non-hostile]/missing in action as reported by unit):

Other Pertinent Data

a. General physical condition:

b. Linguistic capabilities and fluency:

c. Religion:

d. Civilian education:

e. Military schools:

f. Clothing and equipment when last seen
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1 CLASSIFICATION
2 CLASSIFICATION

3 g.Jewelry when last seen (Include description of glasses, rings, watches, religious
4 medallions, etc.):
5 h. Other personnel listed POW/MIA during same incident:

6 6. Photograph

7 7. Handwriting Samples (Attach sample of correspondence, notes, etc. If no other sample is
8 available, include reproduction of signature from Service Record Book/Officer's Qualification
9 Record [SRB/OQRI.)

10 Enclosures: (May not be given wide dissemination based on classification or content.)

11 a. Clearances/Access Information. (Include information concerning security clearance,
12 access, knowledge of recurring tactical operations, knowledge of projected or proposed
13 operations, or any other special knowledge possessed.)

14 b. Medical Profile. (Include pertinent information extracted from medical records and
15 summarized information gained concerning ability to survive in captivity, known personal

16 problems, relationship with seniors/contemporaries or other personal, medical, or personality
17 information which would indicate his ability to cope in a prisoner-of-war situation.)

18 c. References. (List any messages, letters, or other correspondence pertaining to the
19 individual. If circumstances under which the individual is listed as captured or missing
20 predicated a command investigation, a copy of that investigation is included as an enclosure.)

21 d. Unresolved Leads/investigators Comments. (Include unresolved leads or names of
22 personnel who were unavailable for interview because of transfer, evacuation, etc. Use
23 investigator's comments as necessary but do not recommend a casualty determination.)

24 CLASSIFICATION
25
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SECTION 17

COUNTERINTELLIGENCE MEASURESWORKSHEET

Purpose. The Cl worksheet is prepared or revised based on the conclusions reached in the intelligence estimate of the
enemy capabilities for intelligence, subversion, terrorist activities and sabotage. This worksheet is an essentia aid in Cl
planning for the CIHO and CI/HUMINT Company Commander. It isaso the basisfor preparing Cl orders and requests.
Thefollowing isapartidly completed sample of a Cl measures workshest.

Units/Personnel Responsible for Execution
of Counterintelligence Measures

(1) (2) 3) Civil CIS | Provost | Comm | All cl (5
Phases or Categories of Counterintelligence Measures Affairs| Officer [Marshal | Intel | Units| Units Instructions regarding entries
Periods of the Counterintelligence to be Adopted Unit in columns (3) and (4). Notes
Operation Activities Involved for future action, and staff

coordination measures

Assault Phase 1. Military Security (1) Cover or paint al vehicle and X Coordinate with G-4
a Security discipline. aircraft markings. Provost marshal report violations
(2) Remove identification from uniform X Coordinate with G-1

Provost marshal report violations
(3) Restrict personnel to area except when X
on official business

(4) Emphasize security disciplinein X Coordinate with G-3 CI elements assist
command posts/echelons, and with instruction and check
elsewhere, with particular reference to
handling of communications &
information systems, documents and
maps, phone conver sations, loose talk,
and speculation which might convey
information to the enemy. All
personnel
will be instructed regarding same.

X X X X X SOP
(5) Report all known or suspected security
b. Safeguarding of compromises to unit security manager
classified and intelligence officer.
information and X X Coordinate with G-1
equipment. (6) Collect and place under guard or
evacuate as determined appropriate by
c. Communication & unit commander civiliansin position
information security. to observe critical unit C2, fires &
combat service support sites.
X X X X X SOP
(7) Check SOP plans for security of Cl elements check
cryptographic devices for destruction
and for report of loss or compromise.
X X X SOP
(8) Check plans and equipment for Cl elements check
destruction of documentsin event of
imminent capture.
X X X SOP
(9) Use only authorized call-signs, authen-
d. Security of unit ticators, and cryptographic codes.
movements. X X X SOP
(10) Check that unauthorized personnel are|
prohibited from entering CPs,
message
centers, and other sensitive areas. X X SOP

Check with CIS officer for compliance
(11) Patrol all wirelines used by units.
X X Coordinate with other military forces

(12) Cut all wire lines leading into enemy-
occupied territory. X Coordinate with G-3 and G-4

Provost marshal report violations

(13) Control the movement of all vehicles
and aircraft to the extend that a
change in normal operationsif not
indicated.

(Others asrequired)
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1 APPENDIX F
2 COUNTERINTELLIGENCE TRAINING COURSES

31. Marine Air-Ground Task Force Counterintelligence Basic
4Course (U)

5 What This Course Offers

6 Provides instruction in theater, national, DOD, and organic Marine Corps intelligence assets; Cl application
7 of the combat intelligence cycle; CI hostile threat; terrorism; Cl/tactical HUMINT operations; photography;
8 interrogations; espionage, sabotage, subversion, and terrorism investigations; interview skills; intelligence
9 report writing; and surveillance techniques.

10 Who Should Attend
11 Marine Corps, corporal through lieutenant screened by Cl assets and approved for lateral move to MOS

12 0211/0210/0204 by HQMC in accordance with MCO 3850.1H. Other services-for example, US Army
13 enlisted personnel have attended. Projected attendance for additional US Army and possible US Air Force

14 personnel is anticipated DESCRIPTION

15 Course Activities Trains USMC enlisted men and officers serving
16 ) _ ) as members of a Cl team, or subteam, in

17 Lectures, videos, discussions, and support of a MAGTF command.

18 practical exercises
Emphasis is placed on requirements in

19 Faculty amphibious and subsequent operations.

20 Navy and Marine Corps Intelligence Trains USMC enlisted and officers in C/HUMINT

21 Training Center, Dam Neck, Virginia related tasks when serving as a member of a Cl
team, CI/HUMINT branch, or in support of

22 How Long? How Often? MAGTE/JTE command.

23 Seventeen and a half weeks, 88 training Emphasizes theater and national-level Cl

24 days/annually support provided to the commander.

25 Security Clearance Needed

26 Top Secret based on completed SSBI
27 and eligible for SCI access

28 Further Information

29 HQ, US Marine Corps, code CIC at (703) 614-2219/2058, DSN 224-XXXX
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12. Marine Air-Ground Task Force Advanced CI Course (U)

2 What This Course Offers

3 Provides instruction to Cl/Tactical HUMINT collection; intelligence architecture; systems and
4 communications; MAGTF, theater, and national-level staff planning; MAGTF/JTF/CI/ITT

5 employment and deployment; case method leadership practicums; Cl espionage, sabotage,
6 subversion, and terrorism theory; and legalities of investigations.

7 Who Should Attend

8 Marine Corps, Gunnery Sergeant through Lieutenant Colonel (MOSs 0211/ 0210/0204) with at
9O least one successful tour. Other service quotas are available.

10 Course Activities

11 Lectures, videos, discussions, and practical exercises

12 Faculty

13 Navy and Marine Corps Intelligence Training Center, Dam Neck, Virginia
14 How Long? How Often?

15 Twenty-six days, 20 training days/annually

16 Security Clearance Needed

17 Top Secret/SCI

18 Further Information

19 HQ, US Marine Corps, code CIC (703) 614-2219/2058, DSN 224-XXXX
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13. Advanced Foreign CI Training Course (U)

2 What This Course Offers DESCRIPTION
3 Advanced counterespionage concepts, principles, and Provides tough, demanding, realistic,
4 techniques for foreign Cl special agents mission focused counterespionage
training to selected foreign CI (foreign
5 Who Should Attend Cl) special agents who are programmed
for assignment within the national
6 DOD CI special agents with three years of strategic Cl foreign Cl community in support of the
7 experience; 12 seats per class for Army and two seats warfighters and the DOD foreign CI
8 designated joint, which rotate among the military services. strategy. Provides students with a
synergistic perspective for applying
9 Course Activities advanced foreign CI skills and
methodologies focusing on the foreign
10 Lectures, presentations, discussions, case studies, Cl Triad of investigations, operations,
11 practical exercises, and videos and surveillance.
12 Faculty

13 Eight full-time instructors with intensive counterespionage background supplemented with guest
14 speakers/subject-matter experts from DOD and other Intelligence Community components.

15 How Long? How Often?

16 Fifteen weeks (approximately 750 hours)/offered twice a year

17 Security Clearance Needed

18 Top Secret

19 Further Information

20 Contact the course director or senior instructor at (301) 677-5778/5779, FAX (301) 677-6362. Mailing
21 address is Commander, US Army Foreign ClI Activity (USAFCA), USAINSCOM, Attn. IAFC-TC, Fort
22 Meade, MD 20755

23 Registration Data

24 Limited to those working in or en route to an foreign Cl assignment; graduate of a basic Cl course; three
25 years of strategic Cl experience; effective communicator; supervisory and command recommendations;
26 favorable SSBI; Cl-scope polygraph; and a valid civilian drivers license. Army registration procedures, a
27 special nomination packet must be submitted to Commander, US Army Intelligence and Security

28 Command; Attn. IAOPS-HUCI, Fort Belvoir, VA 22060-5246. An INSCOM selection board chooses
29 students on a best qualified basis. Other military services per service directives and guidance.
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14. Cl Analytic Methods Course (U)

2 Who Should Attend DESCRIPTION

3 Entry-level CI analysts Introduction to the multi-discipline CI
analytical methods, tools, matrix,

4 Course Activities link, and pattern analysis, collection
threats, deception analysis, and

5 Lectures, discussions, videos, and case studies intelligence oversight.

6 Faculty

7 Instructors from the IMITC

8 How Long? How Often?

9 One week/two times a year
10 Security Clearance Needed
11 Top Secret/SCI
12 Further Information

13 JMITC, DIAC, Bolling AFB, (202) 373-3312
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15. Joint CI Staff Officers Course (U)

2 What This Course Offers

3 This course introduces the student to Cl support to joint
4 operations

5 Who Should Attend

6 Personnel who will be working in a joint ClI support role
7 during contingencies in a joint environment.

8 Course Activities
9 Lectures, videos, discussions, and practical exercises
10 Faculty

11 JCISB and civilian and military members of the intelligence
12 and CI communities

13 How Long? How Often?

14 Five day s/several times a year
15 Security Clearance Needed
16 Top Secret/SCI

17 Further Information

DESCRIPTION

® Know how CI activities are integrated
into joint-military organizations at the
levels of command and into the
formulation of contingency plans.

® Know how to develop and execute a ClI
appendix to the intelligence annex to a
joint operational/exercise plan or OP
order.

® Know the Joint Planning System and
how it supports both deliberate and
time-sensitive plans. Know the
roles/responsibilities of DOD, NSA,
FBI, CIA, JCS, combatant commands,
and the Services Cl agencies in
providing Cl support to contingency
planning and execution.

® Know how Cl HUMINT and Special
Operations Forces will coordinate and

18 Defense Intelligence Agency (DAC-1B), Joint Cl Support Branch (JCISB), Pentagon, Room 1E821,

19 (703) 614-9155.

20
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16. Multi-Discipline Cl Course (U)

2 What This Course Offers

3 Improves professional Cl officers' understanding of the

4 multi-discipline approach to CI. This course is not a course
5 in analytic methods or methodology.

6 Who Should Attend

7 Cl professionals from throughout DOD and the Intelligence
8 Community (IC).

9 Course Activities
10 Lectures, discussions, videos, and case studies
11 Faculty
12 Instructors from the JMITC and subject-matter experts from

13 the Intelligence Community

14 How Long? How Often?

DESCRIPTION

® | earn the all-source ClI national and
DOD environments.

® | earn how to access HUMINT, SIGINT,
IMINT, MASINT, and other information
and resources in the IC.

® |earn how organizationally perceived
roles effect Cl policy and analysis.

® | earn the threats to US national
interests from foreign intelligence and
security services (FISS) and about the
US resources that drive responses to
FISS threats.

® Understand the complex
interdependent relationships of ClI
organizations from operations to finished

15 Two weeks/three times a year/also available as a two-three day mobile course.

16 Security Clearance Needed
17 Top Secret/SI/TKIG
18 Further Information

19 JMITC, DIAC, Bolling AFB, Washington, DC, (202) 373-3897
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17. Evolution of American CI (U)

2 What This Course Offers
3 Provides the students with a broad historical
4 perspective of the growth and development of US ClI
5 from the historical legacy of the American Revolution
6 to the current day.
7 Who Should Attend
8 New or mid-level intelligence officers or special agents
9 whose present or future assignments may involve ClI
10 responsibilities.
11 Course Activities
12 Lectures, videos, case studies, and class participation

13 Faculty

14 NACIC and guest speakers

15 How Long? How Often?

16 One week/twice a year

17 Security Clearance Needed Secret

18 Further Information

19 Community Training Branch, NACIC, (703) 874-4122

20 Registration Data - Three weeks before course
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DESCRIPTION

® Evaluates the historical significance of key
events in the development of the CI discipline in
the United States.

® Applies the lessons learned to future public
and legislative scrutiny and helps students
make decisions based on a historical
perspective.

® Projects the need for a strong CI program.
® Lists and explains the five core issues
affecting ClI policies and strategies

in the post-Cold War era.

® Advances interagency cooperation and
creates a learning environment.

* |dentifies various agencies' perspectives and
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18. Strategic Approaches to CI (SACI) (V)

2 What This Course Offers DESCRIPTION

3 Designed to illuminate the "big picture," emphasizes US
4 national CI strategies and the approaches taken

5 throughout the CI community to implement these

6 strategies. Focuses on the five core issues that will be
7 enduring challenges for the CI community for the next

8 decade.

® Analyzes foreign
intelligence
services Cl threat data.

® Determines risks and
vulnerabilities to information

9 Who Should Attend
10 New or mid-level managers in operational Cl agencies or other ClI community elements who
11 demonstrate a potential for advancement to more senior Cl positions, and whose present or future
12 assignments may involve CI policy formation or interagency responsibilities.
13 Course Activities
14 Lectures, videos, case studies, and group discussions to develop a strategy with examples of
15 successful strategies used by US companies to compete in today's world. Student
16 presentations.

17 Faculty

18 Instructors, program managers, and subject-matter experts from throughout the intelligence and CI
19 communities, sponsored by the NACIC

20 How Long? How Often? Class Size

21 Fifty hours/April and October/30

22 Security Clearance Needed

23 Top Secret/SCI

24 Further Information

25 Community Training Branch, NACIC, (703) 874-4122. Usually at an off-site location
26 Registration Data

27 Nomination by parent agency. Thirty days before course date
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19. The Threat to Information Systems (U)
2 What This Course Offers
3 This course reviews an updated summary of various threats to information systems.
4 Who Should Attend
5 Students should have familiarity with the concept of threat from foreign intelligence services
6 Course Activities
7 Lectures, discussions, demonstrations, and practical problems
8 Faculty
9 Instructors from the National Cryptologic School (NCS)
10 How Long?
11 Twenty-four hours/three days, full-time
12 Security Clearance Needed
13 Top Secret and indoctrinated for special intelligence. Pass to NSA Office of Security electronically.
14 Further Information
15 NCS (410) 859-6336 or secure 968-8054
16 Registration Data

17 Open to CI community personnel. Registration request should be made through parent agency training
18 coordinator to the NSA/NCS registrar.
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110. INFOSEC Familiarization Course (U)
2 What This Course Offers
3 This course is a survey of communications security (COMSEC)
4 principles and technigues with an emphasis on electronic
5 COMSEC systems and cryptographic equipment.
6 Who Should Attend
7 Students requiring fundamental knowledge of COMSEC
8 Course Activities
9 Lectures and discussions
10 Faculty
11 Instructors from the National Cryptologic School (NCS)
12 How Long?
13 Forty hours/one week, full-time
14 Security Clearance Needed
15 Top Secret. Pass to NSA Office of Security electronically.
16 Further Information
17 NCS (410) 859-6336 or secure 968-8054
18 Registration Data
19 Open to CI community personnel.
20 Registration request should be made

21 through parent agency training
22 coordinator to the NSA/NCS registrar.
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DESCRIPTION
Topics include:

® A history of COMSEC and
cryptology

® The national information security
(INFOSEC) structure, mission, and
relationships

® The vulnerability of threats to US
military and civil communications
systems

® Physical, cryptographic,

transmissions, and emission
(TEMPEST) security

® Off-line cryptosystems
* Emergency destruction
® COMSEC material production

® Computer security digital
encryption theory

* Key management
* INFOSEC system and
cryptographic equipment

applications

¢ Systems and equipment under
development
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1 Appendix G

2 MAGTFEF COUNTERINTELLIGENCE PLANNING CHECKLIST

3 INTRODUCTION. Thisappendix identifiestypical MAGTF counterintelligence/HUMdNTNg each phase of the Marine Corps Planning Process (M CPP).

| MCPP STEP | MAGTF STAFF ACTIONS COUNTERINTELLIGENCE PLANNING ACTIONS
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MISSION |v' Identify the higher v' Review HHQ and MAGTF standing intelligence plans (e.g., Annex B to an OPLAN), CI plans (Appendix 3 to Anneg

ANALYSS [headquarter’s HUMINT plan (Appendix 5 to Annex B), etc.
(HHQ)/supported v Assist with determination of the MAGTF AO and AOI
headquarters intent v' Assess DIA's, CIA;sombatant command’s and other external organizations ongoing Cl operations anitipiaribe AQ
v ldentify tasks and AQOI (e.g., availability and currency of Cl contingency materials)
v' Determinetheareaof |v' Provideinitial Cl estimateand other Clproducts to support initial planning (ensure needs of subordinate units are idg
operations (AO) and area of|and met)
interest (AOI) v Determine specified, implied and essentialt@ks
v" Review available assets |v Develop proposed Cinission statement; coordinate with G/S-2 intelligence operations officer and G/S-3 force proteg
and identify personnel and |officer; obtain G/S-2 officedpproval
equipment resource shortfallp” Assist security manager with development of security classification guidance to support planning and subsequent
v' Determine constraints aned” I dentify organic/supporting €kements & subordinate units' @ints of contagtacquire an immediate operational statug
restraints report from each; determine personnel and equipment deficiencies
v Determine recommended v’ Review/prepare new Cl survey/vulnerability assessrdetdrmine and prioritize significant security vul nerabilétiies;
commander’ s critical provide recommendations (e.g., Cl active and passive measures); identify requirements for technical surveillance count
information requirements  [support
(priority intelligence v ldentify JTF/multinational dhteroperability issues; provide recommendations
requirements, friendly force |v' Establish/review/update the MAGTF CI databaspecial attention trurrent threat estimatesurrent Cl estimates, ar@
information requirements, |[targets (personalities, organizations, and installations)
essential elements of friendlyv" Ensure subordinate units ®DCs kept advised of pertinent actions and devel opments
information [EEFI]) v ldentify external organizations Cl collection and production plans, and assess against MAGTF's initial requirement
v ldentify requests for v Determine Cl personnel & equipment deficiencies; initiate augmentation requests (coordinate with intelligence opg
information officer)
v' Determine assumptions |v"  Assign/task-organize organic ClI elements (e.g., C/HUMINT company detachments or HUMINT exploitation team:
v" Draft mission statement |major subordinate elements; Cl element to MAGTF future operations/plans sections)
v" Present mission analysis|v" Validate/update JTF Cl tactics, techniques and procedures and MAGTF standing operating procedures (coordinat
brief HHQ and subordinate units)
v' Draft thewarning order |v" Validate and prioritize Cl requirements; special attention to those needed for COA development
v' Convene/alert recHl (if |v Begin development of Cl operations plan; issue orders to Cl collection and production elements (coordinate with g
appropriate) manager and AFC OIC, respectively)
v' Begin staff estimates v Update/begin necessary Cl surveys/vulnerability assessments
v" Refine commander’s v' Determineinitial CI communications and information systems (CIS) requirements & dissemination plans; identify
intent deficiencies (coordinate with dissemination manager and G/S-6)
v" Develop the commander]g” Validate Cl database management procedures (coordinate with JTF and subordinate units)
planning guidance v Ensure subordinate units' CI POCs kept advised of pertinent actions and developments

MCPP STEP | MAGTF STAFF ACTIONS COUNTERINTELLIGENCE PLANNING ACTIONS
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COURSE OF [v* Continue intelligence v' Assist with development and continued updating of the intelligence & CI estimates, with emphasis on the followi
ACTION [preparation of the battlespacg
DEVELOP- |(throughout all steps of the > Development of Cl target reduction plans
MENT planning process) > Periodic Cl summaries and threat estimate update
v' Array friendly forces > Development of Cl target reduction plans
v' Assessrelative combat > Recommendations and implementation of current/future Cl countermeasures
power
v' Centersof gravity and |v* Assist theintelligence, operations, and other staff sections with COA development
critical vulnerabilitiesanalysisv" Develop the Cl concept of operations for each COA; begin preparation of:
v" Brainstorm possibilities
v" Develop roughcut > Appendix 3 (Cl operations) to Annex B
course(s) of action (COA) > Assistance to Appendix 5 (HUMINT operations) to Annex B
v" Commander’sinput > Assist operations section with force protection plansto Annex C
v" COA(s) refinement
v' COA(s) validation v' Determine Cl capabilities required for each COA
v' COA(s) graphic and v' Coordinate Cl-related collection, production, and dissemination requirements for each COA
narrative devel opment v' Continue development of Cl estimate of supportability for each COA
v" Prepare and present v' Ensure subordinate units' Cl POCs kept advised of pertinent actions and developments
COA(s) briefing
v/ Commander
selects/modifies COA(S)
COURSE OF |v'  Conduct COA analysis |v° Complete ClI estimat@and threat assessments
ACTION [wargaming v' Complete Clestimates of supportability
ANALYSIS |v Refine staff estimatesandlv’ Assist intelligence section with completion of the intelligence estimate and the friendly intelligence estimate of

estimates of supportability
v" Develop concepts based
upon warfighting functions
required)

v" Prepare COA analysis
brief

v

'
v

v
v

supportability

Assist operations section with completion of the force protection estimate
Continue to monitor and update CI collection@mdiuction activities
Ensure subordinate units receive necessargr@dlucts; verify understanding; identify/update subordinates' current

intelligence requirements (IR) and force protedEkfi s

Validate and update Ghformation requirements
Ensure subordinate units @DCs kept advised of pertinent actions and developments
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MCPP STEP MAGTF STAFF COUNTERINTELLIGENCE PLANNING ACTIONS
ACTIONS
COURSE OF |v' Evaluation of eachv’ Assist intelligence and operations sections with evaluation and comparison of each COA
ACTION COA v' Continue development of Appendix@Annex B consistent with the selected COA
COMPARISO v Comparisonof [v' Update, validate & prioritize Qhformation requirements and supporting Cl collegiiodliction requirements for the sel ecte
N AND COAs COA,; issue orders as appropriate to &€ements
DECISION (v Commander’'s v Coordinate Clelement task-organization needs associated with the selected COA, with special attention to necessary st

decision
v" |Issuance of
warning order

the main effort
v" Continue coordination with the G/S-6 regardin@I3 requirements, to include standard and unique CIS for internal Cl opgl
and with other joint/multinational organization
v' Continue coordination with G/S-1 as necessary for physical courieringoddticts to subordinate units; and with the G/S-1
and PMO for EPW handling/compound related plans devel opment

v" Review actions associated with satisfyingp&isonnel and equipment deficiencies associated with the selected COA
v" Ensure subordinate units receive pertinenp@ducts (e.g., current Cl threat assessment); verify understanding; identify/{
subordinates current CRs

v' Validate MAGTF CI IRsand tasks to support force protection EEFIs

v" Ensure subordinate units @0Cs kept advised of pertinent actions and developments
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ORDERS v/ Commander’s v' CompleteAppendix 3 to Annex B; ensure copies provided to subordinate units and they understand
DEVELOP- [intentisrefined v' Update, validate & prioritize Ainformation requirements and associated collection operations;
MENT v' Concept of v Monitor ongoing Giroduction operations; update and issue orders as appropriatester@@nts

operations turned intgv"  Ensure pertinent Cproducts are disseminated to all subordinate units

an operations order ofv" Complete Clrelated ClSactions

afragmentary order |v° Maintain coordination with external €ements

v Staff estimates and

other planning

documents updated

and converted into

operations order

(OPORD) annexes and

appendices

v' Commander

approves OPORD

MCPP STEP MAGTF STAFF COUNTERINTELLIGENCE PLANNING ACTIONS
ACTIONS
TRANSITION |v* Transition brief |v*  Assist intelligence section with transition brief
v' Drills v" Modify CI plans as necessary

v" Planrefinements|v"  Monitor ongoing Glollection and production operations; update and issue orders as needebbhoefis

(asrequired) v" Ensure all subordinate units' BOCs and Clofficersin JTF and other components fully understand plans and standing
requirements; and ensure they have received necessamp@icts
v ldentify, validate and prioritize remaining Cl |Rs and force protection EEFIs
v' Participatein drills
v" Remain engaged in MAGTF future plans activities
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1 APPENDIX H
2 REFERENCES
3 National

4 EO 12333, "United States Intelligence Activities."
5NSCID 5, "U.S. Clandestine Foreign Intelligence and Counterintelligence Abroad.”
6 DCID 1/7, "Security Control on the Dissemination of Intelligence Information.”

7 DCID 5/1, "Espionage and Counterintelligence Abroad.” (With supplementd MOAYS)

8 Department of Defense

9 DOD Dir 1325.6, "Guiddines for Handling Dissident and Protest Activities Among Members of the
10 Armed Forces."

11 DOD Dir 0-2000.12, "DOD Combating Terrorism Program.”

12 DOD Dir 3025.1, "Use of Military Resources During Peecetime Civil Emergencies Within the United
13 States, Its Territories and Possessions.”

14 DOD Dir 5105.29, "Human Resources Intelligence (HUMINT) Activities.”
15 DOD Dir 5105.32, "Defense Attaché System.”

16 DOD Dir 5200.27, "Acquistion of Information Concerning Persons and Organizations not Affiliated
17 with the Department of Defense.”

18 DOD Dir $5205.1, "Acquisition and Reporting of Information Relating to Nationa Security.”
19 DOD Dir 5205.2, "DOD Operations Security Program.”

20 DOD Dir 5210.48, "DOD Polygraph Program.”

21 DOD Dir 5210.50, "Unauthorized Disclosure of Classfied Information to the Public.”

22 DODINST 5210.84, " Security of DOD personnd a U.S. Missions Abroad.”

23 DOD Dir C-5230.23, "Intelligence Disclosure Policy."
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1 DOD Dir 5240.1, "DOD Intelligence Activities

2 DOD Dir 5240.2, "DOD Counterintelligence Activities."

3 DODINST 5240.4, "Reporting of Counterintelligence and Crimina Violaions."

4 DODINST 5240.5, "DOD Technica Surveillance Countermeasures (TSCM) Survey Program.”
5 DOD Dir 5240.6, " Counterintelligence Awareness Briefing Program.”

6 DODINST C-5240.8, " Security Classfication Guide for Information Concerning the DOD
7 Counterintelligence Program.”

8 DODINST S$-5240.9, "Support to Department of Defense Offensive Counterintelligence Operations.”
9 DODINST 5240.10, "DOD Counterintelligence Support to Unified and Specified Commands.”
10 DODINST 5505.3, "Initiation of Investigations by Military Crimind Investigetive Organizations."
11 DODINST 5505.6, "Investigation of Allegations Againgt Senior Officids of the DOD."

12 DOD Dir 5525.5, "DOD Cooperation with Civilian Law Enforcement Officids.”
13 DIA Manud 57-1, "Generd Intdligence Production.”

14 DIA Manud 57-6, "DOD Indications and Warning System.”

15 DIA Manud 58-1, "Defense Intelligence Collection.”

16 DIA Manud 58-7, "Time Sengtive Requirements Coordination and Management.”
17 DIA Manua 58-11, “Department of Defense HUMINT Policies and Procedures.”
18 DIA Manuad 58-12, "Department of Defense HUMINT Management System”

19 DIA Reg 60-4, "Procedures Governing DIA Intdligence Activities that Affect U.S. Persons”

20 Joint Publications

2] -------- , "Concept for Future Joint Operations --- Expanding Joint Vison 2010."
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1 Joint Pub 0-2, "Unified Action Armed Forces"
2 Joint Pub 1-02, "Department of Defense Dictionary of Military and Associated Terms.”
3 Joint Pub 2-0, "Joint Doctrine for Intelligence Support to Operations.”
4 Joint Pub 2-01, "Joint Intelligence Support to Military Operations.”
5 Joint Pub 2-01.2, (Draft) "Counterintelligence Support to Joint Operations' (with classified supplement)
6 Joint Pub 2-01.2, (Draft) "Joint Intelligence Preparation of the Battlespace.”
7 Joint Pub 2-02, (Draft) "Nationd Intelligence Support to Joint Operations.”
8 Joint Pub 3-02, "Joint Doctrine for Amphibious Operations.”
9 Joint Pub 3-07, "Joint Doctrine for Military Operations Other than War."
10 Joint Pub 3-07.2, "Joint Doctrine for Antiterrorism.”
11 Joint Pub 3-10, "Joint Doctrine for Rear Area Operations.”
12 Joint Pub 3-13, (Draft) "Information Operations’ (with classified supplement)
13 Joint Pub 3-13.1, "Joint Doctrine for Command and Control Warfare."
14 Joint Pub 3-50.2, "Doctrine for Joint Combat Search and Rescue”
15 Joint Pub 3-50.3, "Joint Doctrine for Evasion and Recovery."
16 Joint Pub 3-54, "Joint Doctrine for Operations Security."
17 Joint Pub 3-57, "Doctrine for Joint Civil Affairs.
18 Joint Pub 5-00.2, "Joint Task force Planning, Guidance and Procedures.”
19 Joint Pub 5-03.1, "Joint Operations Planning and Execution System, Volume |."

20 Joint Pub 6-0, "Doctrine for Command, Control, Communications and Computers Systems Support to
21 Joint Operations.”

22 Marine Corps Order and Publications
H-3



MCWP 2-14, COUNTERINTELLIGENCE

1 MCO 3302.1, "Antiterrorism Program".

2 MCO 3850.1H, "Policy and Guidance for Counterintelligence Activities."

3 MCO 3820.1, "Foreign Military Intelligence Collection Activities (FORMICA).”

4 MCO 003850.2 “Marine Corps Counterintelligence Force Protection Source Operations (CFSO).”

13 MCWP 0-1

14 MCWPO0-1.1

15MCDP1

16 MCDP 2

17 MCWP 2-1

18 MCDP 3

19 MCWP 3-1

20 MCWP 3-2

21 MCWP 4-1

22 MCRP 4-27C

23 MCDP5

Operationa Maneuver from the Sea-- A Concept for

the Projection of Naval Power Ashore
Ship to Objective Maneuver

Military Operations on Urbanized Terrain

Beyond Command and Control --- A Concept for
Command and Coordination of the Marine Air-Ground

Task Force

A Concept for Information Operations
Marine Corps Operations
Componency

Warfighting

Intelligence

Intelligence Operdions

Expeditionary Operations

Ground Combat Operations

Aviation Operations

Logistics Operations

Enemy Prisoners of War and Civilian Internees

Panning
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1MCWP5-1 Marine Corps Planning Process (Draft)
2MCRP5-12C  Marine Corps Supplement to the DOD Dictionary of Jul 98
3 Military and Associated Terms

4 MCDP6 Command and Control Oct 96
5 MCWP 6-1 MAGTF Command and Control Operations (Draft)
6 MCWP 6-22 Communications and Information Systems (Draft)
7 FMFRP 3-23-2/ Inteligence Preparation of the Battlefied Jul A
8 FM 34-130

9 Navy Publications

10 SECNAVINST 3300.2, "Combating Terrorism."
11 SECNAVINST 3800.8B, "Intelligence Oversight Within the Department of the Navy."

12 SECNAVINST S3810.5A, "Management of Foreign Intelligence, Counterintelligence and Investigative
13 Activities within the Department of the Navy."

14 SECNAVINST 3820.2D, "Investigetive and Counterintelligence Collection and Retention Guidelines
15 Pertaining to the Department of the Navy."

16 SECNAVINST 3820.3D, "Oversght of Intelligence Activities Within the Department of the Navy."
17 SECNAVINST 3850.2B, "Department of the Navy Counterintelligence.”

18 SECNAVINST S3850.3, "Support to Department of Defense Offensive Counterintelligence
19 Operations.”

20 SECNAVINST 3875.1, "Counterintelligence and Awareness Briefing Program.”

21 SECNAVINST 5500.30E, "Reporting of Counterintelligence and Crimina Violations to Office of the
22 Secretary of Defense Officids.”

23 SECNAVINST 5500.31A, "Technica Surveillance Countermeasures (TSCM) Program.”

24 SECNAVINST 5500.34, "Security of DOD Personnel at U.S. Missions Abroad.”
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1 SECNAVINST 5520.3B, "Crimind and Security Investigations and Related Activities Within the
2 Department of the Navy."

3 OPNAVINST 1620.1A, "Guiddines for Handling Dissident and Protest Activities Among Members of
4 the Armed Forces."

5 OPNAVINST 3300.53, "Navy Combating Terrorism Program.”
6 OPNAVINST S3850.5, "Support to DOD Offensive Counterintelligence Operations.”
7 OPNAVINST C5500.46, "Technica Surveillance Countermesasures.”

8 OPNAVINST 5510.1, "Department of the Navy Information and Personnel Security Program
9 Regulation.”

10 Army Publications

11 AR 381-10, "US Army Intelligence Activities.”
12 AR 381-20, "The Army Counterintelligence Program.”
13 AR 381-47, "US Army Counterespionage Activities."

14 AR 381-172, "Counterintelligence Force Protection Source Operations and Low Level Source
15 Operdtions’

16 FM 34-5, “Human Intelligence and Related Counterintelligence Activities”
17 FM 34-60, "Counterintelligence.”

18 FM 34-60A, "Counterintelligence Operations -- Classified Supplement.”
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